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Abstract The quantum internet is envisioned as the ultimate stage of the quantum revolution, which

surpasses its classical counterpart in various aspects, such as the efficiency of data transmission, the security

of network services, and the capability of information processing. Given its disruptive impact on the national

security and the digital economy, a global race to build scalable quantum networks has already begun. With

the joint effort of national governments, industrial participants, and research institutes, the development

of quantum networks has advanced rapidly in recent years, bringing the first primitive quantum networks

within reach. In this work, we aim to provide an up-to-date review of the field of quantum networks from

both theoretical and experimental perspectives, contributing to a better understanding of the building blocks

required for the establishment of a global quantum internet. We also introduce a newly developed quantum

network toolkit to facilitate the exploration and evaluation of innovative ideas. Particularly, it provides dual

quantum computing engines, supporting simulations in both the quantum circuit and measurement-based

models. It also includes a compilation scheme for mapping quantum network protocols onto quantum circuits,

enabling their emulations on real-world quantum hardware devices. We showcase the power of this toolkit

with several featured demonstrations, including a simulation of the Micius quantum satellite experiment, a

testing of a four-layer quantum network architecture with resource management, and a quantum emulation

of the CHSH game. We hope this work can give a better understanding of the state-of-the-art development

of quantum networks and provide the necessary tools to make further contributions along the way.
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1 Introduction

The internet has become a truly global phenomenon that drives the growth of the digital economy
across international borders and alters our way of life in ways that nothing else has. We can attend
international conferences online, read news from around the world, and even compute on the cloud.
The idea of the quantum internet aims to expand these possibilities further with the integration of
quantum technologies. With the proper use of quantum features, such as interference, superposition, and
entanglement, quantum internet can greatly improve the capability of information processing, the security
of information transmission, the precision of information synchronization, and even accomplish tasks
impossible in classical networks [1–12]. Particularly, it is anticipated that the creation of a fully-fledged
quantum internet will have a wide range of fascinating applications. The most well-known is quantum key
distribution (QKD), a cryptographic paradigm whose security is ensured by the laws of physics [13,14]. It
can also support other security-related applications, such as blind quantum computation, which enables
users to delegate a computational task to a quantum computer without disclosing the computation details
to the cloud server [15]. Given long-distance quantum entanglement, a quantum internet would also enable
more precise time synchronization that would help to improve the current navigation systems [16] and
facilitate new fundamental tests for a deeper understanding of the universe [17]. Distributed quantum
computation is also promising in the long run. As the computational power grows exponentially with
the number of quantum computers connected, we may exploit such power to handle computationally
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demanding problems, such as weather forecasts and protein folding, that are beyond the capabilities of
classical computers or individual quantum computers [18–20].

Given the potential impact that a quantum internet could have on the economy and society, national
governments, industrial participants, and research institutes are currently conducting extensive research
and development on quantum networks worldwide. It is clear that quantum internet research has reached
a national level. In 2016, China launched the world’s first quantum communications satellite [21–23] and
established the world’s first trunk line for secure quantum communications between Beijing and Shang-
hai [24, 25], contributing to the initial steps to make the global quantum internet a reality. China has
also included quantum internet technology in its 14th Five-Year Plan for National Informatization as one
of the strategic core technologies for future development1). Since 2019, all 27 EU Member States have
signed the European Quantum Communication Infrastructure Declaration, demonstrating their support
for the initiative and aiming to boost the European capabilities in quantum technology, cybersecurity,
and industrial competitiveness2). In 2020, the National Quantum Coordination Office in the White House
published A Strategic Vision for America’s Quantum Networks, outlining five-year and twenty-year ob-
jectives for the development of quantum internet3). Besides, countries such as Australia, Japan, and
Russia, have all actively made their moves for the quantum internet. The potential of quantum internet
has also attracted numerous industrial participants. Among these are the traditional tech giants such
as Baidu and Amazon, the world’s biggest telecommunication companies such as AT&T, BT, and NTT,
manufacturing companies such as Toshiba and Cisco, and a series of start-ups including Qunnect, evolu-
tionQ, Aliro Quantum, Xanadu, and QuantumCTek. A majority of these companies are concentrating
their efforts on developing quantum cryptography applications that are ready to implement with current
quantum technologies, such as quantum random number generation and QKD. Part of them also plan
for the long run and study use cases in a more advanced stage of the quantum internet. A more detailed
list of global efforts in quantum networks is summarized in Appendix A.

There is a comprehensive review paper by Wehner et al. [2] giving a roadmap for the development
of quantum internet, that includes six phases. We are currently stepping from the first stage to the
second. The state-of-the-art quantum networks are mostly aimed at proof-of-concept experiments for
quantum physics and the preliminary demonstration of quantum cryptography tasks. The scalability
of such networks is largely based on trusted repeaters, where no end-to-end quantum communication
actually happens. Compared to a classical network, we are still at a primitive stage where we can merely
start to entangle different quantum devices at a small distance in the laboratory [26]. Fully functional
quantum networks capable of transmitting and controlling entangled quantum states in the field are still
under development, the success of which requires sustained and concerted efforts in physics, computer
science, and engineering. Recently, extensive studies have been done to connect multiple quantum devices
and improve their efficiency and scalability. There is also a Quantum Internet Research Group established
in the well-known Internet Engineering Task Force by leading experts, focusing on the design of quantum
network architectures and core topics such as routing, resource allocation, connection establishment,
interoperability, security, and API (application programming interface) design [27–29].

The structure of a quantum internet can be much more complex than its classical counterpart. In ad-
dition to the usual network performance metrics such as bandwidth, delay, throughput, and packet loss
rate, quantum factors such as fidelity, success probability, and coherence time should also be considered.
The interplay of tons of parameters makes the designing and testing of quantum network protocols beyond
the scope of conventional mathematical frameworks. To address this, various quantum network simula-
tors have been released, among which are the general simulators such as NetSquid [30], SeQUeNCe [31],
QuISP [32], and SQUANCH [33], as well as specialized simulators such as qkdX [34] and QuNet [35]. As
quantum networks are still being explored, there are numerous unknowns, but also ample opportunities
for innovation. Quantum network simulators can operate on both classical and quantum devices, support-
ing higher-level quantum network applications. They serve as efficient testbeds for verifying ideas and can
significantly reduce trial-and-error costs. Furthermore, they offer an effective approach to making quan-
tum technology more accessible, particularly since quantum hardware devices are typically unaffordable

1) 14th Five-Year Plan for National Informatization. https://www.gov.cn/xinwen/2021-12/28/5664873/files/

1760823a103e4d75ac681564fe481af4.pdf.

2) The European Quantum Communication Infrastructure (EuroQCI) Initiative. https://digital-strategy.ec.europa.eu/en/

policies/european-quantum-communication-infrastructure-euroqci.

3) A Strategic Vision for America’s Quantum Networks. https://www.quantum.gov/wp-content/uploads/2021/01/

A-Strategic-Vision-for-Americas-Quantum-Networks-Feb-2020.pdf.
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Figure 1 (Color online) Structure of key contents in this work. The left part is a review of quantum networks, from the underlying

principles all the way to the applications. The right part is the introduction of our software practice in quantum network simulation.

for most users.

This work aims to provide an up-to-date review of the field of quantum networks from both theoretical
and experimental perspectives. As the building blocks for more advanced quantum networks are still under
development in the laboratory, and the corresponding applications are still being explored, we introduce
a newly developed software toolkit called QNET4). This toolkit serves as an efficient testbed for quantum
network innovations. We hope that this work can offer a better understanding of the state-of-the-art
development of quantum networks and provide the necessary tools to make further contributions along
the way. It should be useful to people unfamiliar with the field and can also serve as a reference for those
already working within it. The remainder of the content is organized as follows (see also the structure
in Figure 1). In Section 2, we give a gentle introduction to the basic concepts of quantum information
science, laying the theoretical foundations for the understanding of quantum networks. In Section 3,
we introduce the key components that make up a quantum network, including different categories of
quantum nodes and the communication links connecting them. Quantum networks necessarily operate
on a set of infrastructures comprising hardware, software, and applications. In Section 4, we introduce
the hardware part of a quantum network by some essential devices. In Section 5, we go to the software
part by discussing quantum network architectures and relevant protocols. In Section 6, we discuss some
representative applications in quantum cryptography, quantum computing, and quantum sensing. In
Section 7, we give a brief summary of the challenges of developing a fully functional quantum network. In
Section 8, we introduce the key techniques in QNET, its basic usage, and several featured demonstrations.
Finally, a conclusion is given in Section 9, and some technical details in the main text are delegated to
the appendices.

2 Quantum information in a nutshell

In this section, we discuss some prerequisites of quantum information that are necessary for understanding
the working mechanism of quantum networks. Readers who are already familiar with these concepts may
skip this part and jump to the later sections.

Quantum bit and superposition. Central to the superiority of a quantum internet is the ability to
process quantum bits (qubits). A qubit is a two-level quantum system that can be physically implemented
by different approaches, such as the polarization of a photon [36], the current of a Josephson junction [37],
and the spin of an electron [38]. Every qubit is associated with a state, which represents the current

4) The name QNET is derived from the abbreviation of Quantum NETwork.
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status of the system. But different from the binary choice of a classical bit, a qubit can possess a state
beyond 0 or 1. This phenomenon is called quantum superposition, one of the fundamental principles of
quantum mechanics. More specifically, besides the state of 0 or 1 (or |0〉 or |1〉 in the Dirac notation), a
qubit can possess a state that is the linear combination of these isolated states, such as α|0〉+β|1〉 for any
complex numbers α and β with |α|2 + |β|2 = 1. Simply speaking, any unit vector in a two-dimensional
complex vector space represents a state of the qubit. We can also map these states to points on the unit
sphere, known as the Bloch sphere. In this perspective, a classical bit could only be at one of the two
poles, where |0〉 and |1〉 are located; but a qubit can appear at any point on the sphere. This difference
can become even more significant as the number of qubits increases. Generally, while n classical bits can
only encode one of the 2n possible states at a time, n qubits can coherently encode all 2n states through
superposition. This remarkable phenomenon enables the possibility of parallel information processing
and eventually underpins the speedup of quantum computation [39–44].

Quantum entanglement. Quantum entanglement is another striking feature of quantum mechanics,
revealing the quantum nature in the multipartite scenario. Two features of entanglement make it an
ideal resource for quantum networks. First, entangled states can be strongly correlated such that the
measurement outcomes of two qubits can always be matched, even though their outcomes are completely
random. For example, if two parties share a Bell state (|00〉 + |11〉)/

√
2, by measuring each of the two

qubits independently, one obtains a random distribution of 0 and 1 with equal probability. However,
if the outcomes of the two independent measurements are compared, one observes that every time the
measurement of a qubit yielded 0, so did the measurement of the other qubit, and the same happened
with outcome 1. Remarkably, such coordination is independent of the distance between the separated
parties, making entanglement an ideal resource for data synchronization (e.g., in entanglement-based
QKD [14], clock synchronization [16]) and transmission (e.g., in the quantum teleportation protocol [45]).
Second, due to the inherent property of monogamy, entanglement cannot be shared with a third party.
This underpins the security of entanglement-based or device-independent types of QKD and many other
quantum cryptography applications [46]. Despite being spooky and counter-intuitive, the existence of
quantum entanglement has been rigorously confirmed by plenty of experiments [47–55]. Notably, a Nobel
Prize in Physics was awarded in 2022 to Alain Aspect, John F. Clauser, and Anton Zeilinger for their
pioneering work in this direction5).

Quantum measurement. Quantum measurement is a fundamental operation that helps to extract
information from a quantum system [56, 57]. A quantum measurement, according to the postulate of
quantum mechanics, will collapse the measured quantum state and return a random outcome, the prob-
ability of which depends on the measurement operation and the state itself. For instance, if the outcome
of measuring a superposed quantum state α|0〉+β|1〉 (in the computational basis) is zero, then the qubit
collapses into the corresponding state |0〉 and any further measurement will give zero as the outcome with
certainty, regardless of the parameters α, β in the superposed state. As a result, although the superposi-
tion principle permits a qubit to retain more than one bit of information, only one bit can be retrieved
at a time by measurement. The disruptive nature of quantum measurement makes it difficult to extract
information from a quantum state without causing a disturbance. This, however, happens to make qubit
an ideal information carrier for the defense against attackers. Besides information extraction, quantum
measurement can also be leveraged to steer quantum computation in the measurement-based model [58],
which lays the foundation for blind quantum computation, one of the most important applications in a
quantum internet [15].

No-cloning theorem. Unlike classical information that can be readily duplicated, the no-cloning
theorem states that it is impossible to create an identical copy of an arbitrary and unknown quantum
state [59]. That is, there exists no unitary transformation U such that U |ϕ〉|0〉 = |ϕ〉|ϕ〉 for any |ϕ〉,
where |0〉 is a blank quantum state. This results in both advantages and limitations. On the one hand,
the no-cloning theorem guarantees that information embedded in a quantum state cannot be easily stolen
by a malicious party because the intercepted qubits cannot be copied, and extracting the information by
quantum measurement will inevitably disturb the state and be detected. This underpins the security of
many quantum network applications, such as QKD [13]. On the other hand, no-cloning makes quantum
information processing much more challenging than its classical counterpart. For instance, techniques
for classical information processing, such as signal amplification and retransmission, cannot be directly
applied to quantum networks, making it necessary to find new schemes to counteract losses and errors.

5) The Nobel Prize in Physics 2022. https://www.nobelprize.org/prizes/physics/2022/press-release/.

https://www.nobelprize.org/prizes/physics/2022/press-release/
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Figure 2 (Color online) Illustration of a quantum network and its key components. A quantum network comprises a collection of

quantum nodes and communication links between them. Typical quantum nodes include quantum endnodes, quantum repeaters,

quantum switches/routers, and quantum satellites. Each node is equipped with a protocol stack and relevant hardware devices that

work together to provide network services. Communication links can consist of both classical and quantum channels connecting

two ends for data transmission.

3 Quantum network components

A quantum network will work synergistically with the existing classical internet, but it also demands some
extra quantum components to support new applications and services. These primarily include different
categories of quantum nodes and communication links connecting them. Depending on the role it plays,
a quantum node can be a quantum endnode, quantum repeater, quantum switch, quantum router, and
quantum satellite. As classical information processing is always indispensable, we assume that every
quantum node has the capability of classical computation built-in. On top of this, every quantum node
should contain both the software and hardware parts, particularly a protocol stack defining the rules
of information exchange and quantum hardware devices responsible for the implementation of specific
requests. As for the communication links, they may consist of classical or quantum channels, depending
on the type of information to propagate. In the following, we highlight the basic components required
to construct a quantum network. An illustrative diagram of these components and their relationships is
depicted in Figure 2.

Quantum endnode. The quantum endnode usually represents a user or client who can send or receive
quantum information. It can also be a cloud server that provides quantum computing services to the
public. These nodes typically play the role of the source or destination of a service request. For instance,
a request is started by a quantum endnode and travels through intermediary nodes before reaching the
destination endnode. This request is subsequently handled by the target endnode in accordance with
the applicable protocols, and it is then sent back to the initiator. Finally, end-to-end quantum services
can be accomplished by repeating these transactions back and forth. A quantum endnode (as well as
other nodes) typically contains two types of qubits: communication qubits for generating entanglement
with distant nodes and memory qubits for data storage and computation. Depending on the use cases,
a quantum endnode can be equipped with very simple devices consisting of barely a photon source or
a photon detector. Such an endnode can work with applications like QKD. To support sophisticated
applications such as blind quantum computation, a quantum endnode may require durable quantum
memories and fault-tolerant quantum computers.

Quantum repeater. Because of the environmental noise and channel attenuation, information can
readily be contaminated and get lost over a long distance transmission. In particular, quantum commu-
nication requires the transmission of fragile photons that cannot travel indefinitely in fibers or through
the air. The longer the distance, the more likely they will be absorbed or scattered. This issue is
resolved in classical networks by repeaters that can copy and amplify the received signals for further
transmission. As for quantum networks, information carried in qubits cannot be copied or amplified due
to the no-cloning theorem [59], making classical repeaters not applicable for quantum communication.
To overcome the barrier of long-distance qubit transmission, quantum repeaters were introduced [60].
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These nodes are deployed in the middle of endnodes to divide the whole transmission line into smaller
segments, thereby reducing the distance of direct transmission to an acceptable range. Depending on
the underlying mechanism, there are at least two types of quantum repeaters in principle [61–69]. The
first type starts with the generation of long-range entanglement through a combination of protocols,
such as herald entanglement generation, entanglement swapping, and entanglement distillation. Then
quantum information is transferred via quantum teleportation with the established entanglement (more
discussions on these protocols will be given in Section 5). The second type relies on the techniques of
quantum error correction that directly encode the quantum information in a block of physical qubits
and send it toward the next hop. For the time being, the practical use of quantum repeaters is still
hindered by the challenges of simultaneously realizing and integrating all the key capabilities [70]. In
particular, the first type of quantum repeater requires entanglement generation for the elementary links
in a heralded way; that is, one has to know when the entanglement has been successfully established. It
also requires durable quantum memories to temporarily store the established short-range entanglement
so as to perform entanglement swapping when two adjacent entangled pairs are both ready. The second
type of quantum repeater can be much more efficient in time but requires joint manipulation of numerous
qubits and higher initial fidelity of the transmitted states (refer to the threshold theorem [71]). Besides
what has been mentioned, a hybrid quantum repeater that combines different approaches can also be
considered [62, 72]. Although practical quantum repeaters do not yet exist, several lab experiments in-
volving networks of two or three nodes have made some progress [26,73–75]. It is also worth noting that
trusted repeaters are frequently used as a temporary solution at the current stage, for example, in the
Beijing-Shanghai Trunk Line, the Tokyo QKD network, and many other networks in the field, where no
end-to-end quantum communication actually happens [76]. Photons that arrive at the trusted repeaters
are measured, and fresh photons in the right state are sent toward the next repeater station in the chain.
While trusted repeaters do help to extend the applicable distances for specific applications, they are
essentially classical and will compromise the security of the network.

Quantum satellite. Due to the photon loss, the effective distance of photon transmission in optical
fibers or terrestrial free space is limited to a few hundred kilometers. Quantum repeaters on the ground
may extend the communication distance to a few thousand kilometers. To further expand the coverage
of quantum networks and realize a truly global quantum internet, quantum satellites and space-based
links should be exploited [77, 78]. In this case, most of the photons’ propagation paths are in a vacuum,
and thus the photon loss and decoherence can be significantly reduced. In 2016, China launched the
first quantum communications satellite, successfully demonstrating its integration with ground-based
networks and the distribution of secure keys and quantum entanglement at space scales [21]. In 2022, the
first micro-nano quantum satellite has also been launched by China, which is smaller but more efficient
in its performance6). Stimulated by these outstanding results, other countries such as Austria [79],
Germany [80], French [81], Singapore [82], Canada7), and the United Kingdom8), are all making efforts
in building and launching their quantum satellite missions, especially nanosatellites that helps to reduce
cost and development time. Despite significant progress, there remains plenty of room for improvement in
both science and engineering aspects [21]. First, the propagation of quantum signals through free space is
prone to atmospheric turbulence and weather conditions, significantly limiting the practical application
of quantum satellites. New technologies to release the constraints of working conditions for quantum
satellites are desired. Second, compared to the classical satellite, quantum satellites require adapting the
existing optical tracking techniques to the needs of quantum communication and building devices that
can operate in a satellite without the need for heavy maintenance. Third, a constellation combining low-
earth-orbit and high-earth-orbit quantum satellites is necessary for constructing a global-scale quantum
network. While more satellites with varying orbital altitudes should be launched, the cost of manufacture
is also an important consideration to take into account.

Quantum switch/router. In a classical network, information can be transmitted when two users
are directly connected by a communication link. However, as the number of users grows, it becomes
impractical to connect every pair of users via a physical link. Switches are then created as central nodes
to facilitate information exchange by connecting various network users. A quantum switch would play a

6) China’s new quantum satellite now operational. http://english.news.cn/20220728/5c79b61cc5084819994ee3d5479fc160/c.

html.

7) Quantum Encryption and Science Satellite (QEYSSat). https://www.asc-csa.gc.ca/eng/satellites/qeyssat.asp.

8) Satellite quantum key distribution for space. https://www.quantumcommshub.net/wp-content/uploads/2020/09/

QCH-Satellite-Quantum-Key-Dist-for-Space.pdf.

http://english.news.cn/20220728/5c79b61cc5084819994ee3d5479fc160/c.html
http://english.news.cn/20220728/5c79b61cc5084819994ee3d5479fc160/c.html
https://www.asc-csa.gc.ca/eng/satellites/qeyssat.asp
https://www.quantumcommshub.net/wp-content/uploads/2020/09/QCH-Satellite-Quantum-Key-Dist-for-Space.pdf
https://www.quantumcommshub.net/wp-content/uploads/2020/09/QCH-Satellite-Quantum-Key-Dist-for-Space.pdf
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similar role by linking several users to it and attempting to establish multipartite quantum entanglement,
such as Bell states or general Greenberger-Horne-Zeilinger (GHZ) states [83], among them. The entan-
glement switching mainly involves two steps. First, bipartite entanglement between the user and the
switch is created in parallel. Second, local operations and measurements are carried out on the bipartite
entangled states to produce multipartite entanglement for a set of users. In this sense, a quantum switch
can be considered a multipartite generalization of a quantum repeater, but it should also include routing
logic to determine the best route to switch and the capability of resource management to handle multiple
requests. Because of the decoherence and limited size of quantum memories, prioritizing entanglement
switching affects the switch’s performance, such as the fidelity of the distributed entanglement, the la-
tency of the entanglement requests, and the throughput of the switch. Some analytical studies on the
interplay of these factors have been given in [84–87].

Communication link. A link represents the connection between two nodes in the network. It is
usually referred to as a topological concept and should contain specific classical or quantum channels for
the actual information transmission. Classical channels in a quantum network are the same as those in a
classical network and are responsible for transmitting classical messages between the nodes they connect
to. Quantum channels, however, are responsible for transmitting quantum information. Given that
quantum teleportation allows the transmission of quantum states by consuming shared entanglement, a
link may also refer to the nonlocal correlation of quantum entanglement between different nodes.

4 Quantum network devices

In this section, we investigate the hardware part of a quantum network, which is responsible for the
physical implementation of all kinds of quantum services and applications. We will put our focus on the
discussion of quantum devices, particularly, sources for photon emission and entanglement generation,
detectors for information readout, quantum transducers for signal conversion, quantum memories for
data storage, and quantum channels for photon transmission. Before proceeding to their details, we
remark that devices responsible for classical computation and communication also play a significant part
in quantum networks and that their performance can constitute a bottleneck for the overall efficiency
of the network9). However, these are beyond the scope of this work. More in-depth discussions on the
hardware aspect of quantum networks can refer to [7, 12] and references therein.

Single-photon source. Different from coherent or thermal light sources, a single-photon source is
a device that emits single photons. Such a device is needed in QKD and other quantum cryptography
applications because multi-photon pulses would compromise security by allowing eavesdroppers to collect
information, e.g., by the photon-number-splitting attack [88]. An ideal single-photon source should meet
the following criteria: a single photon can be emitted with certainty and on demand; vacuum or multiple-
photon emission occurs with zero probability; successively emitted photons are indistinguishable; and the
repetition rate is arbitrarily large. Apparently, deviations from these ideal features are always present
in reality. These deviations lead to the performance metrics, most importantly, the frequency that
determines the repetition rate of the light pulse emission, the wavelength and bandwidth that define the
intrinsic attributes of the released photons, and the mean photon number that represents the average
number of photons per signal pulse. In terms of physical realizations, two distinct technologies have
been explored [89,90]. The first one is deterministic sources, also referred to as on-demand sources, that
can be realized in systems such as semiconductor quantum dots [91–94], mesoscopic quantum wells [95],
single molecules [96–98], single atoms [99], single ions [100, 101], and color centers [102–104]. The other
is probabilistic sources, which can be realized by weak lasers [105], atomic cascades [106], and parametric
down-conversion [107, 108]. These sources emit photons in pairs so that the detection of one photon
heralds another photon. The distinction between deterministic and probabilistic sources can be blurred
in practice. Deterministic sources can become more probabilistic with the decrease of extraction loss
and coupling efficiency, and probabilistic sources can become more deterministic by multiplexing [109].
Although perfect sources are not achievable in reality, significant advancements have been made towards
ever-improving approximations [110, 111]. The state-of-the-art source can generate a single photon on
demand with a probability of 57% at a repetition rate of 1 GHz and with average two-photon interference
visibility of 97.5% [112]. Another recent experiment successfully yields single-photon source characteristics

9) A coordinated approach to quantum networking research. https://www.quantum.gov/wp-content/uploads/2021/01/

A-Coordinated-Approach-to-Quantum-Networking.pdf.

https://www.quantum.gov/wp-content/uploads/2021/01/A-Coordinated-Approach-to-Quantum-Networking.pdf
https://www.quantum.gov/wp-content/uploads/2021/01/A-Coordinated-Approach-to-Quantum-Networking.pdf
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such as a single-photon purity of 99.8% and indistinguishability of 92.6% by tailoring solid-state single-
photon sources with stimulated emissions [113].

Single-photon detector. A photon detector is a highly sensitive device that converts incoming
photons into electrical signals and is capable of detecting and specifying the arrival times of individual
photons [90, 114]. An ideal detector should meet the following criteria: the probability that the detector
successfully detects a photon when it arrives is one hundred percent; the rate at which the detector is
triggered in the absence of any incident photons is zero; the time after a photon-detection event during
which the detector is incapable of detecting a photon is zero; and the variation from event to event in
the delay between the input of the optical signal and the output of the electrical signal is zero. Devia-
tions from these ideals negatively impact experiments in various ways, and thereby the performance of
a detector is usually characterized by a set of metrics, including detection efficiency, dark count rate,
dead time, and timing jitter. Besides photon detection, an ideal photon detector should be able to
distinguish the number of photons in an incident pulse, which is referred to as the photon-number reso-
lution. While non-photon-number-resolving detectors can be realized by the quantum dot [115], single-
photon avalanche photodiode [116], superconducting nanowire [117], and up-conversion technique [118],
the more demanding photon-number resolving detectors can be realized by the superconducting-tunne-
junction [119], transition-edge sensor [120], charge-integration technique [121], and quantum-dot optically
gated field-effect transistor [122]. The state-of-the-art detectors are made by the cryogenic superconduct-
ing nanowire single-photon detectors, whose efficiency can be as high as 98% [123] and timing jitter below
3ps [124].

Entangled photon source. An entangled photon source is a device that produces the entangled
states, required for reliable quantum communication and the majority of quantum network applications.
An ideal entangled photon source should satisfy the following criteria: at a given time, only one pair of
entangled photons is emitted; the emitted two-photon state is exactly the standard Bell state; individual
photons emitted in different trials should be indistinguishable from each other; and the photons can be
extracted and collected from the source with certainty [125]. There are at least two approaches that are
frequently used in realizing entangled photon sources in practice. The first approach is by using the tech-
nique of spontaneous parametric down-conversion (SPDC) [126–128], which is a nonlinear optical process
in which a strong pump field induces the spontaneous emission of two lower-energy photons (referred to
as signal and idler photons). Because SPDC is fundamentally a probabilistic process, the correlations of
entangled photon pairs can be revealed only after post-selection, and the conversion efficiency is typically
as low as 10−6 [129]. Nevertheless, probabilistic entangled pair generation via SPDC remains the most
widely used approach, owing mainly to its relative simplicity and versatility. The other approach for
making an entangled photon source is using the radiative cascades in single quantum emitters, such as
atoms [130] and quantum dots [131, 132]. A state-of-the-art entangled photon source based on quantum
dots has been reported in [133] that achieves an entanglement fidelity of 90%, the pair generation rate of
59%, pair extraction efficiency of 62%, and photon indistinguishability of 90%, simultaneously.

Quantum transducer. Transducers are devices that can convert a signal from one physical platform
to another. Examples are microphones that convert air pressure into an electrical signal and antennae that
convert propagating electromagnetic waves into conducted electrical signals. Quantum transducers are
designed to play a similar role by faithfully converting quantum information between different platforms.
Extensive efforts have been made in the physics community to investigate schemes and technologies
enabling such an interface [8, 134–136]. Of particular importance is the microwave-to-optical trans-
ducer [137–139]. On the one hand, superconducting quantum computers, which manipulate quantum
information via microwave signals, are one of the most developed approaches to implementing quantum
computers. On the other hand, there is broad consensus in the field that optical photons should be used as
the information carrier for long-distance communication due to their advantages, such as low interaction
with the environment, ease of control with standard optical devices, and high-speed low-loss transmis-
sivity. As a result, a scalable quantum network that connects disparate quantum computers requires a
quantum transducer that reliably converts quantum signals between microwave modes and optical modes
(used in quantum computing and quantum communication, respectively). However, because the energy
(frequency) gap between these two domains exceeds five orders of magnitude, such a microwave-to-optical
conversion can be incredibly challenging. The quality of an ideal quantum transducer can be evaluated
by its high conversion efficiency, broad bandwidth, low added noise, and high quantum capacity [140]. In
terms of conversion efficiency, a state-of-the-art experiment is reported in [141] that achieves a conversion
efficiency of 47%. For a more comprehensive summary of quantum transducers, please refer to the recent
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review paper [142] and references therein.

Quantum memory. Quantum memory is a quantum analog of classical memory, used to store and
retrieve quantum states. It can be of significant use in multiple contexts. One of the simple but poten-
tially important applications is to enhance the efficiency of a single-photon source. Given a probabilistic
single-photon source such as parametric down-conversion, one can realize a deterministic source of single
photons by detecting a heralding photon in a pair while storing the other one in memory and releasing
it on demand. Quantum memories are also indispensable for developing long-distance quantum com-
munication via quantum repeaters. As photons from different entangled sources do not always arrive
at the repeater stations simultaneously, quantum memories can be used as a synchronization tool by
storing the first arriving qubits and waiting for the later ones, allowing for the effective implementation
of entanglement swapping. Moreover, quantum memories can also serve as an essential component in
advanced quantum computers to store the intermediate computational results and synchronize data in
a distributed computational task. As for physical implementations, quantum memories can be realized
through a variety of approaches, such as atomic ensembles [143–146], cold neutral atoms [147], doped
crystals [148, 149], and particularly in photonic systems [145, 150–158]. The performance of a quantum
memory can be evaluated by metrics such as the probability that the stored information can be success-
fully retrieved, the fidelity of the retrieved information compared to the original one, the storage time
that information can be faithfully retained, and the bandwidth that determines the achievable repetition
rates. A state-of-the-art quantum memory that uses silicon vacancies in diamond has been reported
in [159] that achieves a lifetime exceeding 2 s at temperatures up to 4.3 K.

Quantum channel. The propagation of quantum information in a network from one end to the other
relies on the quantum channels connecting them. These channels can be either optical fiber channels
or free-space channels, each of which has advantages and limitations. The former can leverage the well-
established network of telecommunication fibers and has the advantage that the environment inside the
fiber is relatively stable, thus preserving the coherence of photons. Nevertheless, the distance of direct
transmission of quantum states in fibers is significantly restricted because the probability of photon loss
grows exponentially with the channel distance [70, 160, 161]. As an example, it would take nearly three
hundred years to successfully deliver one photon over a thousand kilometers using a typical standard
telecom optical fiber with a loss of about 0.2 dB/km [70]. In contrast, free-space optical communication
is less developed but does not have to account for polarization scrambling induced by optical fibers and
can typically allow for higher transmission rates. Particularly in satellite communication, most of the
photon loss happens lower than 10 km in the atmosphere, leaving most of the photon path as a vacuum
with negligible loss of photons and decoherence. Once photons leave the atmosphere, only the dispersion
effect is dominated [162]. Thus, the satellite free-space optical channel keeps the quantum information
in photons intact and increases the system fidelity and channel capacity, making it an ideal approach to
establishing long-distance connections [163]. The drawback of free-space communication is that it is more
susceptible to environmental disturbances on the photons (e.g., weather changes), as well as the challenge
of stabilizing the free-space coupling using pointing and tracking methods. However, many of these
challenges have been overcome in a series of free-space quantum communication demonstrations [164–173].
It is also worth noting that the quality and efficiency of the transmission of quantum information depend
not only on the communication channel but also on the coding scheme we use. The ultimate capability
of a quantum channel to transmit quantum information is characterized by its channel capacity, which is
a fundamental research topic in quantum Shannon theory. Unlike the classical theory, there is currently
no efficient algorithm for calculating quantum channel capacity in general. Plenty of efforts have been
made in this direction. In particular, the quantum capacity of a lossy channel was determined in [174].
For general quantum channel models, the state-of-the-art results are given by [175–184].

5 Quantum network protocols

Designing a quantum network capable of providing both efficient and stable quantum services to a massive
number of users would require the development of a quantum-updated version of the network architecture.
In this architecture, the network functionalities should be organized as a stack of layers, each containing
specific protocols and interfaces that all hardware and software must comply with. Since quantum
networks are still in the early stages of development, there is currently no consensus on a standard
architecture yet. Different architectures have been proposed in [27, 29, 185–190], and the fundamental
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Figure 3 (Color online) Illustration of the TCP/IP (transmission control protocol/internet protocol) architecture used in classical

networks and its quantum generalization proposed in [185].

principles have been outlined in [28].

One possible quantum network architecture is similar to the idea of circuit switching in the classical net-
work, where a dedicated communication path is established before the actual data transfer happens [185]
(see also Figure 3). More specifically, the lowest element will be the physical layer, which includes all clas-
sical and quantum hardware devices and is responsible for the attempt at entanglement generation. The
link layer runs on top of the physical layer, aiming to produce robust entanglement between neighboring
stations. The network layer will be responsible for creating long-distance entanglement between nodes
that are not directly connected, by means of entanglement swapping over short-distance entanglement
established from the link layer. The transport layer will be responsible for reliable qubit transmission
using quantum teleportation. Finally, the application layer will enable services and applications to use
both classical and quantum network capabilities. Besides circuit switching, a different approach widely
used in today’s internet is called packet switching, in which a message is divided into many parts which
are sent independently over whatever route is optimum for each packet, and then get reassembled at the
destination (see Figure 4). However, the incapability of quantum cloning and the difficulty of performing
quantum error correction make it hard to apply this idea to quantum networks. Nevertheless, a con-
ceptual design for a packet switching quantum network has been recently proposed in [188]. Quantum
network protocols and architectures based on quantum graph states and the measurement-based quantum
computation (MBQC) model have also been considered in [27, 189, 191, 192].

How future quantum networks will be deployed is yet to be known. But given the nature of quantum
information processing and our experience with classical networks, it is conceivable that several building
blocks would be necessary. In the following, we introduce some of the most important quantum protocols
that could serve as critical components for future quantum network stacks.

Quantum teleportation. In classical packet switching networks, data is duplicated before trans-
mission; if the data is lost, retransmission is done with no harm beyond a performance penalty (refer
to the Transmission Control Protocol [193]). With only one copy of quantum data and the restrictions
of the no-cloning theorem, we must treat that data with extreme caution. Given the risk of data loss
in direct transmission, quantum teleportation provides a technique for reliable transmission of quantum
information without physical movement of the object itself [45]. With local operations and shared en-
tanglement resources, quantum teleportation allows transmitting unknown quantum states between two
disparate quantum nodes regardless of their physical distance, thereby providing a fascinating strategy
for the remote transmission of quantum information in the network. Suppose that the data qubit to tele-
port is |ψ〉A′ held by Alice and the shared entanglement between Alice and Bob is given by |Φ〉AB. The
teleportation starts with Alice’s implementation of a Bell state measurement on her data qubit and half
of the entangled pair in her possession. Then Alice sends the measurement outcomes, i.e., two random
bits of classical information, to Bob. Upon receiving the classical message, Bob performs a corresponding
correction that locally restores his state to |ψ〉. Notably, the information that completely characterizes
the data qubit is locally destroyed on Alice’s side and reconstructed on Bob’s side, ensuring that the
no-cloning theorem is not violated. Moreover, as the exchange of classical information from Alice to Bob
is necessary, quantum teleportation does not violate the speed of light either. Owing to the noise and
errors of direct transmission, quantum teleportation will serve as one of the main approaches to trans-
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(a)

(b)

Figure 4 (Color online) Illustration of (a) the circuit switching and (b) the packet switching used in classical networks. Suppose

node A wants to send information to node B. In circuit switching, a dedicated circuit path is established before communication

occurs. Once set up, all communication takes place over this circuit. In packet switching, no circuit is set up prior to the data

transmission. A message is divided into many parts, each of which is routed from the source to the destination as individual packets.

mitting qubits across a quantum network. Experimental determinations of quantum teleportation have
been made in different physical systems [194–197] such as photons [198], atoms [199], and electrons [200].
Utilizing the Micius satellite for space-based quantum communication, the cutting-edge experiment sets
a record for quantum teleportation at a distance of 1400 km [172].

Entanglement swapping. Quantum teleportation provides a promising approach for remote state
transmission by consuming pre-shared entanglement resources. But the preparation of long-range entan-
glement remains to be solved. Since the distance of direct transmission of entanglement is severely limited
by the channel loss, entanglement swapping was introduced to extend the distance by converting multiple
neighboring entangled pairs into one long-distance entangled pair [45,60,201]. Technically, entanglement
swapping can be understood as a variant of quantum teleportation. For instance, given two independent
entangled pairs, say, entangled state |Φ〉AB1

between Alice and Bob and entangled state |Φ〉B2C between
Bob and Charlie, a new entangled pair between Alice and Charlie can be created by performing a Bell
state measurement on Bob’s two qubits, such that qubit B1 is teleported to Charlie using the entangled
link |Φ〉B2C and its entanglement with qubit A is maintained. After a suitable correction by Charlie upon
receiving Bob’s measurement outcomes, an entangled pair between Alice and Charlie can be established.
Notably, entanglement swapping can be recursively applied in practice to extend the effective distance
of entanglement as demanded. Entanglement swapping has received significant attention since its initial
proposal in 1998 as a subroutine of a quantum repeater [60], and has been experimentally demonstrated
in different platforms under both lab and field conditions up to one hundred kilometers [26, 202–212].

Entanglement routing. Since two endnodes in a network may not be directly connected by a
communication channel, data traveling between them would have to pass through a series of intermediary
stations. Routing is the procedure used to determine the best route for data transmission across a network.
Particularly, given that Bell pairs can be prepared between two adjacent nodes, entanglement routing
considers choosing a specific network path to establish long-distance entanglement from the adjacent Bell
pairs. Because quantum information suffers from noise and decoherence, some quantum factors, such
as fidelity, coherence time, and success probability, should be considered when designing entanglement
routing protocols, making them much more involved than their classical counterpart. Routing protocols
based on the idea of classical techniques such as the Dijkstra’s algorithm are proposed, which should be
easy to implement in the near term [213–216]. The essential strategy employed in these studies is first
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to create a path using a path selection algorithm with cost metrics tailored to quantum networks. Then
entanglement can be distributed along the path. Most of these are centralized algorithms that work under
the assumption that each node has information about the entire network, whereas global knowledge about
the nodes or the properties of the entangled links may not always be available in practice. Decentralized
routing schemes that use only local knowledge about the nodes and their neighbors have been considered
in [217–219]. More efforts in considering the scalability and practical limitations of entanglement routing
can be found in [220–223].

Entanglement distillation. Quantum entanglement is a critical resource in quantum networks for
teleporting quantum information [45], reducing communication complexity [224], and performing quan-
tum cryptography tasks [13,14]. The reliability of quantum entanglement, however, may be undermined
by environmental noise and faulty controls. To counteract such detrimental effects, entanglement dis-
tillation, also referred to as entanglement purification, was introduced, aiming to extract high-quality
entangled states better suited for application from many copies of the noisy ones [225]. More specifically,
entanglement distillation usually starts with sharing many copies of entangled pairs between different
parties and then performing unitary transformations on their individual quantum systems. After that,
quantum measurements are performed on a portion of the entangled pairs, and the outcomes are shared
through classical communication. Unitary transformations can again be performed on the rest of the
entangled pairs, conditioned on the measurement outcomes. These processes can be applied recursively
as needed. Note that entangled pairs being measured will be destroyed in the process, and when the
test fails, the tested state must also be discarded. Consequently, there are three parameters of particular
relevance in entanglement distillation: the rate of transformation of primitively entangled pairs into the
final pairs, r, the success probability of distillation, p, and the fidelity of the final pairs, F . The interplay
of these parameters has been extensively studied in quantum information theory [226–238]. Notably, an
“uncertainty” type of relation between the success probability and the fidelity has been recently discov-
ered in [239], indicating that ideal distillation where p = 1, F = 1 is generically impossible. Experimental
advances of entanglement distillation can be found in [240–242].

Quantum error correction. Quantum error correction is a set of techniques used to protect quantum
information against noise and errors in both computation and communication. Its main idea is to utilize
the redundancy of physical qubits to protect the information of logical qubits. More specifically, quantum
error correction maps k qubits into n qubits, where n > k. The k qubits are the logical qubits that we want
to protect from error, and the extra n− k qubits help to encode the k logical qubits redundantly so that
the encoded information is not easily contaminated. Quantum error correction is more sophisticated than
its classical counterpart due to the no-cloning theorem, the disturbance of quantum measurement, and
the involved quantum error models. In general, error correction codes cannot protect against all possible
errors, and they need to be designed to match the most likely types of noise. One of the most famous
quantum error correction codes was given by Shor in 1995, which encodes the information of one logical
qubit onto a highly entangled state of nine physical qubits, capable of correcting both bit flip and phase
flip errors. Since then, quantum error correction has been an extremely active field of research [243–247].
Although the theory of quantum error correction has been worked out in great detail, the experimental
difficulties of implementing it remain formidable. Several proof-of-concept implementations have been
recently demonstrated in [248–252].

6 Quantum network applications

It is believed that the quantum internet in the future will significantly improve the capabilities of the
existing internet in areas such as cryptography, computing, and sensing. Although it is difficult to foresee
all its use cases, several representative applications have been identified. In this section, we discuss several
quantum internet applications that are of particular interest.

6.1 Applications in quantum cryptography

6.1.1 Quantum key distribution

Public key cryptosystems, such as RSA (Rivest-Shamir-Adleman), are commonly employed for secure
data transmission over the internet [253]. However, the security of such systems relies on computational
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assumptions, such as factoring large integers is hard for an eavesdropper. Unfortunately, these assump-
tions can be threatened by advances in hardware and unanticipated algorithms for computation. Shor’s
quantum algorithm [254] for efficient factorization represents a milestone in this regard. As primitive
small-scale quantum computers have already been constructed and their computational power is rapidly
growing every year (refer to the quantum Moore’s law), the implementation of Shor’s algorithm would
be expected to happen in the near future, putting the conventional key distribution method and, conse-
quently, the security of relevant applications in great danger. A countermeasure to this is QKD, which
encodes secret keys into quantum information carriers for transmission [13]. Thanks to the no-cloning
theorem and the disruptive nature of quantum measurement, any eavesdropping on the distributed quan-
tum states will unavoidably be detected. It has been proven that QKD is information-theoretically
secure, meaning that the probability of any information leakage can be made arbitrarily small. Such a
level of security is solely based on the fundamental laws of quantum physics and is unaffected by future
advancements in computing power or algorithms.

While the application of QKD in large-scale quantum networks and high-security scenarios has a
promising future (see [255] for a review of the national deployment of QKD networks), there are still
numerous theoretical and experimental hurdles to overcome before its widespread commercial use can
be realized. In particular, the unconditional security of QKD is based on ideally perfect single-photon
sources and detectors. However, ideal devices do not exist in practice, which introduces security risks in
the practical implementation of QKD protocols [256]. Designing secure protocols with imperfect devices,
such as decoy-state protocols [257–259] and device-independent protocols [260] is of particular impor-
tance. The security proof under different attacks and with imperfect devices should also be continuously
strengthened [261–264]. Another challenge is the implementation of long-range key distribution with high
key rates. One solution to fix the issue is to split a long-distance channel into multiple short-distance
channels and connect them with quantum repeaters to expand the effective distance [70]. However,
quantum repeaters impose stringent demands on quantum memories, which only provide limited perfor-
mance at the moment and thus cannot meet the requirements of quantum repeaters yet. An alternative
scheme is to replace quantum repeaters with trusted repeaters, but this will sacrifice the security at the
middle stations. Another solution to extending the distance of key distribution is given by the tech-
nique of twin-field QKD [265, 266], but the distance is still limited to a few hundreds of kilometers. To
take the advantage of high secret key rates for continuous-variable QKD systems and long distance for
discrete-variable QKD systems, a hybrid approach has also been considered in [267].

6.1.2 Blind quantum computing

Blind quantum computing (BQC), also known as secure delegated quantum computing, is a cloud-based
quantum computing scheme that enables users to conduct calculations privately without disclosing any
information to the server (see [268]). At the very least, there are two ways in which BQC benefits. First,
most users will not own large devices (classical or quantum) due to the high cost and the requirement for
specialized facilities to host them, making cloud computing the primary delivery mechanism for future
quantum computing services. Second, as computational activities may involve sensitive information that
the user does not want a third party to know, the blindness of BQC assures that no one in the network,
even the service provider, cannot see what algorithm you are running or what data you are trying to
process. This is advantageous for governments, non-governmental organizations, and corporations that
want to solve computational problems that are politically or commercially sensitive. For example, a
manufacturer can simulate an original material design without worrying that the service provider will
figure out its secret.

The ideal scenario for implementing BQC would be a verifiable protocol between a client without any
quantum capabilities (purely classical client) and a single quantum server. However, it has been shown
that one-round perfectly secure BQC in this setting is impossible, i.e., the protocol cannot satisfy both
the correctness of the result and the perfect blindness of the client’s privacy [269]. There is also negative
evidence that BQC is impossible with a purely classical client and a single quantum server [270], even
though the problem itself remains open. With these in mind, two relaxed scenarios are considered: a
client with minor quantum capability (quantum state preparation or quantum measurement) remotely
accesses one quantum server [15,271–273] or a completely classical client remotely accesses multiple non-
communicating quantum servers [274,275]. The latter is very similar to the source-replacement technique
used in entanglement-based QKD, that is, to prepare a quantum state by measuring part of the entangled
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states. But the non-communicating assumption might be difficult to guarantee. Some proof-of-concept
demonstrations of BQC have been given in [276–278]. However, the lack of practical quantum memories
and quantum computers makes it hard to implement large-scale BQC algorithms at present. The frequent
classical communication between the client and service may also hamper the performance of BQC in
practice, necessitating further improvements on both classical and quantum infrastructures.

6.2 Applications in quantum computing

6.2.1 Quantum leader election

Leader election is a primitive subroutine in distributed computing to avoid data inconsistencies and op-
eration conflicts. It is intimately connected to several fundamental problems in distributed computing,
such as the construction of spanning trees and the computation of functions on distributed inputs [279].
The objective of the leader election problem is to select a single leader from a collection of distributed
parties. For instance, when there is a writing request, we hope that only one processor in the distributed
system will perform this task. If each party possesses a unique identifier, the problem can be handled de-
terministically by designating the party with the largest identifier as the leader. In the case of anonymous
networks, the leader election problem can be handled probabilistically by tossing a coin [280]. However,
this approach cannot solve the problem exactly, i.e., in bounded time and with zero error, due to the
chance that all parties would receive the same result from independent random bit generators. In fact, it
has been proven that there exist an infinite number of graphs for which the problem cannot be exactly
solved even with an unbounded (but finite) amount of communication [281–283]. Quantum leader election
aims to complete the leader election task with the help of quantum resources. It has been shown that
the leader election problem can be exactly solved in O(n2) rounds with O(n4) bits of communication for
the number n of parties, assuming quantum computation and communication are permitted [280]. This
result was further improved in [284] which achieves a round complexity linear in the number of parties,
demonstrating significant superiority in the computational power of distributed quantum computing over
its classical counterpart. Experimental demonstration of quantum leader election has been conducted in
linear optics [285].

6.2.2 Distributed quantum computing

Distributed quantum computing usually refers to the act of performing a quantum computational task
on two or more distinct quantum processors and combining the results to produce a complete out-
put [18, 20, 286–289]. Consider a quantum computational task that is divisible into several subroutines.
Each of them can be executed on a distinct quantum processor, which may be located at different nodes
in a computational network and may exchange data with a central processor. Each processor operates
on a partial input with a fixed size, which may be uncorrelated, correlated, or even entangled. When the
computation is finished, the central processor collects partial outputs from the other processors and inte-
grates them into a final solution. In a sense, distributed quantum computing effectively combines multiple
quantum computers into a single, more powerful system, thereby considerably improving the capability
of information processing. When classical computers are unified by means of cloud-based distributed ar-
chitectures, the net computational capacity is equal to the sum of the components. Quantum computers,
however, have fundamentally distinct scaling characteristics: the power of a quantum computer increases
exponentially with the number of quantum bits it processes. Consequently, upon integrating quantum
devices via a quantum internet, we are left with something significantly more powerful than the sum of its
parts. Distributed quantum computing is also applicable at the nanoscale, specifically in designing quan-
tum chips. As the architecture of a single quantum processor approaches its limits, combining multiple
processors with classical and quantum communication links could provide a promising solution [288]. In
IBM’s recent development roadmap, it is considered that getting beyond single-chip processors is the key
to overcoming the scalability problem [290, 291]. Nevertheless, the distributed architecture would also
introduce new challenges, particularly, the compilation of a quantum algorithm into a distributed man-
ner and the realization of multi-qubit gates across different quantum processing units. Some frameworks
for compiling distributed quantum programs have been recently proposed in [292–295], where non-local
operations are replaced with local operations on shared entanglement [296, 297]. Advances in the im-
plementation of nonlocal gates across different modules have been reported in [298–300]. From another
perspective, distributed quantum computing may also refer to computational tasks that are inherently
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distributed [301–305]. One representative example is quantum fingerprinting, where a third-party needs
to check the consistency of the other two parties’ input. Utilizing quantum superposition, the amount of
communication can be exponentially smaller than the comparable classical case [306, 307].

6.3 Applications in quantum sensing

6.3.1 Clock synchronization

A wide range of technologies, such as data transfer networks, financial trading, airport traffic control,
telecommunication networks, global positioning systems, and long baseline interferometry, rely heavily
on access to a globally agreed-upon standard time, making clock synchronization a critical task on the
internet. Conventionally, there are two basic techniques for synchronizing clocks. The usual procedure
is Einstein synchronization, which requires an operational line-of-sight exchange of light pulses between
two observers [308]. A less popular alternative is Eddington’s slow clock transport [309], in which the
two clocks A and B are first synchronized locally and then transported adiabatically to their separate
destinations. One obvious drawback of these methods is that either light or matter is physically ex-
changed, making them vulnerable to the quality of the intervening medium (e.g., the atmosphere). In
2000, Jozsa et al. [16] proposed a clock synchronization scheme based on quantum entanglement that
leverages pre-shared entanglement between two clocks located at different spatial locations. The intrinsic
correlation in quantum entanglement makes it a reliable method for synchronizing clocks regardless of
the intervening medium or distance, distinguishing it from the conventional methods. The original two-
partite quantum clock synchronization protocol has been improved and generalized to the multi-partite
scenarios [310–313]. Experimental verifications of these protocols have been reported in [314–317]. In
particular, experimental tests with quantum clock synchronization have shown timing precision up to
51 ps [318]. It is believed that a highly accurate and secure global time distribution network in the future
quantum internet would enable many terrestrial applications for scientific exploration, commercial utility,
and national defense [319].

6.3.2 Longer-baseline telescopes

For a better understanding of the universe, we need to observe smaller and finer details of astronomical
objects. This can be achieved by enlarging the primary mirror of a telescope and thereby increasing its
resolution. However, the diameter of mirrors we can manufacture is limited. An alternative approach
is using the interferometry technique, which combines telescope arrays into a virtual instrument with a
diameter equivalent to the size of the separation between the individual telescopes. By interfering with
the light gathered at sites across the array, a synthetic aperture with resolution proportional to the length
of the array can be realized [320]. Nonetheless, due to the photon loss during transmission, the baseline
lengths of the interferometers are constrained, which subsequently restricts the resolution of the telescopes.
One potential method to circumvent the limit is to adopt quantum teleportation-based interference, which
was first suggested by Gottesman et al. [17]. Utilizing post-selected quantum teleportation, one can
measure the interference visibility (which is a function of the baseline and, according to the van Cittert-
Zernike theorem, is the Fourier transform of the intensity distribution of the light source [321]) of all
baselines of telescope arrays and image the light source. By introducing quantum repeaters, the photon
loss during transmission can be effectively reduced, thus extending the baseline of interferometers. The
scheme proposed by Gottesman et al. [17], however, faces several technical challenges. For instance, it
demands an extremely high rate of entanglement distribution as well as detectors with high efficiency and
time resolution, which seems not feasible at the current stage. To provide a more practicable solution,
new schemes have been proposed to reduce the technical requirements [322, 323].

7 Challenges

Despite the promising future of the quantum internet, there are still plenty of problems to overcome
before a large-scale quantum network can be realized. These problems can come from various aspects,
the most important of which are hardware, software, applications, and ecosystems. In this section, we
will have a brief discussion on some of the most important issues.

Hardware. The functionality of future quantum network services and applications depends on the
coordinated development of both quantum and classical hardware. Generally, the present quantum
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network components have mostly been tested in a lab setting and have not yet been put to use in a
full network configuration. However, it can be inferred from classical networks that to create wide-
area, operational quantum networks, more capable devices satisfying suitable requirements for reliability,
scalability, and maintenance are needed. These include high-rate quantum entanglement sources; robust
quantum memory buffers; highly efficient photon detectors; high-speed, low-loss quantum switches; and
transducers from optical and telecommunications regimes to quantum computer-relevant domains and vice
versa. In addition, the development of classical communication is also important for quantum networks,
as classical control information is indispensable for the functionality of quantum network protocols.
For instance, the implementation of entanglement swapping and quantum teleportation requires the
classical message to do suitable correction; QKD requires the classical message to do key sifting and
parameter estimation; and BQC requires the classical message to control the measurement angles of
computation. Besides the hardware performance, another thing to consider is the cost. The fact is that
current quantum-related devices are extremely expensive and apparently beyond the reach of most users.
To make quantum network services widely accessible to the public, their operating and maintenance costs
need to be significantly reduced.

Software. The nature of quantum information determines that fundamental operations like informa-
tion readout and duplication in quantum networks are fundamentally different from those in classical
networks. Consequently, a one-to-one mapping from classical network architecture (e.g., TCP/IP or
OSI (open systems interconnection)) to quantum networks appears implausible. Instead, a significant
paradigm shift is required for the design of a quantum network architecture that exploits the peculiarities
of quantum mechanics. This leaves us with tons of challenges in building quantum network architectures
for efficient and robust services, developing quantum operating systems for resource and error manage-
ment, and designing software interfaces for network users [324]. Challenges also include entanglement
generation over multiple users, as well as the integration of the existing networks with quantum network
technologies for optimal control and management. Despite the fact that several architecture principles
have been proposed, it is not yet possible to evaluate, compare, and determine exactly which one is su-
perior in terms of network performance, readiness for implementation, and scalability for large networks.
A systematic benchmarking framework with relevant simulation and evaluation tools is in high demand.

Applications. Quantum networks are proven to provide advantages in various aspects, such as com-
putation, communication, and sensing. However, most of the existing applications are hard to realize on
current devices with limited performance. Based on the experience with classical networks, the devel-
opment of network applications and network infrastructure are strongly intertwined. On the one hand,
the development of network infrastructure facilitates the creation of suitable applications, while on the
other hand, the pursuit of better applications will stimulate the development of network infrastructure.
Instead of waiting until the quantum network infrastructure is fully built, it is more important to design
applications that work at different stages. This demands the collaboration of theorists and experimen-
talists, as well as innovations from both network designers and users. The currently known applications
are more on the theoretical side to demonstrate the superiority of quantum networks. Yet these are just
the tip of the iceberg, and there are tons of real-world application scenarios and use cases in all walks of
life that remain to be explored.

Ecosystem. Several prototype quantum networks have been demonstrated in the lab environment.
But the transition from the demonstration to the operational infrastructure requires the collaborative
efforts of all communities. Particularly, it requires scientific researchers to lay the foundation of quantum
network principles; governments and business investors to finance the construction of network infras-
tructures; and users and customers to actually make use of the services and propose new demands on
applications. It is anticipated that existing technologies will be significantly disrupted by the future
quantum internet. But from another perspective, the introduction of new things inevitably results in the
emergence of new challenges. When large-scale quantum networks become a reality, new issues about
security, privacy, ethics, and legislation will arise. For instance, many quantum network applications are
proven to be unconditionally secure in principle. But they may not be hack-proof in practice [325]. Before
a large-scale quantum network emerges, post-quantum cryptography may also serve as a nice transition to
the quantum future [326–331]. With this in mind, an open and sustainable quantum network ecosystem
is demanded along with the development of quantum network technologies.
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Figure 5 (Color online) Life cycle of a network protocol. A network protocol is born from an initial design and then goes through

simulation and emulation steps. After that, the protocol will be evaluated in a small testbed and finally go through the deployment

and standardization processes. Sometimes it may also go back to the design step for further calibrations and improvements.

8 QNET: a quantum network toolkit

In the preceding sections, we have discussed the essential components of a quantum network, their
current status, and the potential challenges for future development. With these insights in mind, we now
introduce a newly developed simulation toolkit that empowers users to gain hands-on experience with
quantum networks and explore innovative ideas.

A network protocol, whether classical or quantum, usually goes through several stages from its initial
design to the final deployment [332]. As depicted in Figure 5, once a network protocol is born, it will first
undergo simulation-level testing to ensure that it performs as expected. The process then advances to
the emulation phase, which entails a more comprehensive simulation of both functionality and execution
logic. The emulation of a protocol should simulate the working environment of the protocol as precisely
as possible and incorporate related hardware devices, either virtually or physically. The protocol will
subsequently be implemented on a small testbed to check whether it works properly in practice. If
everything goes as expected, the protocol will be deployed and standardized on a large-scale network. Of
course, a protocol may also return to the design phase for more calibrations and improvements.

As quantum networks are still under development, a simulation toolbox would be essential for verifying
new ideas and reducing possible trial-and-error costs. Here we introduce QNET, a quantum network
toolkit [333], which aims to stimulate the design of quantum network protocols, accelerate the testing of
quantum network architectures, and facilitate the deployment of quantum internet standards. QNET is an
open-source project implemented in Python. An overview of its key modules is presented in Figure 6. The
current version (v1.2.0) of QNET mainly contains three layers of functional modules. The bottom layer
provides core engines for both quantum computation and network simulation. The middle layer offers
tools such as virtual devices and protocols for designing quantum networks with customized topologies.
The top layer provides various frequently-used model templates to help speed up the workflow of the
research and development on quantum networks. QNET, in particular, contains a fully-featured discrete-
event simulation (DES) framework for precise and efficient tracking of quantum network status during
simulation. It also features dual quantum computing engines that support simulations in both the
quantum circuit model and the MBQC model. Furthermore, QNET provides detailed modeling of the
underlying physical devices. Its simulation is fine-grained down to the photon level, enabling verification
of real-world quantum network experiments. QNET also provides a solution for compiling quantum
network protocols into standard quantum circuits, supporting the simulation of network protocols on
real-world quantum hardware devices. With its modular design, QNET can serve as a sandbox for
testing different quantum network architectures.

In the remainder of this section, we will go through QNET in more detail. We will first discuss the key
techniques for its implementation, followed by a quick-start guide to help to understand its basic usage.
Lastly, we will use several featured demonstrations to show how QNET can be used in practice.

8.1 Key techniques

8.1.1 DES

DES is a well-studied modeling technique widely used in problems such as dispatching, resource allocation,
capacity planning, and particularly network simulations [332]. A schematic diagram of DES is depicted
in Figure 7. In this framework, all changes in the network are regarded as a series of events occurring
at discrete time points. These events are then scheduled and processed in chronological order along
the timeline. In general, DES has the following characteristics: (1) randomness, i.e., state variables
of the simulation system contain random factors; (2) dynamicity, i.e., the time evolution dynamically
affects the system status, which may create new events in the future as the current event is executed;
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Template

Network design

Core engines

Figure 6 (Color online) Overview of QNET’s key modules (based on version 1.2.0). The bottom layer provides core engines

for both quantum computation and network simulation. The middle layer offers tools such as virtual devices and protocols for

designing a quantum network with customized topology. The top layer provides the users with various easy-to-use model templates

for convenience. A UML (unified modeling language) class diagram laying out the structure of QNET with more details is given in

Appendix B. Note that QNET is under active development, and the latest version can be accessed at [333].

Figure 7 (Color online) Schematic diagram of DES. Every change in the network status is modeled as an event on the timeline.

The simulation proceeds from event to event and holds still until the next event happens. The simulation terminates when all

events are executed or a termination condition is reached.

(3) discreteness, i.e., the system status only changes when the corresponding event is executed and holds
still until the next event happens.

Given that DES is well-suited to network simulation, we develop a fully-featured DES engine in QNET
to accurately and efficiently track the system status in quantum network simulation. The design phi-
losophy of our DES engine mostly refers to [332]. In particular, it contains the following key elements:
(1) “DESEnv”, i.e., the simulation environment with a built-in timeline that drives the simulation for-
ward; (2) “Entity”, i.e., the main object of the system to simulate, such as an endnode or a physical
device; (3) “Event”, i.e., the change of the system status at a particular time, which may include the
message transmission and reception among network users; (4) “EventHandler”, i.e., the specific action of
an entity or protocol, such as emitting a photon from the photon source; (5) “Scheduler”, i.e., a scheduler
that schedules events onto a timeline, usually included as a component in objects that need to schedule
events, such as entities or protocols.

The DES technique has been adopted by many quantum network simulators. Unlike SeQUeNCe,
which delegates event scheduling entirely to the timeline, or NetSquid that regards protocols as virtual
entities and allows them to interact directly with the timeline, QNET uses the design of on-demand event
schedulers that can be embedded into any object as needed, leaving the flexibility of event scheduling
to the users. By default, all components in a quantum network and the network itself are considered
entities, each with a built-in scheduler for event scheduling. As a network protocol typically changes the
network status and thus needs to schedule events, we set by default that each protocol has a built-in
scheduler as well.

A flow chart of the DES algorithm is depicted in Figure 8. This algorithm takes network topology,
protocols, and some characteristic parameters as input and finally outputs the statistical results and
log files for network analysis. In the beginning, the simulation environment is initialized. This will
automatically trigger the initialization of all entities in the environment. Meanwhile, relevant events
will be written into the future event list, which is maintained as a specialized tree-based data structure
(i.e., heap). An event with the top priority is then fetched from the future event list and gets executed
according to the given instructions. In the meantime, new events can be scheduled and pushed into
the future event list. Once the processing of an event is complete, the next event is fetched from the
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Figure 8 (Color online) Flow chart of the algorithm for the DES. This algorithm takes network topology, protocols, and some

characteristic parameters as input and finally outputs the statistical results and log files for network analysis. In the main loop, the

algorithm interacts with a future event list that maintains the evolution of the network. At each step, an event with the highest

priority is fetched from the future event list and executed according to the given instructions. In the meantime, new events can be

scheduled and pushed into the future event list.

future event list and gets executed. The main loop of this algorithm will keep running until all events
are executed, or a termination condition is reached.

8.1.2 Dual quantum computing engines

Quantum computation utilizes the peculiar laws of the quantum world and provides a novel and promising
way of processing information. The essence of quantum computation is to evolve the initially prepared
quantum state into another expected one and then make measurements to obtain the required classi-
cal results. However, the approaches to quantum state evolution vary in different computation models.
The widely used quantum circuit model completes the evolution by performing quantum gate opera-
tions, which can be regarded as a quantum analog of the classical computing model [334, 335]. Another
completely different approach is given by MBQC, which is a unique quantum computation model with
no classical analog. This model steers the computation by measuring part of the qubits of an entan-
gled state, with those remaining unmeasured undergoing the evolution correspondingly. By controlling
measurements, we can complete any desired evolution. More specifically, the computation in MBQC is
mainly divided into three steps. The first step is to prepare a resource state, which is a highly entangled
many-body quantum state. This state can be prepared offline and independent of specific computational
tasks. The second step is to sequentially perform single-qubit measurements on each qubit of the prepared
resource state, where subsequent measurements can depend on previous measurement outcomes; that is,
measurements can be adaptive. The third step is to perform classical data processing on measurement
outcomes to obtain the required computation results. A schematic illustration of MBQC algorithms is
shown in Figure 9. The grid represents a commonly used quantum resource state (called cluster state).
Each vertex on the grid represents a qubit, while the entire grid represents a highly entangled quantum
state. We measure each qubit one by one in a specific measurement basis to drive the computation.

Quantum network architectures based on different computation models have been proposed [27–29,
185, 186, 189, 191, 192], and each architecture admits its own features. For instance, the quantum circuit
model has been widely used in current quantum technology. Its working mechanism nicely matches
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(a) (b)

Figure 9 (Color online) Schematic diagrams of two quantum computation models. (a) The quantum circuit model, where

computation is accomplished by performing quantum gates, and results are read out by the final quantum measurements; (b) the

MBQC model, where the computation is realized by measuring each qubit on a prepared graph state.

our intuition, which facilitates the migration of classical network architectures to quantum networks.
On the other hand, the single-qubit measurements in MBQC are much easier to implement in practice,
and non-adaptive quantum measurements can be carried out simultaneously, dramatically reducing the
computational depth and consequently the effect of decoherence on fidelity. Moreover, the resource states
in MBQC can be independent of specific computational tasks, which can be applied in BQC (or secure
delegated quantum computing in some literature) for privacy preservation [15,336,337]. To better utilize
the characteristics of different computational models, it is likely that a hybrid approach will be adopted
in the future quantum internet. Therefore, we develop dual quantum computation engines in QNET
to support the simulation of both models. In particular, as far as we are concerned, QNET is the first
quantum network toolkit that supports the implementation of MBQC algorithms.

As mentioned, MBQC processes the computation in three steps: resource state preparation, single-
qubit measurement, and data post-processing. Each resource state corresponds to a graph G = (V,E)
where V is the set of vertices and E is the set of edges representing the entangling correlation in the
state. Suppose we have a n-qubit resource state on systems V whose m qubits are initialized as |ϕ〉 on
systems I ⊆ V and the rest qubits on V \I are initialized as plus states |+〉 = (|0〉 + |1〉)/

√
2. Then the

computation can be represented as

(

∏

k∈V

Mk

)





∏

(i,j)∈E

CZij





(

|ϕ〉I ⊗ |+〉⊗n−m
)

, (1)

where CZi,j is a controlled-phase gate on qubits i and j, and Mk is a measurement on qubit k. After the
measurements, we obtain a sequence of outcomes and then perform classical post-processing. To simulate
the computation according to (1), it is necessary to store the resource state in a vector with a size of 2n.
This exponential memory cost can be a problem when n is larger than several dozen, which is usually the
case in practice. To simulate the computational process more efficiently, we design a vertex dynamic clas-
sification algorithm (see Algorithm 1) that divides all the vertices into three categories (active, pending,
measured) and dynamically maintains these vertex sets as the computation runs forward [338]. The intu-
ition behind this is that single-qubit measurements only affect the evolution of their neighboring qubits.
So we can postpone the activation of irrelevant qubits at the current step. It can also be understood
as changing the execution order of entanglement and measurement operations to reduce the number of
effective qubits involved in the computation and thereby improve storage and computational efficiency.
This technique helps to support the simulation of MBQC algorithms up to thousands of qubits in certain
cases. More details of our MBQC simulator and its usage can be found in [333]. A quantum machine
learning framework on MBQC can also be found in the website10).

10) Baidu Quantum. Paddle Quantum. https://qml.baidu.com/tutorials/measurement-based-quantum-computation/

measurement-based-quantum-computation-module.html.

https://qml.baidu.com/tutorials/measurement-based-quantum-computation/measurement-based-quantum-computation-module.html
https://qml.baidu.com/tutorials/measurement-based-quantum-computation/measurement-based-quantum-computation-module.html
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Algorithm 1 Vertex dynamic classification

Input: Graph G = (V,E) of the resource state, initial input state |ϕ〉 on systems I, measurement operations M1, . . . ,Mn.

Output: Measurement outcomes o1, . . . , on.

1. Initialize three empty lists, Vp, Va, Vm;

2. Let Va = I, Vp = V \I, and the background state |ψ〉 = |ϕ〉;

foreach k ∈ V do
3. If k ∈ Vp, then append k to Va and remove it from Vp;

4. Find all neighbors of k in G, denoted as N(k), and compute W = N(k)\(Vm ∪ Va);

5. Append W to Va and remove it from Vp;

6. Initialize the newly added qubits W as plus states, take tensor product with |ψ〉, and update the background state |ψ〉;

7. Perform quantum gate CZj,k on |ψ〉 for any j ∈ W and update the background state |ψ〉;

8. Perform measurement on qubit k by Mk and record the measurement outcome ok;

9. Append k to Vm and remove it from Va.
end

8.1.3 Compilation of quantum network protocols

As mentioned at the beginning of Section 8, a network protocol needs to pass through a number of de-
velopment stages before it can be deployed to the network infrastructures (see the life cycle of a network
protocol in Figure 5). Emulation, which runs quantum network protocols in the actual quantum envi-
ronment, is a crucial stage that comes before the testbed. By utilizing the power of quantum computers,
we can remove the computational bottleneck of simulating quantum networks with classical comput-
ers while also optimizing relevant parameters and checking the protocol’s performance in the quantum
environment.

A number of commercially available quantum computers, such as those based on superconducting or
trapped-ion qubits, can now support the implementation of standard quantum circuit programs, consist-
ing of initial state preparation, quantum gate evolution, and final quantum measurement. However, a
quantum circuit program is not the same as a quantum network protocol, which features both classical
and quantum communications between different nodes (not native to quantum circuit programs). This
makes it hard to run a quantum network protocol on the current quantum computers. To solve this, we
propose a compilation scheme that maps quantum network protocols onto standard quantum circuits in
two steps [339], as shown in Figure 10. In the first step, we compile the quantum network protocols into
dynamic quantum circuits with conditional operations. In the second step, we use the principle of de-
ferred measurement to replace classically controlled operations with quantum-controlled operations [56].
Finally, the resulting circuit is a standard quantum circuit that can be delegated to a quantum computer.
The difficulty of protocol compilation mainly comes from the first step, as we need to emulate quantum
communication on a single quantum device. Here, we propose to treat the spatial transmission of a qubit
as the transfer of its ownership from the sender to the receiver. That is, Alice sending a qubit to Bob
through a quantum channel can be viewed as Alice handing over the ownership of this qubit to Bob. A
pictorial description is shown in Figure 11. In this way, we can simulate the qubit transmission through
an identity channel. As for more general noisy quantum channels, they can be simulated by adding
suitable gate operations before and after the transmission.

Let us take quantum teleportation as an example. This protocol involves three parties: Alice, Bob,
and Charlie. Each of them has its own local operations and will interact through classical or quantum
communications (see Figure 10(a)). First, Charlie prepares a Bell state on his two local registers and
sends the first qubit to Alice and the second to Bob. Alice prepares a qubit to send (e.g., by a rotation-
x gate) and receives the qubit from Charlie, then she takes a Bell state measurement on both qubits
and sends the classical outcomes to Bob. Once receiving the qubit from Charlie and classical messages
from Alice, Bob performs conditional Pauli operations to restore the qubit that Alice wants to send.
By using the idea in Figure 11, QNET automatically compiles this tripartite network protocol into a
dynamic quantum circuit, which contains all information about the local operations as well as classical
and quantum communications (see Figure 10(b)). Then this circuit will be compiled into an equivalent
standard circuit, which can be delegated to a quantum computer (see Figure 10(c)). Notably, all of these
compilations are automatically handled in QNET, and users only need to focus on the native descriptions
of the network protocols. More technical details about the compilation can be found in Appendix C. To
the best of our knowledge, QNET is the first quantum network simulator that supports the compilation of
quantum network protocols to quantum circuits as well as the emulation on quantum hardware devices.
The other project capable of interacting with quantum hardware is NetQASM, whose public interface to
hardware is still under development at the time of writing this manuscript [340].
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(a)

(b)

(c)

Figure 10 (Color online) Illustrative example of compiling a quantum network protocol into a standard quantum circuit. The

first step is realized by replacing the spatial transmission of a qubit with the transfer of its ownership. The second step is done

by using the principle of deferred quantum measurement. (a) Quantum teleportation; (b) dynamic quantum circuit; (c) standard

quantum circuit.

Charlie CharlieAlice Alice

(a) (b)

Figure 11 (Color online) Illustration of the qubit transmission in the protocol compilation scheme. (a) The spatial transmission

of a qubit from Charlie to Alice through a quantum channel. (b) The perspective of the receiver, Alice. The qubit can be considered

to hold its position still, and the transmission corresponds to the transfer of its ownership.

8.2 Quick start guide

In this subsection, we introduce the basic usage of QNET with the corresponding code demonstrations.
Note that all the syntax highlighted in the shaded box (e.g., ABC ) corresponds to the Python codes in
QNET. As with a classical network, a quantum network comprises nodes and links. Nodes can install
specific physical devices and operate in accordance with the loaded protocol stack, whereas network links
usually contain classical and quantum channels between nodes. A quantum network and its components
all belong to DES entities in QNET, that is, the corresponding classes, including Network , Node , Link ,
Channel , and other physical devices, all inherit from the class Entity . Every entity can add its compo-

nents using the install method. A network, for example, can install nodes and links; a link can install
physical channels, and so on. Moreover, we remark that each entity has a built-in scheduler for event
scheduling. As a scheduler needs to find the corresponding simulation environment to schedule events on
the timeline, users are required to specify the simulation environment whenever instantiating an entity.
Otherwise, it will be attached to the default environment. With these basic settings, we can proceed
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Figure 12 (Color online) Relationship between different network components. DESEnv is the simulation environment underlying

all network components. A network is composed of nodes and links, where each node needs to install the necessary physical devices

and load a protocol stack, and each link should contain classical and/or quantum channels.

Figure 13 (Color online) Code example for creating a simu-

lation environment.

Figure 14 (Color online) Code example for running the sim-

ulation.

to introduce each component in further detail and show how to put them together to form a quantum
network. The relationship between different network components is summarized in Figure 12.

8.2.1 Simulation environment

Here we begin with the simulation environment. Before running a simulation, we need first to create a
DES environment DESEnv that is responsible for driving the simulation of the entire network. Moreover,
we can set the simulation environment to default (i.e., set the parameter default=True ) to allow the
entities to attach themselves to the default environment automatically. This can be done by calling the
method set default env as well. In addition, the simulation environment provides a logging function to
record critical information during the simulation. We can also specify parameters of the logging function,
such as the path of the output file or the level of log records, by set log . A code example is given in
Figure 13.

Now we have successfully created a simulation environment and set its configuration. The next step
is to construct the quantum network we want to simulate, which will be detailed in subsequent sections.
Once this is done, we need to call the init method to initialize the environment. This step is mandatory,
and it will automatically call the init method of each Entity for initialization. After this, we can launch

the network simulation by calling the run method of DESEnv . The duration of the simulation can be
specified by passing the parameter end time (the time unit is picosecond by default, and the time we
talk about here is not the actual CPU time but a virtual time). If no end time is specified, the run

method will take its default value (which is infinity), meaning that the simulation will keep running until
all future events are executed. Moreover, we can set the boolean value of the parameter logging , which

is False by default, to decide whether to output the log files of the simulation. A code example is given
in Figure 14.

8.2.2 Network

After the simulation environment, we need to construct a Network to group nodes and links. The
Network inherits from the class Entity and will be automatically attached to the default simulation
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Figure 15 (Color online) Code example for quantum network

configuration.

Figure 16 (Color online) Code example for creating nodes

and sending classical/quantum messages.

Figure 17 (Color online) Code example for creating network

devices and installing them to a node.

Figure 18 (Color online) Code example for building a proto-

col stack and loading it onto a node.

environment once instantiated if no specific environment is assigned. The Network will be initialized
with the environment, which checks relevant network configurations and calculates the routing tables. In
this version, we use static routing via the shortest-path algorithm.

QNET provides two approaches to constructing the quantum network topology. The first approach
is to create nodes and links manually and add them via the install method. The second approach is
to load the network topology from a saved JSON file by using the load topology from method, which

installs nodes and links according to the descriptions therein. For users’ convenience, the Network class
allows printing its topology by calling the print classical topology or print quantum topology method.
A code example is given in Figure 15.

Now we have constructed the framework of a quantum network. The next step is to fill in the nodes
and links.

8.2.3 Node

Nodes, such as users and routers in a network, are implemented by Node in QNET, which are entities
capable of information processing and communication. We can call the install method of Network

to add nodes to it. A node can send classical or quantum messages to the other node by calling the
send classical msg or send quantum msg method with a specified destination node parameter dst . In
a DES, calling these methods will actually schedule the corresponding events whose actions are call-
ing methods of receive classical msg or receive quantum msg in the destination node for message’s
receiving. A code example is given in Figure 16.

Install physical devices. After creating nodes, we need to add physical devices to them according
to their usage scenarios. For instance, a node for QKD usually contains at least a photon source (e.g.,
PhotonSource ) for key encoding or a photon detector (e.g., PolarizationDetector ) for information
readout. These physical devices can be added to a Node by calling the install method. A code
example is given in Figure 17.

Load a protocol stack. Aside from the physical devices, we need to provide the node with relevant
software, i.e., protocol stack ( ProtocolStack ), which consists of a collection of protocols ( Protocol ) in a
layered structure. As with a classical network, each layer of the protocol stack relates to specific functions
that determine the rules of classical and quantum communication. A protocol stack can be customized by
splicing different protocols. In QNET, the ProtocolStack class provides a build method, which allows
for building a protocol stack and defining its hierarchical relationships. Once a protocol stack is built,
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Figure 19 (Color online) Code example for creating a link

between Alice and Bob, and installing it to the network.

Figure 20 (Color online) Code example for creating classical

and quantum channels between Alice and Bob, and installing

it to the link.

it can be loaded onto a Node via the load protocol method. A code example is given in Figure 18.

Note that protocol stacks do not belong to entities and, thereby, should not be loaded via the install

method.
Frequently-used node templates. As stated above, nodes can be manually created, followed by

the installation of physical devices and the loading of a protocol stack. This gives the most flexibility in
designing a specific node. Besides, we also provide some frequently-used node templates, which can be
directly used or inherited for further customization. For example, we provide QKDNode that can be used

for QKD. In a QKDNode , a photon source and a photon detector are pre-installed. These physical devices
can be accessed through the corresponding attributes. Besides, an empty protocol stack is also loaded
by default, leaving the flexibility of setting the key generation protocol (e.g., the BB84 protocol) to the
user. Please refer to the API documentation for more node templates and their detailed usage [333].

Now we know how to create nodes in a network. The next step is to link them together, so they can
communicate.

8.2.4 Link

The link, implemented as Link in QNET, is the connection between nodes that usually contains specific
classical or quantum channels. We can either call the connect method to set the ends of a link or specify
the ends at instantiation. As with the nodes, we can add Link to a Network via the install method.
A code example is given in Figure 19.

As the link is merely a topological concept, we need to further install the classical and quantum
channels ( Channel ) for actual communications. In QNET, a classical fiber channel or a quantum fiber
channel can be created by instantiating ClassicalFiberChannel (inherited from ClassicalChannel ) or
QuantumFiberChannel (inherited from QuantumChannel ). As with links, we can either call the connect

method to set the sender and receiver of a channel or specify this information at instantiation. Note
that both the ClassicalFiberChannel and QuantumFiberChannel are both unidirectional channels, so

the call of connect method has to set the sender and receiver in the right order. In addition to the uni-
directional fiber channels, QNET also provides duplex channels ( DuplexChannel ) and free-space channels

( FreeSpaceChannel ); please refer to the API documentation for more details [333]. Once created, chan-

nels can be added to a Link via the install method. A code example is given in Figure 20.

8.2.5 A complete example

So far, we have covered all the basic components for constructing a quantum network. A vanilla example
of running a quantum network simulation using QNET is given in Figure 21. Notably, all demonstrations
in this subsection have merely constructed the skeleton of a quantum network; the heart of network
simulation lies in the design of network protocols, the development of protocol stacks, and the modeling
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Figure 21 (Color online) Code example for running a quantum network simulation using QNET. A simulation typically con-

tains the creation of a simulation environment, the construction of a quantum network, and the initialization and running of the

environment.

Figure 22 (Color online) Schematic diagram for the satellite-to-ground QKD experiment [22]. The experiment uses the down-

link strategy, in which the Micius satellite sends quantum signals to the ground station at Xinglong. Before performing the key

distribution, the satellite needs to perform the attitude maneuver and tracking & pointing procedures. The effective time for key

distribution is around five minutes.

of physical devices. QNET seeks to provide the building blocks and the simplest set of usage guidelines
while leaving users with complete flexibility for innovation. In Subsection 8.3, we will showcase some
featured examples implemented with QNET.

8.3 Featured demonstrations

8.3.1 Micius quantum satellite experiment

Due to ground limitations, many places cannot lay the dedicated fibers for quantum communication. But
using quantum satellites for relaying can overcome the effects of many negative factors, such as obstacles
and ground curvature, making long-distance quantum communication easier to achieve and aiding in
the establishment of a global-scale quantum network. The Micius quantum satellite is the world’s first
quantum communication satellite, launched in 2016 by China. It has conducted various pioneering experi-
ments, including satellite-to-ground bidirectional entanglement distribution over thousands of kilometers,
high-speed satellite-to-ground QKD, and high-speed ground-to-satellite quantum teleportation. In this
example, we simulate Micius’ QKD experiment to showcase the power of QNET in verifying realistic
experiments.

A schematic diagram for the experimental procedure is presented in Figure 22. Before the key distri-
bution, the satellite needs to go through the processes of attitude maneuver (adjusting the attitude of
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Figure 23 (Color online) Comparison between the simulation results and the experimental data. The horizontal axis is the time

of key distribution, and the vertical axis is the sifted key rate.

the satellite and pointing to the ground station) and tracking & pointing (ensuring the transmitter and
receiver are firmly locked throughout the orbit) for preparation. Then, the key distribution experiment
adopts the decoy-state BB84 protocol to guarantee the security of the key and the down-link strategy for
higher link efficiency (more details can be found in [333]). The entire key distribution process lasts for
around five minutes. The difficulty in carrying out quantum satellite experiments and simulations stems
from the fact that the satellite-to-ground distance varies in real-time as the satellite travels. The variation
in communication distance affects photon loss and thus the sifted key rate. Generally, the longer the dis-
tance, the higher the photon loss rate and the lower the sifted key rate. In QNET, we provide templates
for quantum satellites as well as free-space quantum channels. More broadly, we consider mobility to be
a functionality that can be loaded onto a node, such as a quantum satellite, to enable its ability to move
(see [333] for further details).

In the simulation, we use the same parameters as the original experiment in [22]. The comparison
between our simulation results and the experimental data is given in Figure 23. It is clear that the
simulation results closely match the experimental data, thus validating the Micius quantum satellite
experiment at the software level. This example demonstrates the benefit of using a simulation tool for
verifying quantum experiments. Even without real hardware devices, simulation allows us to swiftly
examine protocol performance and adjust settings. This can greatly lower the cost of protocol testing
and can be necessary for the standardization of quantum network architectures and expensive projects
such as quantum satellites.

8.3.2 Quantum network architecture with resource management

Most of the existing quantum network infrastructure is still in the experimental testing stage and is not
yet ready to serve large volumes of users. To make these facilities and technologies operational in the
future, we need a network architecture with efficient resource management. In this example, we propose
a quantum network architecture, i.e., a four-layer protocol stack that cooperates with a pooling scheme
in the repeater stations, capable of processing large numbers of concurrent requests [341,342]. Note that
this architecture is presented in the context of QKD, but it should be readily adapted to other scenarios,
such as entanglement distribution.

Key pool. Given limited resources, generating keys for a specific request will inevitably block the
processing of other requests in the network. To cope with multiple requests, we propose the use of the
key pool, which is a battery-like queuing structure that stores and manages the keys generated between
two directly connected repeater stations. As shown in Figure 24(a), a key pool has a maximum volume
(capacity) Vm indicating the maximum number of keys it can accommodate, a current volume Vc for
the currently available keys it holds, a service interruption volume Vi as the threshold for stopping the
service, and a service recovery volume Vr for recovering the service. After delivering keys to user requests,
a key pool will check its current volume, Vc. If it is less than Vi (see Figure 24(b)), the key pool will stop
processing new requests and will call the key generation protocol to replenish the pool with new keys
until it reaches the service recovery volume Vr (see Figure 24(c)).

Network architecture. The four-layer quantum network architecture we propose is depicted in
Figure 25. Each endnode is equipped with a four-layer protocol stack, with the following protocols
running from top to bottom: QKDApp protocol that generates and receives user requests; QKDRMP
protocol that is responsible for resource management; QKDRouting protocol that determines the path
of key distribution; KeyGeneration protocol that performs key generation with directly connected nodes.
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(a) (b) (c)

Figure 24 (Color online) Illustration of the key pool structure. Each key pool has a maximum volume Vm, a current volume Vc,

a service interruption volume Vi, and a service recovery volume Vr . (a) Key pool on service; (b) key pool to replenish; (c) key pool

ready to serve.

Figure 25 (Color online) Four-layer quantum network architecture. The protocol stack for each endnode has four layers of

protocols, and the protocol stack for each repeater has three layers of protocols.

Each repeater has the same protocol stack as an endnode node, except for the application layer. The
protocol on each layer is not restricted and can be specified as needed. For example, the routing protocol
can be either static or dynamic, and the key generation protocol can be any protocol from BB84, E91,
B92.

The process of an end-to-end key request from Alice to Bob is outlined as follows: (1) Alice initiates a
key request and sends it to her connected repeater (the message will be directly sent to Bob if there is a
direct channel between Alice and Bob). (2) Repeater stations receive the request and choose to forward
or reject this message depending on the resource requirements. (3) Bob receives the request message and
locally sets his key generation protocol to be ready to generate keys with the upstream node, then he
returns an acceptance message. (4) Repeater stations along the path receive the acceptance message and
decide, depending on the node’s current status, whether to process the request or append the request to
the request queue. When a request is processed, the repeater will generate a ciphertext message after
key swapping and send it to Bob. (5) Alice receives the acceptance message and locally sets the key
generation protocol to generate keys with the downstream node. (6) Alice and Bob save the generated
keys with their downstream and upstream nodes locally. (7) Bob receives the ciphertext message and
returns an acknowledgment to the repeater. (8) Upon receiving the ciphertexts from all the intermediate
stations on the path, Bob combines all the information to decrypt the ciphertexts, and finally obtains
the end-to-end keys with Alice. He then sends a done message to Alice to finalize the key request.
(9) The repeater stations directly forward the done message once receiving it. (10) Alice receives the
done message and sets the end-to-end keys, then finishes the request. It is worth noting that this end-to-
end process can occur concurrently among different network users. Particularly in step (4), the repeater
station will add the request to a queue if it cannot process it at the moment of acceptance. This request
queue will then collaborate with the key pool for an overall scheduling. A request will wait to be called
and get processed until there are enough keys in the pool.

We use this architecture to examine the capability of request processing with different key pool capac-
ities on the Beijing Quantum Metropolitan Area Network [24]. In our experiment, we select the receiver
and the time at which each endnode creates key requests at random. The amount of each key request
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(a) (b)

Figure 26 (Color online) Experiment results from the simulation of quantum network architecture with resource management.

(a) The relationship between the number of processed requests and the key pool capacity; (b) the virtualization of the network

load at each repeater station. The higher the load, the closer the color is to red.

is fixed to be 10 keys, each of length 32. In the key pool, we set Vi = Vm/4 = Vr/4, and the maximum
volume (capacity) is chosen from 20 to 80 keys with step size 10; each key is of length 32. The simulation
time is chosen from 0.1 to 0.6 s with step size 0.1. The relationship between the average number of
processed requests and key pool capacity is depicted in Figure 26. We observe that increasing the key
pool capacity increases the number of processed requests and thus the network throughput. However,
after a threshold of around 40 keys, the network throughput barely improves, even if we increase the key
pool capacity further. This is because the larger the capacity of the key pool, the more keys it can cache,
and thereby the more requests it can process. However, once the key pool capacity reaches a certain
point, the capacity of the key pool saturates the demand for keys in the network, leaving the through-
put unchanged. This example shows how QNET can be used to assess the performance of a network
architecture and quickly determine the best performance settings. Besides, QNET can also be used to
monitor network status visually. For example, in Figure 26, the colored nodes are repeater stations, and
the closer to red they are, the busier they can be. It is clear that some of them are significantly busier
than others and might end up being the bottleneck for the network throughput. This suggests that we
might be able to balance the load on the network by giving these nodes more resources.

8.3.3 CHSH game and its quantum emulation

The CHSH game is derived from the CHSH inequality by Clauser, Horne, Shimony, and Holt in 1969 [343].
This game is commonly used to illustrate quantum advantage. By using quantum entanglement, we can
go beyond the limitations of classical information processing. It is worth noting that Aspect, Clauser,
and Zeilinger were awarded the Nobel Prize in 2022 for their seminal work on the Bell tests, which
can be considered an equivalency of the CHSH game mentioned here. The game features three par-
ties: one referee and two cooperating players, Alice and Bob. The rules are as follows (see Figure 27):
(1) The referee chooses two questions x, y ∈ {0, 1} at random and sends one to each player. (2) Alice and
Bob must respond to the questions x and y separately and send their answers a, b ∈ {0, 1} to the referee.
(3) The referee determines whether the equation x·y = a⊕b is satisfied. If this is the case, the players win
this round; otherwise, they lose. Alice and Bob are allowed to discuss an appropriate strategy before the
game begins to increase their chances of victory. However, no communication between them is permitted
during the game. It can be easily checked that an optimal classical strategy is provided by Alice and Bob
both returning 0 as their answers regardless of the questions posed to them. In this case, the winning
probability, which is also the optimal probability, of this game is 75%. The players lose if and only if
both questions x and y are equal to 1.

If Alice and Bob are quantum players and are allowed to share quantum entanglement before the
game begins, this winning probability can be increased to 85%, far exceeding the classical scenario and
exhibiting the quantum advantage. The optimal quantum strategy of the CHSH game is as follows [344]:
before the game starts, Alice and Bob need to share an EPR pair |Φ〉AB = (|00〉 + |11〉)/

√
2 which can

be created from an entanglement source. Once receiving the questions from the referee, Alice and Bob
take measurements on their qubits A and B, respectively. Alice measures her qubit A in the Z-basis if
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Figure 27 (Color online) Illustration of the CHSH game, which involves one referee and two cooperating players, Alice and Bob.

The referee sends questions x, y ∈ {0, 1} to Alice and Bob, respectively, and they need to respond with their answers a, b ∈ {0, 1}.

Figure 28 (Color online) Quantum circuits compiled from the optimal quantum strategy of the CHSH game. Note that the Ry

gates in the case of x = 0, y = 0 and x = 1, y = 0 have a rotation angle −π/4, whereas the other two cases have a rotation angle

π/4.

the question is x = 0 and in the X-basis if the question is x = 1. She then replies to the referee with
her measurement outcome as the answer a. Bob measures his qubit B in the (Z + X)/

√
2-basis if the

question is y = 0 and in the (Z − X)/
√
2-basis if the question is y = 1. Then he replies to the referee

with his measurement outcome as the answer b.
Using the protocol compilation in Subsection 8.1.3, we can compile this three-party protocol into

the corresponding quantum circuits (see Figure 28) and submit them to Baidu’s Qian Shi (a highly-
integrated industry-level superconducting quantum computer11)) for evaluation. We observe an average
winning probability of around 81.45%, surpassing the optimal classical value of 75%. More details about
this implementation can be found at [333]. We remark that this demonstration differs from the actual
long-distance Bell test experiments and cannot avoid the causality loophole. But the point is that we
can test network protocols in quantum environment through QNET, which can serve as a stepping stone
to the next stage, where everything is operated in the actual testbed.

8.4 Comparison with related work

A comparison of QNET to other quantum network simulators is summarized in Figure 29, from which we
can draw the following conclusions. First, most simulators are open-source and implemented in Python,
but QuISP [32] and qkdX [34] are written in C++ as they are built upon OMNeT++ (a modular,
component-based C++ simulation framework that is widely used in classical network simulation). Second,
most simulators are designed for general quantum networks, except for QuNet [35], which utilizes a
method called “quantum cost-vector analysis” to simulate and benchmark entanglement routing in multi-
user entanglement networks, and qkdX which is specialized for QKD. Third, QNET, NetSquid [30],
SeQUeNCe [31], and QuISP are the four general-purpose simulators that utilize the DES framework,
which allows for accurate and efficient system tracking. Among these, QuISP makes use of the existing
framework from OMNeT++, whilst the other three simulators build their own standalone simulation
engines. There are some distinctions in their DES designs. In particular, SeQUeNCe schedules events
for entities and protocols by calling the method of a global timeline, NetSquid allows event scheduling
for all entities and treats protocols as virtual entities, but QNET allows the flexibility of installing an

11) Baidu Quantum. https://quantum.baidu.com/.

https://quantum.baidu.com/
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Figure 29 (Color online) Comparison of different quantum network simulators. “Y” means the feature is supported, “N” means

it is not, and a question mark “?” means that we are not sure if it is supported or not.

event scheduler to any object on-demand. Finally, while the previous simulators remain at the level of
simulation with classical devices, QNET provides the compilation of quantum network protocols and
supports their emulation in quantum environments. Moreover, QNET also features the ability to run
both quantum circuits and MBQC models.

9 Conclusion

In this work, we provide a brief review of the field of quantum networks from both theoretical and
experimental perspectives, covering the fundamental ideas, core structures, state-of-the-art developments,
and major challenges. Moreover, we introduce a newly developed quantum network toolkit, making it
easier for the research and development of this topic. It is the first quantum network toolkit with dual
quantum computing engines, making it applicable to the design and simulation of quantum network
architectures based on different principles. It also provides the first method for compiling quantum
network protocols into quantum circuits so as to interface with quantum hardware devices.

Recalling the history of the internet, we might expect that before we can genuinely build a quantum
internet, we first need to build full-fledged quantum computers that operate with millions of qubits.
However, there is no cause-and-effect relationship between quantum computing and quantum networking.
In particular, the quantum internet is not just about speeding up computations and solving hard problems.
It can also be used to improve communication security and provide services that would be impossible in
a classical network. Depending on the hardware requirements, quantum internet can have many types
of applications at different phases of development [2]. It is highly possible that we would first construct
a functional quantum internet before we have large-scale quantum computers, despite the fact that the
range of applications may be limited. A notable example is QKD, which requires only single qubits to
be created and detected but is sufficient to demonstrate the superiority of the quantum internet over its
classical counterpart. There is no doubt that large-scale quantum computers would further enhance the
capability of information processing in the quantum internet, but they are just not indispensable for all
useful applications.

The future of the quantum internet is promising and significant. However, given the numerous obsta-
cles it faces, its development is still in its early stages, necessitating collaborative efforts from various
communities. Future advances in quantum networks include longer-distance quantum communication,
larger-scale quantum testbed construction, broader access to quantum services, and the development of
more useful applications. In retrospect, the internet’s success and diversity were largely due to creative
inventors who had access to the technology and wrote programs to make it do fantastic things like remote
chatting, online shopping, and cloud computing. In contrast, existing protocols and applications for a
quantum internet are primarily developed by quantum scientists. But this is not how successful appli-
cations usually come into existence. People must be able to interact hands-on with a quantum internet
and play around with it to develop and try out new applications. An open and sustainable quantum
ecosystem involving people from different fields will facilitate new innovations and applications. We hope
that this work will give interested readers a basic grasp of quantum networks and that QNET as well as
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its future upgrades can serve as a key platform for further explorations and innovations.
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78 Belenchia A, Carlesso M, Bayraktar Ö, et al. Quantum physics in space. Phys Rep, 2022, 951: 1–70

79 Neumann S P, Joshi S K, Fink M, et al. Q3Sat: quantum communications uplink to a 3U CubeSat-feasibility & design. EPJ

Quantum Technol, 2018, 5: 4

80 Knips L, Auer M, Baliuka A, et al. QUBE – towards quantum key distribution with small satellites. In: Proceedings of

Quantum 2.0. Optica Publishing Group, 2022

81 Kerstel E, Gardelein A, Barthelemy M, et al. Nanobob: a CubeSat mission concept for quantum communication experiments

in an uplink configuration. EPJ Quantum Technol, 2018, 5: 6

82 Dalibot C, Tustain S. The preliminary thermal design for the SPEQTRE CubeSat. In: Proceedings of International Confer-

ence on Environmental Systems, 2020

83 Greenberger D M, Horne M A, Zeilinger A. Going beyond Bell’s theorem. In: Proceedings of Bell’s Theorem, Quantum

Theory and Conceptions of the Universe, 1989. 69–72

84 Dai W, Rinaldi A, Towsley D. Entanglement swapping in quantum switches: protocol design and stability analysis. 2021.

ArXiv:2110.04116

85 Nain P, Vardoyan G, Guha S, et al. On the analysis of a multipartite entanglement distribution switch. Proc ACM Meas

Anal Comput Syst, 2020, 4: 1–39

86 Vardoyan G, Nain P, Guha S, et al. On the capacity region of bipartite and tripartite entanglement switching. 2019.

ArXiv:1901.06786

87 Vardoyan G, Guha S, Nain P, et al. On the stochastic analysis of a quantum entanglement switch. SIGMETRICS Perform

Eval Rev, 2019, 47: 27–29

88 Lütkenhaus N, Jahma M. Quantum key distribution with realistic states: photon-number statistics in the photon-number

splitting attack. New J Phys, 2002, 4: 44

89 Eisaman M D, Fan J, Migdall A, et al. Invited review article: single-photon sources and detectors. Rev Sci Instrum, 2011,

82: 071101

90 Migdall A, Polyakov S V, Fan J, et al. Single-photon Generation and Detection: Physics and Applications. New York:

Academic Press, 2013

91 Senellart P, Solomon G, White A. High-performance semiconductor quantum-dot single-photon sources. Nat Nanotech, 2017,

12: 1026–1039

92 Arakawa Y, Holmes M J. Progress in quantum-dot single photon sources for quantum information technologies: a broad

spectrum overview. Appl Phys Rev, 2020, 7: 021309

93 Strauf S, Stoltz N G, Rakher M T, et al. High-frequency single-photon source with polarization control. Nat Photon, 2007,

1: 704–708

94 Shields A J. Semiconductor quantum light sources. Nat Photon, 2007, 1: 215–223

95 Kim J, Benson O, Kan H, et al. A single-photon turnstile device. Nature, 1999, 397: 500–503
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Appendix A Global efforts in quantum networks

Figure A1 (Color online) Partial list of the national plans/strategies/projects of quantum networks.

Figure A2 (Color online) Partial list of the industrial participants working on quantum networks.
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Appendix B UML class diagram of QNET

Figure B1 (Color online) UML class diagram laying out the structure of QNET (based on version 1.2.0). The main classes in each

module are highlighted in shaded boxes, and their relationship in terms of inheritance, composition, aggregation, and dependency

are depicted by different types of arrows.

Appendix C Compilation of quantum network protocols

In this section, we discuss the compilation techniques used to convert quantum network protocols into quantum circuits in further

detail. We start by discussing the instructions that are usually used in quantum circuits. Then we introduce the design of the local

quantum register and its instructions. Based on these instructions, we introduce the algorithms that compile local operations as
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Figure C1 (Color online) Structure of a local quantum register that has several units. Each unit has four attributes, qubit,

outcome, identifier, and address.

well as qubit transmission to quantum circuit instructions. Putting them together, we can eventually compile a quantum network

protocol that involves different parties into one single quantum circuit in general.

Quantum circuit and its instructions. A quantum circuit usually contains quantum gates and quantum measurements.

It is called a standard quantum circuit if all measurements are performed at the end of the circuit. According to the execution

order, a quantum circuit can be represented as an ordered list of instructions. Each instruction is identified by a triplet [NAME,

REG, PAR], indicating the name of the operation, the quantum register it acts on, and the relevant parameters (set to none if

no parameters). For example, [rx, 2, pi] means that an Rx rotation gate is applied to qubit 2, and the rotation angle is π; [cnot,

[1, 3], none] means that a controlled-NOT gate is applied to qubits 1 and 3, where qubit 1 is the control qubit and qubit 3 is

the target qubit; and [measure, 2, none] means that qubit 2 is measured in the computational basis. More generally, in some

quantum circuits, a quantum gate on one qubit can be conditioned on the measurement outcome of the other qubit. Such circuits

are called dynamic quantum circuits. The classically controlled quantum gate in a dynamic quantum circuit can be represented by

a quadruple [NAME, REG, PAR, COND], where the COND indicates that the operation is controlled by the measurement outcome

of the qubit to which it points. For example, [x, 2, none, 4] means that a Pauli-X gate is applied to qubit 2 if the measurement

outcome of qubit 4 is one; otherwise, the gate is not applied.

Local quantum register and its instructions. Quantum network protocol is different from the quantum circuit. It involves

not only local operations at each node but also the transmission of quantum and classical information between different nodes. To

formulate the local operations of each node, we propose a design of the local quantum register, which contains multiple units and

each unit has four attributes, qubit, outcome, identifier, and address (see Figure C1). The default values for qubit and outcome

are set to be empty, and the default value for the identifier is the node itself. Any instruction on the local register can be identified

by a quadruple [NAME, ADDR, PAR, COND], indicating the name of the instruction, the address of the unit to operate (if the

instruction is a double-qubit gate, then the ADDR is a list, whose first element is the control qubit and the second element is the

target qubit), the relevant parameters of the instruction, and the classically controlled condition of the instruction. For example,

the instruction [x, 1, none, none] means that a Pauli-X gate is performed on unit 1 of the local register. Note that the instructions

on the quantum circuit and the local quantum register are both characterized by quadruples. But ADDR and REG have completely

different meanings. The former refers to the address of a local register at a network node, whereas the latter refers to the register

of a global quantum circuit. The idea of our compilation is trying to build a connection between them.

Compilation of local operations and qubit transmission. Now we present how instructions for local registers are compiled

into instructions for a global quantum circuit. The compilation of single-qubit operation is given in Algorithm C1, and the

compilation of double-qubit operation is given in Algorithm C2.

Algorithm C1 Compiling single-qubit operation

Input: A local operation [NAME, ADDR, PAR, COND], and the current list of quantum circuit instructions circuit.

Output: A list of updated circuit instructions.

1. if the qubit attribute in the local unit of address ADDR is empty then
1.1 Get the largest REG index x among all instructions of the input circuit 1.2 write x+1 into the qubit attribute of the local

unit of address ADDR;
end

2. Get the qubit value of the local unit of address ADDR, and record it as REG;

3. Append the circuit instruction [NAME, REG, PAR, COND] to the end of circuit and return it;

4. if NAME is measure then
Write the value of REG into the outcome attribute of the local unit of address ADDR.

end

Note that if the local operation is a quantum measurement, the REG needs to be written into the outcome attribute of the local

unit of address ADDR. Since the quantum circuit is not yet implemented at this point, the outcome here stores the register to be

measured rather than an actual measurement outcome.

Similar to the single-qubit operation, we can compile a double-qubit operation as follows.
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Algorithm C2 Compiling double-qubit operation

Input: A local operation [NAME, ADDR, PAR, COND], and the current list of quantum circuit instructions circuit.

Output: A list of updated circuit instructions.

1. Set ADDR0 and ADDR1 to be the first and second elements of ADDR, respectively;

2. Get the largest REG index x among all instructions of the input circuit and set f to be x;

3. if the qubit attribute in the local unit of address ADDR0 is empty then
Set f to be f + 1 and then write f into the qubit attribute of the local unit of address ADDR0;

end

4. if the qubit attribute in the local unit of address ADDR1 is empty then
Set f to be f + 1 and then write f into the qubit attribute of the local unit of address ADDR1;

end

5. Get the qubit value of the local unit of address ADDR0, and record it as REG0; get the qubit value of the local unit of address

ADDR1, and record it as REG1;

6. Append the circuit instruction [NAME, [REG0, REG1], PAR, COND] to the end of circuit and return it.

The compilation of qubit transmission is given in Algorithm C3. Note that the transmission of a qubit does not change the

global quantum circuit, but updates the information of local quantum registers at both the source and destination nodes. The qubit

stored in the register unit is not really a qubit, but its corresponding register index in the global quantum circuit. By sending this

information from source to destination, we effectively transfer the right to manipulate this qubit on the quantum circuit. It is also

important that we reset a local unit once the qubit is sent so that the no-cloning theorem is not violated. When the destination

receives a quantum message, it is stored in the available unit with the smallest address as default, and the identifier records the

source of this qubit.

Algorithm C3 Compiling qubit transmission

Input: Source node src, destination node dst, address of local register unit ADDR.

Output: Updated quantum registers at the source and destination nodes.

1. Get the qubit value of the register unit of address ADDR and record it as qmsg;

2. Reset the unit of address ADDR, i.e., rewrite its qubit value as empty and rewrite its identifier value as the node itself;

3. Send the qubit information qmsg to the node dst, i.e., find an empty unit with the smallest address at the node dst, set the

qubit value of this unit as the received qmsg and set its identifier as src.

Combining Algorithms C1–C3, we can compile a complete quantum network protocol into one single quantum circuit. This is

demonstrated in Algorithm C4.

Algorithm C4 Compiling quantum network protocol to dynamic quantum circuit

Input: A list of instructions of the network protocol.

Output: A list of instructions of the dynamic circuit.

1. Create an empty list of instructions circuit;

2. foreach instruction from the input do
Using Algorithms C1–C3 to compile this instruction to a circuit instruction and update the list circuit;

end

3. Return the list of circuit instructions circuit.

Dynamic quantum circuits provide an accurate and logical description of quantum protocols, but their implementation can still

be challenging. Therefore, we will use the principle of deferred measurement to replace a classically controlled quantum gate with

a quantum-controlled gate to obtain an equivalent standard quantum circuit. This is presented in the following Algorithm C5.

Algorithm C5 Deferring quantum measurement

Input: A list of circuit instructions circuit.

Output: A list of updated circuit instructions.

1. foreach instruction from the input do

if COND of this instruction is not empty then

Replace this instruction with [CNAME, [COND, REG], PAR], where CNAME is the controlled version of the instruction

(e.g., CNAME = cnot if NAME = x);

end

if the current gate is a measurement operation then
Add it to the measured gates list;

end

end

2. Move all measurement instructions to the end of the list while leaving the remaining items unchanged;

3. Return the list of instructions circuit.
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