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The Entropy Accumulation Theorem (EAT) was introduced to significantly im-
prove the finite-size rates for device-independent quantum information processing
tasks such as device-independent quantum key distribution (QKD). A natural ques-
tion would be whether it also improves the rates for device-dependent QKD. In this
work, we provide an affirmative answer to this question. We present new tools for
applying the EAT in the device-dependent setting. We present sufficient conditions
for the Markov chain conditions to hold as well as general algorithms for construct-
ing the needed min-tradeoff function. Utilizing Dupuis’ recent privacy amplification
without smoothing result, we improve the key rate by optimizing the sandwiched
Rényi entropy directly rather than considering the traditional smooth min-entropy.
We exemplify these new tools by considering several examples including the BB84
protocol with the qubit-based version and with a realistic parametric downconver-
sion source, the six-state four-state protocol and a high-dimensional analog of the
BB84 protocol.

Contents
1 Introduction

2 Preliminaries

2.1 Notation . . . . . . . . . o e
2.2 QKD security definition . . . . .. ... oo

3 The Entropy Accumulation Theorem

3.1 Formal statement . . . . . . . .. ..
3.2 Applying EAT to device-dependent QKD . . . . . . ... ... ... ... ...,
3.2.1 Tensor product structure . . . . . . . ...
3.2.2 Challenge 1: constructing optimal min-tradeoff functions . . .. ... ... ..
3.2.3 Challenge 2: guaranteeing Markov chain conditions . . . .. ... ... ....

4 The Quantum Key Distribution Protocol

“These authors contributed equally to this work

Accepted in { Yuantum 2025-12-04, click title to verify. Published under CC-BY 4.0.

11
11
12
12

14


https://quantum-journal.org/?s=Finite-Key%20Analysis%20of%20Quantum%20Key%20Distribution%20with%20Characterized%20Devices%20Using%20Entropy%20Accumulation&reason=title-click
https://quantum-journal.org/?s=Finite-Key%20Analysis%20of%20Quantum%20Key%20Distribution%20with%20Characterized%20Devices%20Using%20Entropy%20Accumulation&reason=title-click
https://orcid.org/0000-0002-2803-2421
https://orcid.org/0000-0003-1750-2659
https://orcid.org/0000-0002-4897-3376
https://arxiv.org/abs/2203.06554v2

4.1 Physical and virtual protocol description . . . . . . . . .. ... . L. 14

4.2 Assumptions on public announcements . . . . . . ... L. 17
4.2.1 Completeness of a QKD Protocol . . . . . . . ... ... ... ... .. 18
5 Security of Device-Dependent QKD from EAT 19
5.1 Entropy rate of EAT process . . . . . . . . . . . 19
5.2 Security of QKD protocol . . . . . ... 21
5.2.1 Fixed number of test rounds . . . . . . . ... L o 22
6 Construction of (Near-)Optimal Min-Tradeoff Functions 23
6.1 Review of asymptotic key rate optimization . . . . . . . . ... ... ... 24
6.2 An algorithm derived from the asymptotic numerical optimization . . . . ... ... 25
6.3 An alternative algorithm that uses second-order information . . . . . . ... ... .. 27
6.4 Crossover min-tradeoff function . . . . . . . . ... ... ... . L 30
6.5 Procedure for key rate calculation . . . .. ... ... ... .. L L. 31
7 Examples 32
7.1 Qubit-based BB84 . . . . . ... 33
7.1.1 Protocol description and simulation . . . .. .. .. ... ... ... .. 0., 33
7.1.2 Results . . . . e e 33
7.2 Six-state four-state protocol . . . . . .. Lo 35
7.2.1 Protocol and simulation . . . . . . . . ... 35
7.2.2 Results . . . . . e 36
7.3 High-dimensional 2-MUB protocol . . . . . . . ... .. .. o0 37
7.3.1 Protocol and simulation . . . . . . .. ... 37
7.3.2 Results . . . . e e e 39
7.4 BB84 with a realistic spontaneous parametric downconversion source . . . . . . . . . 40
7.4.1 Protocol and simulation method . . . . . . . . ... .. ... ... ... 40
7.4.2 Assumption on announcements . . . . . . . . ... e e e e 41
7.4.3 Results . . . . . e 41
8 Discussion and Conclusion 42
Acknowledgements 43
References 44
A A Sufficient Condition for the Markov Chain Condition 48
B Security of QKD using EAT without Smoothing 50
B.1 Background Rényi divergence results . . . . . . . . ... ... ... . ... 50
B.2 Applying privacy amplification without smoothing . . . . . . . . ... .. ... ... 51
B.3 Entropy Accumulation Theorem for upper bound on Hg ................ 52
B.4 QKD security proof with Rényi entropies . . . . . . . .. ... ... ... ...... 55
C Relation between Fixed-Length and Probabilistic Round-by-Round Parameter Estima-
tion Protocols 58
D Security of QKD using EAT with Smoothing 63
D.1 Background smooth entropy results . . . . . . ... ... .. .. ... ... ... 63
D.2 Technical lemmas for smooth entropy key rate . . . . ... ... ... ... ..... 64



D.3 Entropy Accumulation subprotocol with smoothing . . . . . . .. .. ... ... ... 66

D.4 QKD security proof with smooth entropies . . . . . ... .. ... ... .. ..... 66
E Key Rate Optimization Based on Quantum Conditional Entropy 69
F Proof for the Second Algorithm Construction 70
F.1 Basic definitions . . . . . . . . .. 70
F.2 Fenchel duality . . . . . . . . . o e 71
F.3 Deriving dual problem of Eq. (44) . . . . ... ... . Lo o 72

1 Introduction

Quantum key distribution (QKD) protocols [1, 2] enable two legitimate parties (Alice and Bob)
to establish shared secret keys in the presence of any eavesdropper (Eve) who has control over the
channel connecting the two parties and is only limited by the laws of quantum mechanics. That
is, QKD protocols establish an information-theoretically secure shared secret key. The generated
secret keys can be used in many cryptographic applications that our modern cybersecurity relies
on, such as encryption and authentication. The field of QKD has grown rapidly in the last couple
decades. Novel protocols have been proposed and analyzed (see [3, 4, 5] for reviews). Many
QKD experiments (e.g. [6, 7]) have been demonstrated to reach increasingly longer distances
and/or to achieve higher key bits per second. The maturity of the field can be witnessed by
development of commercial prototypes in several companies, successful launch of a QKD satellite
in China [8], many ongoing efforts to launch QKD satellites from all over the world [9], and
developments of chip-based QKD systems [10, 11, 12].

While currently the field of implementation security (as opposed to protocol security), requir-
ing certification procedures and security proofs with more refined models, captures an increasing
amount of attention, there are still challenges to be addressed on the level of protocol security
itself. One major technical difficulty is guaranteeing security of the protocol when using finite
resources. The security of a novel protocol is often first proved in the asymptotic key limit where
Alice and Bob exchange infinitely many signals, since in that regime typically reduction to the
identically and independently distributed (i.i.d.) assumption about the individual exchanged
signals can be made and statistical fluctuations can be neglected. However, any realistic system
can only exchange a finite number of signals. For example, the time interval of low orbiting
satellites having line of sight to ground stations is limited to minutes, thus naturally limiting
the total number of signals that can be exchanged. The study of security with finite resources
is known as finite key analysis. In recent years, finite key analysis against general attacks has
been performed for several QKD protocols. One aims to provide security proofs that allow one
to generate the most key using the fewest signals and converge to the fundamental asymptotic
limit quickly.

Over the past decade, several techniques have been proposed to bridge the gap between
asymptotic security and finite key analysis against general attacks. The Quantum de Finetti
theorem [13] was first used to achieve this task. While it makes no restrictions on the QKD
protocol implemented,! the key rate becomes very pessimistic at practical signal block size.
The postselection technique [15] was later presented to improve the key rate if the implemented

!The Quantum de Finetti theorem requires permutation invariance, which in principle entails applying a
coordinated random permutation on the state by Alice and Bob. However, it was shown in [14] that the min-
entropy after symmetrization lower bounds the original, so the implemented protocol does not need the symmetry
enforced.



protocol is permutation invariant with respect to any input. Although it gives better perfor-
mance, the key rate is known to in general remain pessimistic as it scales exponentially in the
dimension of Alice and Bob’s signals. More recently, the entropy accumulation theorem [16, 17]
was developed to offer tighter finite key analysis. It has been successfully applied to prove the
security of device-independent (DI) QKD protocols [18, 19].

From the perspective of implementation security, DIQKD is favorable since it requires min-
imal assumptions on Alice and Bob’s devices and thus is immune to most side-channel attacks.
Thanks to the entropy accumulation theorem [16] and its application to DIQKD [18], the ex-
perimental requirements to implement DIQKD have become within reach of state-of-the-art
technologies. Very recently, proof-of-principle experimental demonstrations of DIQKD with
positive key rates are reported for extremely short distances [20, 21, 22]. Even if the transmis-
sion distance is extended to practical regimes in the near future, a DIQKD system is expected
to be more costly since the experimental requirements are still demanding. Beyond the ex-
perimental requirements, unlike device-dependent QKD, DIQKD is currently not known to be
universally composably secure [23, 19]. This means currently this property must either be sac-
rificed or a new set of devices must be used each time one establishes a key. As such, while
DIQKD has advantages for implementation security and can be implemented, at least over
very short distances, device-dependent QKD (i.e. QKD with characterized devices) remains a
practical option with different theoretical security guarantees at the moment.?

Beyond these limitations, as less assumptions are put on trusted parties’ devices, DIQKD
key rates are unavoidably lower than a standard device-dependent QKD protocol. On the
other hand, with the best practice to countermeasure known side-channel attacks, suitable risk
management and use cases, and efforts from standardization, device-dependent QKD remains
a vital player for a wide adoption of QKD in the future. Therefore, it is still of great interest
to provide as tight as possible key rates for device-dependent QKD. Our goal here is to apply
the entropy accumulation theorem to provide better finite key rates of device-dependent QKD.

While concurrent work used the generalised entropy accumulation theorem [24] to establish
the security of device-dependent QKD protocols, with a focus on prepare-and-measure protocols
when only one signal is in the physical channel at a time [25], the original entropy accumulation
theorem has not been applied to determine the key rate for any device-dependent QKD proto-
col.? In this work we focus on applying the original EAT to the analysis to the most general
class of entanglement-based protocols we can.? There are two major obstacles to overcome
in applying the original EAT to device-dependent QKD. The first is to guarantee the Markov
condition is satisfied by the protocol. The second challenge is to have a general method to
construct the required min-tradeoff function. In this work we address both challenges.

The Markov chain condition in effect guarantees the protocol is well-behaved in what side-
information is leaked to Eve during the protocol. This is an important aspect as device-
dependent protocols often make use of announcing more information about each signal than
DI protocols. In this work, we provide sufficient conditions for satisfying the Markov condi-
tions of the EAT. Specifically, we prove that when Alice and Bob’s announcements are deter-
mined by POVMs with a simple block-diagonal structure, then the protocol satisfies the Markov
chain conditions (see Section 4.2). This block-diagonal structure is satisfied for many practical

2We note that measurement-device-independent (MDI) QKD also falls in the category of device-dependent
QKD since one still makes assumptions on both Alice’s and Bob’s devices.

3In [16] the authors presented how the asymptotic rate was recovered for BB84, but did not present finite-size
key lengths.

1For entanglement-based protocols, there is no real advantage to using the generalised EAT and so this is
largely without loss of generality.



discrete-variable QKD protocols. Moreover, we note that many practical non-sequential pro-
tocols will satisfy the Markov chain conditions necessary, but as they aren’t sequential, don’t
satisfy the conditions of [25].

The challenge of developing a general method for constructing a min-tradeoff function has
been addressed for the device-independent scenario in a recent work [26]. In concurrent work
[25], the construction of a min-tradeoff function has been reduced to asymptotic key rate solvers
in the device-dependent setting under the assumption only a single signal is ever in the physical
channel at a time. This is analagous to the first algorithm of our numerical method for con-
structing tight min-tradeoff functions for device-dependent QKD protocols although we only
recover the Markov chain conditoins be satisfied. The basic idea of this first algorithm is sim-
ilar to our existing numerical method for asymptotic key rates [27, 28]. The second algorithm
improves on the first one by considering the second-order term in the original EAT. It is based
on Fenchel duality. However, unlike the formulation of the objective function in Refs. [27, 28],
we present here a different formulation of the objective function for the optimization which has
advantages in terms of dimension needed for the numerical optimization as well as a simpler
representation of procedures to handle classical postprocessing.

Using the guarantee of our numerical method constructing a min-tradeoff function, we
present a general key length bound. It is largely similar to that of Ref. [18], but, building
on the recent result that privacy amplification may be characterized using sandwiched Rényi
entropies rather than the smooth min-entropy [29], we are able to show we can improve the key
rate by optimizing over sandwiched Rényi entropies rather than using the smooth min-entropy
bounds. To the best of our knowledge, the only work to use Rényi entropies in establishing
the security of QKD is [30]. However, we note that [30] does so by considering the smoothed
2-Rényi entropy. This differs from the ability to analyze the key rate of Rényi entropies directly
by establishing a security proof that makes no use of smoothed entropic quantities as is done
in this work.”

Taking all of these tools together, we apply our method to several examples. The first
example is a simple qubit-based BB84 protocol and the second example is the entanglement-
based six-state four-state protocol [32]. We use these two examples to demonstrate behaviors
of our algorithms. The third one is a high-dimensional analog of the BB84 protocols. We
compare these results with the key rates obtained by the postselection technique [15] to show
that the EAT can outperform the postselection technique for high-dimensional signals. In the
last example, we demonstrate that our method can also work for optical implementations of
QKD and in particular, we study the entanglement-based BB84 protocol with a spontaneous
parametric downconversion source in a lossy and noisy channel.

Our work here provides a first step along the direction of applying EAT to general device-
dependent QKD protocols. Currently, we limit ourselves to entanglement-based protocols in
exchange for the generality of protocol which we can consider. To handle prepare-and-measure
protocols, one needs to be able to incorporate the source-replacement scheme [33], but it remains
unclear how to do this while satisfying the Markov chain conditions of the original EAT. In
[25], source-replacement is used by circumventing the Markov chain conditions by using the
generalised EAT and assuming truly sequential implementation of the rounds in the protocol.
As noted previously, the demand of a truly sequential implementation is not practical in general.
It remains a technical challenge how to relax this condition and prove security for prepare and
measure protocols.

The rest of the paper is organized as follows. In Section 2.1, we summarize our notational

®We remark that the smoothed 2-Rényi entropy was also considered for analyzing the large deviation regime
of privacy amplification by Hayashi [31].



conventions and in Section 2.2, we review the security definition of QKD. In Section 3, we review
the entropy accumulation theorem and adapt the theorem to the device-dependent setting. We
do this first in the case where side information is all seeded randomness, as was the case in
previous works. We then provide sufficient conditions for satisfying the Markov chain conditions
necessary to apply the EAT without relying on all side-information being randomly seeded. This
is important as many device-dependent QKD protocols make announcements which depend on
the outcome of the measurement. In Section 4, we describe the generic protocol to which our
method is applicable, protocols where all quantum signals are exchanged prior to any classical
communication and all communication acts on a single ‘round’ of quantum communication.
We also provide the assumptions on public announcements. In Section 5, we then apply the
EAT to this family of protocols and obtain a key length formula. In Section 6, we discuss
how to construct min-tradeoff functions numerically and present two numerical algorithms for
obtaining a nearly tight min-tradeoff function. In Section 7, we apply our method to several
examples. We then conclude in Section 8. We leave technical details to appendixes.

2 Preliminaries

We discuss the notational convention and some useful definitions in Section 2.1. We then review
the security definition of QKD in Section 2.2.

2.1 Notation

We briefly summarize the notation which we use throughout this work.

General notations | Descriptions

A B C,--- Quantum systems and their associated Hilbert spaces

|Al,|B|, |C], - - Dimension of the Hilbert spaces

AT Shorthand for A1A4s--- A,

[n] The set of natural numbers from 1 to n

T Identity map

f A min-tradeoff function

f A vector that is used to construct the min-tradeoff function f
1 A vector of all ones

EAT statement Descriptions

Public information in the EAT statement

Secret information in the EAT statement

Test flag variable

Test result register in the EAT statement

Eve’s system

An event

Probability of Q@ C X for pxa (See main text in Section 2.1)
Frequency of a given event

A probability vector

The probability vector space with events from X
The set of quantum states on Hilbert space A
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Table 1: Overview of notational conventions.

For consistency, we at times use the notation for quantum states conditioned on an event



from previous works [16, 17]. Let X be a finite alphabet, X = CI¥l. Then a classical-quantum
(CQ) state may be written as pxa = >, cx |T)x| ® pa, where the quantum part of this
decomposition is generally called the conditional state. Given an event ) C X, the probability
of the event is p[€)], which may be calculated by p[Q] = >, cqTr[pa.]. Lastly, the state
conditioned on the event is given by pxajo = ﬁ > rcq PAq- Note that a conditioned state is
therefore re-normalized.

We will also require various entropies which we also introduce here. We use the notation
of [16, 17]. We refer to [34] for further background, but note that the notation differs in that
work.

For av € (0,1) U (1, 00), define the minimal divergence by

lo % po " |
1 o 2a po 2a g . .
Da(pllo) = { a1 log 0 if « <1 orif a>1and supp(p) C supp(o)
+00 otherwise

)

where ||-[|, is the Schatten p-norm for p > 1 and the definition is extended to all p > 0. For any
p € D(A® B), 0 € D(B), define

Ho(papllop) == —Da(papl|la®op).
We then define Ho(A|B),,, = Ha(pag||ps) and HJ(A|B), := sup,, —Da(pas||la®op). We

refer to both these classes of entropies as sandwiched Rényi entropies. We may also recall the
smooth min-entropy defined by

H:. (A|B = max Hun(A|B);,
mln( | )PAB FEB(pan) ( | )p
where Huyin(A|B),,p = —log(min{Tr(Y) : pap <1a®Yp }), B(pap) == {pap > 0: Tr(pap) <

1& P(pap,pap) < €}, and P is the purified distance [35, 34]. Throughout this work, log is
referred to log,.

2.2 QKD security definition

We provide a short review of the e-security framework of QKD [13, 36]. A QKD protocol is
e-secure if for any input state, the output state pg,s,r conditioned on that the protocol does
not abort (and thus subnormalized) satisfies

1
insASBE — TSaSp @ IOE”1 <e, (1)

where 75,5, = > s ﬁ |s)(s] @ |s)s|, and S is the space of keys that could be generated from
the protocol. The security parameter € quantifies the amount of deviation of the real protocol
from an ideal protocol. In an ideal QKD protocol, Alice and Bob are supposed to obtain an
identical key, which is the correctness requirement; The key is supposed to be distributed from
a uniform distribution among all possible keys and that Eve knows no information about the
key, which is the secrecy requirement. This security definition in terms of trace distance has an
operational interpretation: If a distinguisher is given either the real or the ideal protocol as a
black box with an equal a priori probability and the goal is to verify which protocol the black
box implements, then the probability that this distinguisher can guess correctly by looking at
output states of the black box is at most %(1 + ¢). We note that in the case of aborting, both
protocols output a trivial key symbol.

In Eq. (1), we use subnormalized states. Equivalently, if we define in terms of normal-

ized output states ps,szE = ps,sge/ Tr(ps,sze) and pg = pr/Tr(pg) where Tr(ps, spE) =



Tr(pg) := Pr(accept) denotes the probability that the protocol does not abort, then Eq. (1)
can be written as

1 - -
5 Pr(accept)HpsAsBE — TSsSp @ pEHl <e. (2)

It is often convenient to discuss the secrecy requirement and correctness requirement sepa-
rately since the correctness requirement is usually guaranteed by the error correction and error
verification steps of a QKD protocol. A key is egec-secret if

1
i”psAE — TSy & pEH1 < Esec (3)

where mg, = > s ﬁ Is)s|. A QKD protocol is ecop-correct if the joint probability that the
protocol does not abort and that Bob’s key is different from Alice’s key is at most ... By the
triangle inequality of the trace norm, it is easy to see that if the QKD protocol is eco-correct
and it generates egec-secret keys, then the protocol is e-secure with € = egoc + €cor-

3 The Entropy Accumulation Theorem

In this section we review the Entropy Accumulation Theorem (EAT) [16, 17] which is the
unifying technical tool of this work. The EAT is motivated as follows. Fundamentally, the
formal property of secrecy using a process with a finite number of rounds is characterized by the
smooth min-entropy [13]. Unfortunately, the smooth min-entropy is a functional that is difficult
to calculate directly for large systems. It therefore follows that one wishes to determine tight
bounds on the smooth min-entropy of a given process via a reduction that is computationally
feasible. The EAT accomplishes this task for well-behaved sequential processes. The idea of the
EAT is that, under some reasonable behavior, one can bound the smooth min-entropy of the
finite-length process by the worst-case accepted asymptotic behavior along with some correction
terms.

However, in this work we find empirically that a recent work that characterizes secrecy using
the sandwiched Rényi entropies H, g [29] can lead to improved key rates. As such, rather than
presenting results in terms of smoothed entropies in the main text, we present them in terms
of H] entropies. For completeness and perhaps intuition, in Appendix D, we present all results
in terms of smooth entropies. We now present the formal statement of the EAT along with
relevant definitions after which we elaborate on the intuition and relation to the rest of this
work.

3.1 Formal statement

To formally state the EAT, we review some definitions first [16, 17] (See Figure 1 for a visual-
ization).

Definition 1 (EAT Channels). FAT channels are Completely Positive Trace-Preserving (CPTP)
maps

M;:Ri1 = SiPX;R; (4)

where for alli € {1,---n}, R; are quantum systems (with R, = C the trivial register) and where
Si, Pi, and X; fori € {1,---n} are classical systems taking values in S, P, and X respectively.

Furthermore, we assume that X; is a deterministic function of S; and P;. In other words,
the EAT channels can be decomposed as

M; =T o M; (5)
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(a) EAT Process. (b) Single round.

Figure 1: Diagrammatic depiction of EAT process and theorem. (a) Captures the overall process and (b)
is the process captured by the min-tradeoff function (See Definition 2). They are related by the Entropy
Accumulation Theorem (Theorem 1). Note that M,, may be viewed as outputting a trivial register, R,, = C,
which we have suppressed. The output of the EAT process is ps» pr x7 i, the output registers along with the
purification.

where M} : Ri_1 — S;P;R; is some CPTP map and where T; : S;P; — S;P;X; is a classical
operation assigning a value for X; as a function of S; and P; of the form

Ti(Ws,p,) = Z (Is,,s ® Hp, p)Ws,p, (ILs,s @ I1p, ) @ [t(s, p)) <t<37p)‘Xi ) (6)
SES, peP

where {Ilg, s : s € S} and {Ilp, p, : p € P} are families of mutually orthogonal projectors on S;
and P, and the functiont : S x P — X is a deterministic function.

In the above definition, the registers S; and P; stand for ‘secret’ key registers and ‘public’
announcement registers respectively as this will be the natural interpretations of these registers
in the context of cryptography. The X; register is then a ‘testing’ register which is a function of
the secret and public registers. Note that we consider the particular case of classical systems S;
and P;, compared to [16, 17, 29] where they can be quantum, as this is sufficient for this work.
The main idea of the EAT channels is that they can be composed such as in Figure 1, starting
from an initial state p%o 5 € D(Rp ® E) and applying the EAT maps sequentially to produce
the output state

psrprxpe = (Mpo-- o M1 ®Zp)(ppp) - (7)

The most important restriction on this state is that we require it to satisfy the Markov chain
conditions:

Si'e PATEe P Vie{l,...,n}, )

where one may recall a quantum Markov chain, denoted A <+ B < C, is a quantum state
paBc such that the conditional mutual information is zero, i.e. I(A: C|B) = 0. It follows the
Markov chain conditions are claims about the mutual information between the previous secret

SThere exist other characterizations of quantum Markov chains, though the characterization presented here
is sufficient for our exposition. See [37] for further information on quantum Markov chains.



registers and the previous public registers (along with Eve’s information) when conditioned on
the current public announcement. The reason this is important to the proof of the theorem is
that the Markovian behavior restriction guarantees that the process (defined by the sequential
application of M;) does not a priori destroy entropy being accumulated in the ST registers. It
does this by guaranteeing that, for each i € [n], the public announcement in round i, P;, is not
correlated to the generated secret information of previous rounds, Sifl, when we condition on
the side information F and all public announcements up to then Pf_l.

It is also perhaps useful to preemptively stress that the EAT channels do not have to be a
model of the actual implementation, rather they only need to capture the same relationships
between the output random variables ST, PI* and X7' as the actual implementation because the
entropy only depends on the random variables. This insight is what allowed the EAT to be
used for device-independent information processing where dimensions cannot be bounded.

Definition 2 (Min-tradeoff functions). An affine function f on the space of probability distri-
butions P(X) = {p € RI*¥! : p(z) > 0,5, p(z) = 1} is called a min-tradeoff function for the
EAT channel M; if it satisfies

f(@) < min H(S;|PR), Vqe€P(X), (9)
vei(q)

where the minimization is over the set of quantum states compatible with the statistics q that is

defined as below:
Yi(q) == {vs,px,rr = (Mi ® IR)(wr,_1r) 1w €D(Ri-1 @ R) and vx, = q} ,  (10)
where R is isomorphic to R;_1.

Remark 1. Note that Ref. [16] considers affine functions. However, because of Y, g(z) = 1,
any affine function on P(X) can be represented as a linear function. In particular, f can
be specified by a vector f € RI¥l that is, f(q) = f-q = 3, f(z)g(x). We note that
this is equivalent to an affine function since for an affine function f} + f’ - q, one can define
f(z) = f'(z)+ f) Vo € X such that fj+ f'-q=Ff-q.

By Definition 2, the min-tradeoff function characterizes the minimum amount of (von Neu-
mann) entropy of the secret information conditioned on the public information and quantum
side-information (encoded as the register R) for all probability distributions on the testing regis-
ter. This encapsulates the notion of the minimum von Neumann entropy being accumulated in
a given round. For QKD security proofs, the min-tradeoff function can be seen as the term that
bounds Eve’s ignorance about the key in the asymptotic regime given by the Devetak-Winter
formula [38], and so the min-tradeoff function may be seen as determining the first-order term
in a finite-size key distillation protocol.

With these considerations, we can state the EAT with its improved second order term [17].

Theorem 1 (Special Case of Proposition V.3 of [17]). Consider EAT channels My, ..., M, and
their output PSP PRXTE such that it satisfies the Markov conditions and S; is a classical register
foralli € n]. Let h € R, a € (1,2), and f be a min-tradeoff function for My, ..., M,,. Then,
for any event Q C X™ that implies f(freq(X7)) > h,”

(v — 1)1112‘/2 .«

Hg(SﬁPfE)pm >nh—n 5 p— log o)

—n(a—1)2K, (11)

"Following [16], we say an event  C X™ implies f(freq(X7)) > h if for every z7 € Q, f(freq(XT)) > h.
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holds for

V = \/Var(f) +2 + log (2d% + 1) (12)
1 . .
K. = 9(a=1)(log ds+(Max(f)=Mins:(f))) 13 (glogds+(Max(f)=Mins(f)) 4 .2 1
7 6(2—a)?ln2 . ( +e) (13)
where
M =
x(f) = max f(q),
Mi ‘= mi
in(f) i f(a),
Min = min , (14)
=(f) qzzi(q#@f(CI)

2
Var(f) = _max 37 () f(@) - [Z q(a:)f(:c)]

and ds = maxe[,) |Si| is the mazimum dimension of the systems ;.

Remark 2. Note that, beyond the Markov chain conditions, the EAT applying to a state
depends on the event Q@ C X" implying f(freq(X]")). Letting Z be a finite alphabet, if one is
interested in an event Q' C Z™ x X™ that guarantees such an Q (i.e. Pr[Q|Q'] = 1 which denotes
the probability of event €2 conditioned on event ) then, assuming the conditions for EAT held
on generating X7, ST, P[*, the EAT will hold for p XPSPPRE]| o This has been used implicitly in
previous works such as [18], but we stress it here for completeness as we also use it.

It is worth noting the above theorem from [17] is actually an improved version of the original
EAT [16]. The improvement is in the the second-order term where the dependency on the
gradient of the min-tradeoff function f is eliminated, which for certain applications caused the
second-order term to dominate. We note that for a specific choice of a, one can write Eq. (11)
in the form H] > nh — O(y/n) [17] to clearly separate the first-order and second-order terms.
However, we do not state it in this form because, while asymptotically optimal, to get the best
finite size bounds we will optimize over the parameter o € (1,2) as suggested in [17]. It is also
noted that the exact from of the expression of K, here uses the fact that S; is classical [17,
Dicussion after Eq. (22)].

3.2 Applying EAT to device-dependent QKD
3.2.1 Tensor product structure

As noted earlier, the EAT maps in general do not have to be the same maps as the actual
process as long as they capture the same relationship between output random variables. In the
case of device-independent information processing, this is necessary since one cannot describe
the device itself. In contrast, for device-dependent QKD as we consider here, without loss
of generality we can let the EAT maps model the guaranteed behavior of the device in each
round. It then follows that the EAT maps act on separate quantum systems. Formally, if we
let (Qi)ien) be n quantum systems then we can consider the n rounds of the QKD protocol as
n CPTP maps of the form

./\/li : Qz — SZPzXZ, (15)

each acting independently on its own (); space. It follows that these maps can be expressed
in the notation of the EAT theorem by defining the EAT channels M; : R;_1 — S; P;X;R; as
follows: .

M; =M, ®IQ?+1 (16)
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where R; = ®§L:i 11 Qj and IQ?+1 is the identity map on the registers Q7, ;. In other words,
at round ¢ the EAT channel M; effectively only acts on the system ; to produce the outputs
Si, P, and X;, but not on the next systems Q7, ;.

By the fact that the outputs S; and P; are classical, we can make another simplification. In
this case, the first requirement in Definition 1 of the EAT channels boils down to the requirement
that X; is obtained by applying a deterministic function on S; and P;: x; = t(s;, p;). In typical
QKD protocols, we can further assume this function is identical for all rounds. Under this
assumption, the EAT channels are thus entirely defined by specifying the function ¢ and the
POVM elements { Mg}, such that

Mi(p) = 3" Tr(pMsp) s, p)s. Pls,p, @ [t(s,0)Xt(5,p)]x, (17)

5P

for all p € D(Q;). These POVM elements { M}, are uniquely associated to M; and satisfy
My >0 and >, , My, =1.

Now that we have reduced the scope of the EAT theorem, we still have two challenges to
solve. The first challenge is how we can generate the best possible min-tradeoff function. The
second is how we guarantee the Markov chain conditions in Eq. (8).

3.2.2 Challenge 1: constructing optimal min-tradeoff functions

It is desirable to have a general procedure (applicable to many protocols) to construct min-
tradeoff functions according to Definition 2. In addition to having valid min-tradeoff functions,
we would like to find the best possible min-tradeoff function that can produce as tight key rates
as possible for each signal block size when it is used in the EAT. In general, the construction of
tight min-tradeoff functions is difficult. The difficulty arises from the non-trivial behavior of the
conditional von Neumann entropy of the output state of a map (in this case the EAT channel)
as a function of the resulting observations. We note that while for certain small-dimensional and
theoretically simple QKD protocols, it may be possible to determine the optimal min-tradeoff
function from uncertainty relations [16, Section 5.1], the analytic construction of min-tradeoff
functions for generic device-dependent protocols is less straightforward, and thus it warrants a
numerical method. This issue has also been recognized in the device-independent scenario and
been addressed with its own numerical method [26]. In this work, we address this issue in the
device-dependent setting and utilize additional structures of device-dependent QKD protocols.
In Section 6, we present two algorithms for numerically constructing (almost) tight min-tradeoff
functions in the case where one knows the structure of the EAT channels.

3.2.3 Challenge 2: guaranteeing Markov chain conditions

The Markov chain conditions [Eq. (8)] put strong restrictions on the maps M;’s that can be used
with the EAT theorem. Roughly speaking, it states that, from the point of view of the adversary
E, the process at round j does not leak information about the secret register(s) S; of previous
rounds ¢ < j. In typical device-independent protocols, this restriction on the output state is
in a sense trivially satisfied as all public announcements F;, such as measurement settings, are
independently seeded with random numbers. In other words, the probability distribution of
the announcement P; does not depend on the state sent by Eve. Formally, if {p} is the set of
public announcements in round ¢ and there are n rounds, then the Markov chain conditions
trivially hold if Pr[p|p;] = Pr[p] Vp; € D(Q:), Vi € [n], i.e., the distribution over announcements
is independent of the state being measured in each round.

However, one advantage of device-dependent QKD over device-independent QKD is its abil-
ity to have more complicated public announcement structures. One example is postselection on
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detection events in device-dependent QKD. Postselection implicitly requires an announcement.
However, since the probability of a detection event depends on the state sent by Eve, the public
announcement is not based on independently seeded randomness. A simple argument shows
that this is potentially problematic, as it can lead to a violation of the Markov chain conditions,
even when the EAT channels act on independent systems. This happens when Eve prepares
a pure state |¢>QTE = |77[)>Q,1I ® [¢') i, entangled between different rounds but not with her
quantum memory. In that case, there can be correlations between announcements in one round
and the private key register in another round. This could potentially prevent us from applying
the EAT even if Eve could only learn from the public announcement. We therefore prove in
Section A that the following condition (Definition 3) still guarantees the Markov conditions
hold for Eve’s optimal attack, which is sufficient for applying the EAT (Theorem 1). We state
this result below as Theorem 2.

Definition 3. Given some quantum-to-classical CPTP map W : Q — SP which can be fully
specified by a POVM {M,, : s € S, p € P}, we say that the variable P is weakly dependent
(on the input state) when there exists a decomposition of the input space Q into a direct sum of
orthogonal subspaces V| i.e., Q = D, VA, such that

(a) the channel W is block diagonal along V*: i.c., its POVM elements are of the form
Mgy = @)\MS(;\) with M§2) € L(VA) acting on V?;

(b) the probability of an announcement P is the same for all states in a given subspace V:
i.e., there exist constants c, \’s such that

Prp(plpa) = cpx,  for all py € D(V?) (18)
where Prp(p|py) := Tr[Mppy] with My, =Y, M.

Note that (b) in the definition is equivalent to saying that for each A and p, M,S*) =
Dos MS(;,‘) = ¢ 1yx is proportional to the identity. This means that, equivalently, for any
o € Q, Prp(plo) = ¢, ) Tr[IlyoIl,], where IIy is the projector onto the subspace, i.e. the
announcement only depends on a constant and the weight of the state on the subspace, which
makes it ‘weakly’ dependent on the state. For intuition, this is distinct from independently
randomly seeded announcements where each announcement has POVM elements of the form
M, = ¢, 1¢g, which results in the announcement being independent on the state all together.
Note the independently randomly seeded case trivially satisfies Definition 3, and so it is a
(strictly) special case of weakly dependent announcements.

Here we state that the advantage of weakly dependent announcements is that they guarantee
the EAT may be applied.

Theorem 2. If the announcements P; of the CPTP maps MZ : Q; — S;PX; are weakly
dependent, then the result of Theorem 1 may be applied to prove security.

We give a physical intuition why this theorem would hold and defer the proof to Section A.
The POVM being of the block-diagonal form in Definition 3 means the subspace information
is knowable to Eve. This is because without loss of generality, Eve should send such block-
diagonal states and so she knows the information by implementing a quantum nondemolition
(QND) measurement that determines the subspace which she then stores in a secondary register.
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Indeed, this idea of Eve having an extra register with the subspace information is how this is
proven in Section A. We note equivalently that Eve’s purification of such a block-diagonal
state includes the subspace information and so it is knowable to Eve from the perspective of
purification as well.

4 The Quantum Key Distribution Protocol

In this section we present the class of entanglement-based (EB) QKD protocols for which we
prove security. At a high level, there are three related protocols: the QKD protocol for physical
implementations (Protocol 1), its equivalent virtual QKD protocol (Protocol 2) for security
proof purposes, and the (also virtual) Entropy Accumulation subprotocol (Protocol 3), referred
to as the EAT subprotocol, to which we apply the EAT to derive a desired entropic bound. The
virtual QKD protocol requires certain properties so that the EAT subprotocol can be applied
to its analysis. Of particular importance is that the virtual QKD protocol can be thought of as
acting sequentially, i.e. the signals are processed round by round, and that the announcements
satisfy the Markov chain conditions in Eq. (8). The necessary properties of the virtual QKD
protocol impose necessary structures on the physical implementation of the protocol so that
it is equivalent to the virtual QKD protocol, where equivalence is in terms of the (quantum)
random variables generated as this is what both the EAT and the security proof more generally
consider.

4.1 Physical and virtual protocol description

In this section, we present the physical QKD protocol followed by the virtual QKD protocol to
which it is equivalent.

Protocol 1 Physical Device-Dependent Quantum Key Distribution Protocol
Inputs:

{MA},,{MB}, Alice and Bob’s measurement devices (POVMs)

K Subset of Alice and Bob’s public announcements to be kept during sifting
n e Ny Number of rounds
v € (0,1] Probability of testing
Q Set of acceptable frequency distributions over X
Protocol:

For i € [n], do Steps 1 to 4:

1. State Transmission: A source (that may be under Eve’s control) distributes a state
pQ, between Alice and Bob.

2. Measurements: Alice and Bob implement their local POVMs {M2},, {MP}; to
measure their respective halves of the state and record their outcomes.

3. Data Partition: Alice partitions her data into (data that will eventually be) public glz
and (data that will stay) private A4;. Likewise, Bob partitions his data into public B;
and private B;.

4. Testing Designation: Alice randomly chooses T; € {0,1} according to Pr(T; = 1) = ~.
5. Announcements: Alice and Bob announce their public data fT{L and E’f, respectively.

Alice then announces T7'. For all ¢ € [n] such that T; = 1, Alice announces A;.
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6. Parameter Estimation: For all i € [n], Bob computes X7 according to
X; = t(A;, B, A;, B;) if T; = 1 and X; =1 otherwise, where t is a deterministic function.
Alice and Bob abort the protocol if freq(X7]') ¢ Q.

7. General Sifting: If (4;, B;, T;) € K€ x {0}, Alice sets the 4; =1, where K€ is the
complement of K.

8. Key Map: If (/L,EZ,Tl) € K x {0}, Alice updates A; := fKM(Zi,ﬁi,Ei) where [ is
the key map. This subset of rounds may be denoted as the register Z, Alice’s raw key.

9. Error Correction & Detection: Using an error correction scheme, Alice and Bob
communicate for Bob to construct his guess of Alice’s raw key, Z. He then uses a
2-universal hash function to send a hash of his guess to Alice. This detects if the
correction worked. If it did not, they abort. Otherwise, they continue.

10. Privacy Amplification: Using a family of 2-universal hash functions, Alice and Bob
perform privacy amplification to achieve the desired secrecy.

A few remarks are necessary. First, we have implicitly required that the announcement structure
of the protocol be round by round. This announcement structure is necessary to move to our
virtual protocol as we need a protocol that is sequential for the majority of the steps. Second,
we have required no announcements be made until all of the measurement data have been
obtained. This is important as it avoids Eve altering her actions depending on announcements.
This requirement makes the protocol equivalent to the one where Eve distributes the whole
n-round state (for which she may hold a purification) at the beginning and then only gains
additional information via Alice’s and Bob’s announcements. The latter will be the necessary
structure for the virtual protocol. Third, we have required the function ¢ in Step 6 to be
deterministic. This is a condition needed to apply the Entropy Accumulation Theorem [see
Eq. (6)], but it does not seem limiting for standard protocols.

We note that requiring the testing be done round by round specifically differs from standard
practice in device-dependent QKD security proofs [13] which perform fixed-length parameter
estimation. Fixed-length parameter estimation is when, before the protocol is executed, it is
decided that m of the n signals will be used for parameter estimation. Then, rather than having
Steps 4 and 6 of Protocol 1, the protocol would include Alice uniformly choosing a bit string
from the set of bit strings of length n and Hamming weight m which determines which rounds
to test. This is not necessarily a large gap if one considers testing probability v such that
vn = m, as a Bernoulli variable converges to its mean quickly. However, for rigor, after proving
the security of Protocol 2, which is equivalent to the security of Protocol 1, in Section 5.2.1,
we present how to convert statements of security on this probabilistic round-by-round testing
protocol to statements of security on the fixed length testing protocol without introducing any
looseness.

Lastly, we note that we need the extra assumption beyond being round by round that the
announcements satisfy the Markov conditions. More technically, the announcement structure
will have to be such that the virtual QKD protocol would satisfy the Markov chain conditions
in Eq. (8) in the case that Alice did not announce her fine-grained data A; when the round i
is a testing round, i.e., T; = 1. Since Alice does announce her fine-grained data during testing
rounds, we stress why this works preemptively. If Alice’s fine-grained data A; is announced
publicly, it could threaten the Markov chain conditions by leaking too much information if Eve
sends states that are correlated across rounds. However, this fine-grained data is needed by Bob
to compute X; on testing rounds, so we require Alice to announce this data. We therefore need
a way to address this. In the security proof, we start with the conditional entropy of Alice’s raw
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key which, among other registers, is conditioned on Eve knowing the fine-grained data Alice
announces during testing rounds. By applying entropic chain rules, we are able to convert to
a conditional entropy term corresponding to the case in which Alice kept all fine-grained data
private. In this case, the Markov conditions hold by restrictions on the announcement structure
we require. The final technical issue is that physically X; needs to be computed using A; and
B;. Tt follows that if neither party has both registers, there is no physical process to compute
X;. However, this is not an issue as the EAT subprotocol is virtual (that is, there is no need to
implement this protocol in practice) and only needs to generate the same (quantum) random
variables as the real process. Therefore we construct a sequence of protocols where the security
claim on the physical protocol holds by the equivalence to the security of the virtual protocol
whose security relies on a virtual EAT subprotocol. We also note for intuition that there is a
penalty to the key rate by announcing the A; in the aforementioned chain rules, which is not a
part of the virtual EAT subprotocol. We discuss the specific assumptions on the announcement
structure to guarantee the Markov chain conditions hold in Section 4.2 after presenting the
virtual QKD protocol.

We now present the virtual QKD protocol. Given the discussion above, we note that the
difference from the physical QKD protocol is that announcements, sifting, generation of the test
round data (but not aborting based on the test data), and the key map are all implemented
round by round. Beyond this conversion of many steps to being performed sequentially, the
virtual QKD protocol is the same as the physical one. This is what will allow the protocols to
be equivalent.

Protocol 2 Virtual Device-Dependent Quantum Key Distribution Protocol
Inputs:

{M2Y,, {MPY}, Alice and Bob’s measurement devices (POVMs)

K Subset of Alice and Bob’s public announcements to be kept during sifting
n € Ny Number of rounds
v € (0,1] Probability of testing
Q Set of acceptable frequency distributions over X
Protocol:

0. State Transmission: Eve distributes the n states, which may be entangled in an
arbitrary manner, such that the total state is of the form pgnrp.

For i € [n], do Steps 1 to 6:

1.  Measurements: Alice and Bob implement their local POVMs {MA},, {MP1; to
measure their respective halves of the state and record their outcomes.

2. Data Partition and Announcement: Alice partitions her data into public AZ and
private A;. Likewise, Bob partitions his data into public B; and private B;. Then
they announce their public data.

Testing Designation: Alice randomly chooses T; € {0, 1} according to Pr(7; = 1) = ~.

General Sifting: If (A4;, B;, T;) € K€ x {0}, Alice sets the 4; =1. Denote
S={icn: (& B.T) € K x {0})

so that As denotes the registers of discarded rounds.

5. Key Map: If (Z,,R,TZ) € K x {0}, Alice updates A; := fKM(Zi,ﬁi,Ei) where [
is the key map. This subset of rounds may be denoted as the register Z, Alice’s raw
key.
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6. Statistical Tests:

e If T; = 1, Alice announces A4; publicly. Using this, Bob generates X; using a
deterministic function ¢ such that X; = t(4;, B;, A;, B;).

e If T; =0, Bob sets X; =1.

Denote 7 = {i € [n] : T; = 1}. Then the registers Alice announces are Ar.
7. Parameter Estimation: Alice and Bob abort the protocol if freq(X[") & Q.

8. Error Correction and Parameter Estimation: Do Steps 9 and 10 of Protocol 1.

We note that both Protocols 1 and 2 assume Alice establishes the key. However, if Bob
were to establish the key, this merely switches the roles of Alice and Bob in Protocol 1 and
Protocol 2. Thus, this setting is not a restriction. Furthermore, we emphasize we still require
that testing be determined in a round-by-round manner as the EAT is an i.i.d. reduction for
sequential processes, which was discussed earlier.

The only remaining assumption to make explicit is the ability to guarantee the Markov chain
conditions hold from the announcement structure.

4.2 Assumptions on public announcements

To verify the applicability of the EAT for a given protocol, we need to verify that the conditions
from Theorem 2 are satisfied. This puts some restrictions on the type of protocols that can
be included in our security proof and more specifically on the type of announcements and
postselection that we can do.

Theorem 2 says that the partitioned announcements can have some dependence on the
state, but only in a limited way. It can only depend on the subspace V* in which the state
lies. The underlying reason for this is that for block diagonal measurements, we can assume
without loss of generality that Eve sends a state pgrp where each state in register @); is block
diagonal and so she already holds that information in her purification. We therefore do not give
her new information about the state by leaking A; and B;. Recall that announcements being
independent of the input state is a particular case of this setting as explained in Section 3.2.3.

To summarize, we make the following assumption throughout this work, which guarantees we
can apply Theorem 1 by Theorem 2 so long as we guarantee the conditions stated in Definition
3 are satisfied.

Assumption 1. The measurements and subsequent announcement structure of Alice and Bob
guarantee that the partitioned data A;’s and B;’s are weakly dependent (Definition 3).

Example (optical discrete-variable protocols): The generalization from independently
seeded announcements to weakly dependent announcements is crucial in the case of discrete-
variable protocols. In those protocols, we typically perform postselection in the case of loss to
remove the no-detection events from the raw data. However, postselection implies that each
party needs to publicly announce if they have a detection or not (in addition to announcing the
basis choice for protocols like BB84). This announcement is potentially problematic because
the detection probability depends on the state; i.e., states with more photons have a higher
probability of being detected. However, we can use the fact that the measurements by single-
photon detectors commute with the total photon number operators N. In other words, Alice’s
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(or Bob’s) optical space can be decomposed in subspaces, each of which has a given total photon
number n, (or ny), as Qa = oo Vi (or Qp = Dpe_oVp"), and the measurement device’s
POVM elements are block diagonal along the subspaces Vi (or V).

Let’s take BB84 as an example. Assuming that the basis choice is independently seeded,
we only need to verify that the probability of a detection is the same for all states with the
given basis choice x and the same total photon number N4 = n,. That is, for each total photon
number n, and basis choice z, there exists some constant c, ,, such that the probability of
detection conditioned on sending a state from the basis « in the subspace V' is

Pr(detection |z, pp,) = ¢zn, , for all p,, € D(V?). (19)

Likewise, we have a similar requirement for Bob’s detectors. This requirement needs to hold
for both Alice’s and Bob’s detectors.

We remark that this property holds for the BB84 passive-detection setup using identical
(imperfect) single-photon detectors (See Section 7.4).

Remark 3. As mentioned in the introduction, [25] uses the generalised EAT [24] to establish
security for prepare-and-measure protocols by assuming the protocol only has one signal in the
physical channel at at time, i.e. is truly a sequential protocol. The assumption in [25] is so that
they can satisfy the ‘no-signalling’ condition for the generalised EAT. In [24] it is shown how
the original EAT’s Markov chain conditions imply the ‘no-signalling’ condition. Thus, the set
of protocols we consider here all can also be covered by the generalised EAT too. However, as
explained in [25], the only advantage of the generalised EAT for device-dependent QKD is to
apply to prepare-and-measure protocols, which requires the truly sequential assumption, which
then does not include most of the protocols considered in Protocol 1. That is to say, our class
of entanglement-based protocols can be analysed by the generalised EAT, but this does not
seem to provide an advantage over the original EAT, and if one considers prepare-and-measure
protocols, our class of protocols is too general to be addressed by the generalised EAT.

4.2.1 Completeness of a QKD Protocol

A protocol that generates a secret key but always aborts on the honest implementation is not
practically useful. Completeness measures the probability the protocol will not abort on the
honest implementation.®

Definition 4. A QKD protocol is called 58KD—complete if the probability of aborting the entire

protocol is at most 58KD' Similarly, any subprotocol P is 6g—complete if that subprotocol aborts

with probability at most 51(5:.

Clearly one may bound the QKD protocol’s completeness 58KD via the union bound of the
completeness of each subprotocol as has been done previously, e.g. [39]. The completeness of
error correction is a function of the specific implementation, so we omit a discussion on this.
Therefore, the major concern is the completeness of parameter estimation. It is both intuitive
and well-known that as the set of accepted statistics increases, the probability of aborting the
protocol can only decrease for any input, but the key length is likely to also decrease. We provide
simple bounds for completeness that are relevant for any protocol that satisfies Protocol 2.

Proposition 3. Following the notation of Protocol 2, let ¢ = &£(p) be the state after the
honest preparation, p, and (possibly noisy) transmission channel £, which we assume to be

8This has also been referred to as robustness [13].
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memoryless between transmissions. Let p be the probability distribution of joint outcomes of
Alice and Bob’s measurements on ¢ in testing rounds. Let the set of accepted statistics be
Q:={fePX):|p— fll1 <&} where & € (0,1]. Then the completeness of the parameter
estimation subprotocol when egE satisfies the upper bound

12 log(m/ +1
epp < 2€Xp(—2m/(’y —7’)2) +exp<—m’ (21112 - |X|(m/)>> ’

where 4" < v and m’ := |y'n]. Moreover, this goes to zero as n goes to infinity.

Proof. First, for any fixed number of tests m, the probability of aborting, 5SE—m7 is bounded

as
12 1 1
8%Em§min{1,exp<—m <21n2 ypy Og(i;%— )))} ’

which is a straightforward implication of Pinsker’s inequality [40, Lemma 11.6.1] and the law
of large numbers via method of types [40, Theorem 11.2.1] as noted in [41]. Then we have

ebp = Y Pr[k test rounds] e§E| W
k'€[n]
< Pr[# of test rounds < m/| + EgE|m/

< Pr[fraction of rounds that are tests > v — '] + 5gE|h’nJ
<2 exp(—QL’/nL(’y - 7/)2) + €ngnJ ,

where the first inequality is choosing to group the probabilities by some m/, the second is
using m’ := +'n for some 7’ < 7, and the final equality Hoeffding’s inequality for independent
Bernoulli random variables. O

5 Security of Device-Dependent QKD from EAT

In this section we present the security of the considered QKD protocols (Protocol 1). We stress
that our security proof is for coherent attacks. Recall Protocol 1 does not assume anything
about the state distribution but guarantees announcements are after all measurements. It is
therefore equivalent to Protocol 2 where pgr g is an arbitrary state and announcements are made
round-by-round. Recall that for an i.i.d. collective attack,”’ one would assume pPQrE = US}% SO
that Eve sends n copies of the state o for which she holds a purification ogg to Alice and Bob.
However, we do not make this assumption here in the security proof.

5.1 Entropy rate of EAT process

As discussed previously, we aim to apply the EAT to analyze the virtual QKD protocol (Pro-
tocol 2) which is equivalent to the physical QKD protocol (Protocol 1) in terms of security.

9Collective attacks are usually defined (e.g. [3]) by assuming that Eve interacts with each signal with a
new ancillary state using the same unitary operation (which also includes mixed-unitary channels). Under this
definition, collective attacks and i.i.d. assumption can be treated as synonymous for many protocols (as long as
the protocol structure allows for the i.i.d. behavior). Some authors seem to generalize the definition to allow
time-dependent unitary operations to include, for example, channels with a slowly rotating reference frame. This
generalized definition would be non-i.i.d. collective attacks. For this reason, we use the terminology of i.i.d.
collective attacks to emphasize the i.i.d. assumption.
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However, we cannot directly use the EAT to analyze the virtual protocol. Specifically, the
QKD protocol only accumulates entropy'® until parameter estimation. As such, our interest is
in the entropy accumulated given some event passes, namely that parameter estimation passes.
Therefore, the security proof is broken into two parts. First, one proves the entropy accumula-
tion rate on a ‘subprotocol’ that is nearly (for technical reasons) equivalent to that of Steps 0
to 7 of Protocol 2. After this, one proves the security of the virtual protocol by relating it back
to the subprotocol. In this subsection, we present the EAT subprotocol (Protocol 3) and its
entropy accumulation rate. Then in the next subsection we present the secure key length of the
QKD protocol (Theorem 5). A similar proof for a device-independent QKD protocol was given
in [18]. However, that proof relied on a particular structure of the protocol which simplifies the
analysis but is not as general as the protocol we consider here. In particular, the parameter
estimation was done on the error corrected bit string instead of on the raw measurement results,
like we do here. This allows us to use all the available measurement information to bound the
key rate.

Protocol 3 Device-Dependent Entropy Accumulation Subprotocol

Inputs: Same as Protocol 2

Protocol: Run Steps 0 to 7 of Protocol 2, except in Steps 4 and 6, Bob assigns B; =1 (i.e. if
T; = 0, then B; =1), and in Step 6 Alice does not announce A; when T; = 1. Regardless,

X; = t(4;, By, A;, El) can be calculated the same as before.

It is worth noting that in principle the EAT does not rely on knowing all of the steps of
the protocol explicitly. It just requires the existence of EAT channels that output (quantum)
random variables that are the same as the real process. This is why we are not concerned
about X; being computed locally. Here we described the procedure per round largely the same
as in Protocol 2, because when we use our numerical algorithms to construct the min-tradeoff
function (Section 6), we use our knowledge of a way to implement the process to construct the
EAT channels explicitly. We also note for this reason, this protocol can handle QKD protocols
in which one party’s public announcement is conditioned upon the other, so long as one can
prove the resulting output random variables still satisfy the required Markov conditions.

With the protocol defined, we may use the EAT to bound the entropy accumulated. We
first state the relabeling from the registers used in the EAT statement in Section 3 and ones
used in Protocol 3:

S; +» A;B;
P, < A;BT,
X; & X;

Qi < A;B;
R, < R;
EFE< FE.

With these conversions, we state the sandwiched Rényi entropy rate of the entropy accumulation
subprotocol (Protocol 3).

Theorem 4. Consider the entropy accumulation protocol defined in Protocol 3 and assume the
Assumption 1 is satisfied. Let Q = {z} € X" : freq(z}) € Q} and p be the output of the

1071 the main text we consider the sandwiched Rényi entropy. In Section D we consider smooth min-entropy. In
both cases the main point is that some entropic quantity accumulates, so we just use entropy without a qualifier
to refer to both cases.
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protocol. Let h such that f(q) > h for all q € Q where f is the min-tradeoff function generated
by either Algorithm 1 or Algorithm 2. Then for any ega € (0, 1), either the protocol aborts with
probability greater than 1 — ega, or

E=ve o Dog a3 17Ky (20)

T AN BN An D
Hﬁ(AlBl |A711B?T1RE)P|Q >nh—n ) 6 1 EEA

where 5 € (1,2) by Theorem 1.
Proof. We simply check that everything we have done satisfies the requirements of EAT.

1. As we assume the protocol satisfies Assumption 1 which implies that Theorem 2 holds for
the protocol, the output state p satisfies the Markov conditions in Eq. (8).

2. By our definition of how we compute the test register X;, the testing map 7; is of the
form in Eq. (6) of Definition 1.

3. By our construction of the min-tradeoff function (Algorithm 1 or Algorithm 2), we have a
min-tradeoff function and the value A in the statement of the theorem above satisfies the
requirements to be h in the statement of Theorem 1.

Thus we have satisfied the requirements of the EAT and can apply it. O

Remark 4. The statement of Theorem 4 requires that either the EAT protocol aborts with a
probability greater than 1 — ega or else the entropy bound holds. In the language of Renner’s
PhD thesis [13], this theorem says either p is ega-securely filtered by the EAT protocol or the
entropy bound holds. This explains the replacement of the failure probability of parameter
estimation, which appeared in Renner’s original coherent-attack security proofs [13], with the
term ega in the statement of e-security.

5.2 Security of QKD protocol

We can now present the key length for a QKD protocol using the EAT without introducing any
smoothing. We note this depends on the construction of a max-tradeoff entropy accumulation
theorem for the sandwiched Rényi entropy Hg, which we provide in Section B.

Theorem 5. Consider any QKD protocol which follows Protocol 1 and satisfies Assumption 1.
Let €gec, ERC, Eace € (0,1] such that ace > €sec + €pc. Let h such that f(q) > h for all q € Q

where f is the min-tradeoff function generated by Algorithm 1 or Algorithm 2.

Let 5 € (1,2), 0 € (1/2,1) and a = %}‘fﬁé The QKD protocol is eacc-secure for key length
—1)In2
¢ <nh —leak.,, — n(ﬁ2)nV2 —n(B —1)*Kz — nylog|A x B
B35 & (21)
—l acc 1 sec 1
+ BrDa=9) og(e )+a71 0g(Esec) +

where

V = \Var(f) + 2 + log (2d} + 1)

1 . .
Ko—e__ —  9(f=1)(logds+Max(f)=Mins(f)) 1,3 (9logds+Max(f)—Mins(f) 2
A= 62— B)3n2 ' ( +¢)
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where A and B are the alphabets of private outcomes for Alice’s and Bob’s announcements
excluding the symbol L, respectively, ds = (| A|+1)(|B|+1), leak.y is the amount of information
leakage during the error correction step.

€EC

Proof. See Section B. O

Remark 5. In the proof of Theorem 5 in Section B there is another parameter, 1, to optimize
over. At the end of the proof, we make a natural choice for this parameter. As a result, the
parameter n is not stated in the above theorem.

Remark 6. While not necessary, it seems natural to set €,cc = €gc + €gec. As shown in the
proof of Theorem 5, the optimal choice of security parameters will always have €acc > €gc + Esec-
In principle, one has no control over the input states, so it is necessary to prove the security for
many states, which would require g, to be small. The scaling term of log(gacc) in the theorem
is small unless (3,d) is near (2,1), which is clearly suboptimal as the V and Kpg correction
terms increase linearly and exponentially in 3 respectively. Moreover, § is effectively free as
a € [1,1.5] always. As such, it is reasonable to set ey = €pc + €sec as this results in the
strongest security claim without changing egc, €sec and, one would expect, obtains similar key
rates assuming €,cc, €sec, EEC Were not originally significantly different orders.

Remark 7. As noted in Section 3, by specific choice of parameters in using the EAT, the
resulting bound on the entropy can scale as nh — O(y/n). As such, with suitable choices of 3
and 0, Theorem 5 gives the the key length that scales as £(n) < nh — leak.,, — O(y/n). If the
min-tradeoff function is chosen appropriately, the key rate will reach the asymptotic key rate
in the infinite-key limit.

5.2.1 Fixed number of test rounds

We have just proven the security of Protocol 1 by proving the security of Protocol 2 with the
help of entropy accumulation subprotocol (Protocol 3). However, traditionally device-dependent
QKD protocols use fixed-length testing instead of probabilistic round-by-round testing. This
leaves us with two options. First, the device-dependent QKD protocol could be altered to do
the parameter estimation round by round as is described in Protocol 2. In this case, one can
use the result of Theorem 5 directly. However, if one wishes to use Theorem 5 and apply it to
QKD protocols with fixed-length testing, one must connect the failure probability of Protocol 2
to the failure probability of the device-dependent QKD protocol actually implemented. Here
we state the relation between the two failure probabilities in the case that T; is an independent
Bernoulli random variable (e.g. determined by seeded randomness). This can then be used to
calculate secure key length using Theorem 5 for protocols with fixed-length testing as explained
beneath the following theorem. In Section C, we present the derivation of this result. We note
that, given the proof method, this result is exact rather than a bound.

Theorem 6. Let Pglng € D(QVYE) be the input to the protocol. Let p°“ denote the output

of Protocol 1 but with fixed-length parameter estimation on the input state ngnE. Let p%
1

denote the output of the EAT protocol where for each round the probability of testing is y. Let

Q be the event of not aborting on parameter estimation, which to be the same in both protocols,

can only accept when there are m tests. Then pR4,[Q] = 27" (") p°[Q)]. Furthermore,

p“’;{t = p‘g‘ﬁT‘Q. (See Section 2.1 to recall notation.)
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Proof. See Section C. O

In proving security, one wishes to consider the set of inputs p which will be accepted
except with probability € in the testing. In EAT this probability is ega and in fixed-length
testing we will say this is epg. That is, one would like to consider the set of p such that
Q)] > ega (resp. epg). The above theorem tells us how the set of p'® that satisfy these
conditions changes when going between the considered fixed-length setting and probabilistic
round-by-round testing. In other words, if one wishes to consider a protocol with a fixed-length
testing that considers all input states that are not epg-filtered, it suffices to calculate the secure
key length of the EAT with ega = 27" (")epg. As Theorem 6 is tight, this completely closes
the gap in this setting. Note, however, that this approach does make the second-order term
in Theorem 5 scale closer to that of the first-order term. That is, considering that log(£p[€2])

is replaced with log(éega) in applying Theorem 1 for Theorem 4, we see log(Zp%4,[Q]) >
2

log(éepr) + log(\/eﬂ\/y(l — y)n), as is shown in Section C.!'! This means that the correction

term scales as O(y/nlog(y/n)) rather than O(y/n), which may suggest this is not the ideal way
to merge fixed-length testing and the ideas from EAT.

6 Construction of (Near-)Optimal Min-Tradeoff Functions

The QKD key rates obtained by the EAT method crucially depend on the choice of min-
tradeoff function. For any given block size, it is desirable to choose the min-tradeoff function
that maximizes the key rate among all valid min-tradeoff functions. In the infinite-key limit, we
would like to choose a min-tradeoff function such that the key rate obtained by the EAT method
reproduces the expected asymptotic key rate. We also would like to make our method as general
as possible so that it can be applied to a large family of protocols. Our framework can be used
whenever the EAT maps have the specific tensor product form as explained in Section 3.2. Our
first approach is to use the numerical framework for asymptotic QKD rate calculation [28] to
construct min-tradeoff functions (via a similar two-step procedure). As will be explained in
depth later, the important observation here is that the dual problem of the linearization of the
original optimization problem gives us the desired min-tradeoff functions. The linearization is a
semidefinite program (SDP) and thus its dual problem can be efficiently solved. This method is
conceptually simple and can give us a family of valid min-tradeoff functions. We then optimize
the choice of min-tradeoff functions when we evaluate the key rate in the finite-key regime using
this algorithm. On the other hand, the generation of each individual min-tradeoff function by
this approach takes into account only the first-order information in the key rate expression. It
is typically the case that the min-tradeoff function that gives the highest first-order term does
not give the optimal finite-key rate when lower-order terms are included. This motivates us to
derive the second algorithm that also considers the second-order terms. With the aid of Fenchel
duality, we show that the second algorithm can also be written in terms of convex optimization.

As a starting point, we review the asymptotic key rate optimization formulation in [28]. We
present our first algorithm that utilizes the essential idea of [28] in Section 6.2 and then discuss
the second algorithm in Section 6.3.

10One may verify this is the appropriate direction of bound as we are interested in the § term of Theorem 5,
and if y > x, then nf — /1 — 2 —y > nf — /1 — z — x, so the bound on the key length has only decreased.

23



6.1 Review of asymptotic key rate optimization

To construct min-tradeoff functions, we establish the intimate relation that exists between the
problem of generating a good min-tradeoff function for a given protocol and the problem of
computing asymptotic key rates in QKD. It is shown [28, 42] that the latter problem can be
rewritten as a convex optimization problem. The main idea is that, given a map MVZ Qi —
S;P;X; (from an input quantum system to the key, public announcement and testing registers),
the function r(q) gives the worst-case conditional entropy compatible with the given statistics
q. Explicitly, it is the result of the following convex optimization problem:

T'so(qg) = minimize W (pgr)

PQR
subject to Tr[pgM,] = q(z) (22)
PQR 20
where the objective function
Wipqr) = H(SIPiR) 57 o o (23)

is defined as the conditional entropy of the state obtained by applying the map M, ®T R to
the state pgr which is a purification of pg, and the constraints come from the POVM elements
M, = Esvp:t(s,p):x My, associated to the map Trg,p, oﬂi. Here we use register R to refer to
Eve’s register in a single round as depicted in Figure 1. The objective function can be written
in terms of these POVM elements and without needing to optimize over the R register directly
as Proposition 1 shows.

Proposition 1. Let {Mj), : s,p} be Alice and Bob’s joint POVM which is regrouped according
to the public information p and the value of the final key s. Let M, = > M,. Then for

p € D(Q),

W(pgr) =Y _ H (Ksp(pq)) = D H (Kp(pq)) (24)

where Kgp(p) 1= KsppKéTp with Kgp = /Mgy, and Kp(p) := KppK}]; with K, = \/M,. We note
the subscripts highlight that the optimization does not depend on the R register.

Proof. See Section E. O

To solve the convex optimization problem in Eq. (22), numerical algorithms typically require
the gradient information of the objective function. The gradient of W for p > 0 is given as

VIV (p) = = 3" K, (log Koplp)) + 3 Kf (log () ). (25)

where ICzp denotes the adjoint map of Ky, and can be written as Klp(p) =K gppK sp- Similarly,
ICIT, is the adjoint map of K,. When p is singular, this gradient is not well-defined. We can use
the same perturbation technique used in [28] for the quantum relative entropy formulation to
define the gradient for every p > 0. In particular, we denote the depolarizing channel with a
depolarizing probability p by D), which is defined as

Dyo) = (1~ )+ P Tr(p) g (26)
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where d is the dimension of the Hilbert space relevant for p. We denote the perturbed version
of the objective function as W,(p) with a perturbation e, which is defined as

Welp) = 3 H (Kip(0) = D2 H (K5(0)) (27)

where ICgp = D o Ky, and IC; = D, o Kp. In Section E, we also discuss the continuity of our
objective function under this small perturbation. In particular, we have

(W (p) = We(p)| < me with  ne = (|S] +1)|Ple(d — 1) log - (28)

4
(d—1)’
where |S| and |P| denote the size of alphabets for S; and P;, respectively.

6.2 An algorithm derived from the asymptotic numerical optimization

Algorithm 1 for finding a min-tradeoff function has the same spirit as the algorithm for finding
the asymptotic key rate in Ref. [28]. We prove it provides a valid min-tradeoff function in
Proposition 2. In Proposition 3, we show that each construction of min-tradeoff function gives
us tight asymptotic key rate for the observed statistics gg that we use in the construction.

Algorithm 1 Algorithm for constructing the min-tradeoff functions based on the asymptotic
key rate method

Inputs:
Qo A given probability distribution in P(X)
{M, :x € X} Bipartite POVM used for testing
Output:
y* A vector in RI*! which defines a min-tradeoff function by f.(q) := (q,y*) — 7.
Algorithm:

1. Consider the convex optimization 7¢(qo) := min ey, (go) We(p) with the true optimal
solution p°P*. Solve the optimization (e.g. by Frank-Wolfe algorithm) and obtain a
near-optimal solution p? with the perturbation error € € (0,1/(e(d — 1))] determined by
the algorithm.

2. Let W!n(p) := W (pf) + Te[VW(p?) - (p — p¥)] be the linearization of the function W, at
the point p?. It can be equivalently written as
Wl (p) = Tr[Ocp]  with  Oc:= (We(pf) = Tr [VWe(pl) - p2]) L+VWe(p?).  (29)
Since We(p) is a convex function in p, we know that Whn(p) < We(p), Vp, and
Wt (pf) = We(p?)-
3. Consider the SDP min,cy; (g W (p) whose dual SDP is given by

max (go,y) subject to Z y(z)M, < O, y € R (30)
reX

Solve the dual program and obtain an optimal solution y*.

4. Construct the min-tradeoff function by fc(q) := (g, y*) — 7.
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Remark 8. Note that the first term of O in Eq. (29) always vanishes, i.e., W (p})—Tr [VW,(p})-
pf] = 0 for any p¥. This can be shown by expanding the definitions.

Remark 9 (Strong duality for SDP in Eq. (30)). Let Apnin be the smallest eigenvalue of O..
It follows that (Apmin — 1)1 < O.. Since >, My = 1, (Amin — L, Amin — 1,-++ , Amin — 1) is a
strictly feasible solution for Eq. (30). As long as ¥;(qo) is non-empty, the Slater’s condition
is satisfied [43, Theorem 1.18]. Thus, the strong duality holds for the SDP in Eq. (30). This
means that the dual problem in Eq. (30) gives the same optimal value as the primal problem
which is min,es;, (q) W (p).

Remark 10. Note that the min-tradeoff function constructed by Algorithm 1 depends on the
input choice of gy € P(X). In the end we need to optimize over gy to get the best key rate
(similar to [18, Eq. (32)]).

In the following we show that the function constructed in Algorithm 1 is indeed a valid
min-tradeoff function.

Proposition 2 (Correctness). Let € € (0,1/(e(d — 1))] and assume that Y, y*(i)I'; < O is
satisfied. Then fe constructed from Algorithm 1 is a valid min-tradeoff function.

Proof. To check whether f, is a valid min-tradeoff function, according to Definition 2, one needs
to check that f. is an affine function and it satisfies Eq. (9). It is clear that fe is a real-valued
affine function by construction. It remains to check Eq. (9). For any q € P(X) and any
p € Xi(q), it holds

fel@) = (q,y*) —ne = Z y*(i)q(i) — 7 (31)
= 3y () T (32)

= Tr ( Zy*(i)l‘i)p} — 7 (33)

< TT[OGP] — Ne (34)
= W™ (p) — e (35)
< We(p) — ne (36)
< W(p), (37)

where the second line follows by the assumption that p € ¥X;(q), the third line follows by the
linearity of trace, the fourth line follows by the assumption that y* satisfying the constraint
Yy (i) < O, the fifth line follows by definition of Wehn, the sixth line follows as W is a
convex function and W! is a linearization of W, and the last line follows by the continuity
bound in Eq. (28). Minimizing over all p € ¥;(q), we have

fe(@) <r(q) := min W(p). (38)
PESi(q)
As this holds for any q € P(X), we conclude that f. is a valid min-tradeoff function. O

Proposition 3 (Tightness). Let € € (0,1/(e(d' —1))] and assume that ¥;(qo) is non-empty and
the first step of Algorithm 1 is solved exactly, i.e., pf = p°Pt. Then lim o+ fe(qo) = 7(qo).
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Proof. Since p} is the minimizer of W, over the convex set X;(qo), by [28, Lemma 2 and
Eq. (86), equivalently Eq. (95)], we know that min,cx;(go) Tr[VWe(p}) - (p — pf)] = 0. Thus
min s, (qo) Wi (p) = We(p?) = re(qo). Moreover, since ¥(qo) is non-empty, by Remark 9 the
strong duality of Eq. (30) holds. Then we have fe(qo) + 7 = (qo, y*) = min ey, (q) W (p) =

re(qo). This implies lim. o+ fe(qo) = lim,_,o+ 7¢(go) = 7(qo). O

6.3 An alternative algorithm that uses second-order information

To apply Algorithm 1 in the finite-key rate calculation, we need to optimize the choice of min-
tradeoff functions by heuristically picking different starting points. As such, while the previous
algorithm will reproduce the asymptotic key rate in the infinite-key limit, it may behave poorly
in the small block-size regime if the optimization over the starting point gg is not done properly.
This limitation motivates us to design a new algorithm that considers the effect of the choice
of min-tradeoff function on second-order correction terms when constructing the min-tradeoff
function. While ideally we would look at the key length expression in Theorem 5 and collect
all terms that depend on the choice of min-tradeoff function f for our new objective function,
this would involve an additional optimization over the choices of 8 and §. This is because the
terms V' and K3 depend on both the min-tradeoff function f and the choice of 3, and there
are constant terms that depend on both § and §. In principle, one could optimize the min-
tradeoff function f and two parameters § and § simultaneously to obtain the best possible key
rate. However, because such a joint optimization is challenging, we choose to consider a simpler
scenario that we now explain.

As we will claim the Rényi entropy key length obtains better key lengths than the smooth
min-entropy key length, we build an algorithm that should behave best for the smooth min-
entropy key length, Theorem 15 [see Eq. (109)], which already has one fewer free parameters
than in Theorem 5. To simplify further, we follow [17] in fixing a specific choice of « that leads
to a simplified statement of the EAT [17, Theorem V.2, Eq. (28)]. Again using the fact that
S; is classical, and dividing relevant terms by the number of signals, n, we have the following
candidate for the objective function to use to to generate a near-optimal min-tradeoff function:

£) = Flan) = =el) = ¢ 0). (39)

where ¢(f) and ¢/(f) are defined as

e(f) = \/2m(2)[log (2% + 1) + /2 + Var(f)] /1 — 2log(20[02)),

J(f) = 35[1 — 2log(p[S2])] olog(ds)+Max(f)~Ming(£) 1,3 (210gdS+Max(f)—Ming(f) n 62)_

log(2d% + 1) + /2 + Var([)]?
(40)

For a general min-tradeoff function f, Var(f) can be upper bounded by a function of Max(f)
and Min(f) as

Var(f) < 1[Max(f) ~ Min(f)}" (41)

We note that in the application of EAT to security proofs of QKD protocols (see Theorem 15),
one replaces p[Q] by eacc and uses £/4 in the place of . We also note while the term ¢/(f) has a
complicated dependence on the min-tradeoff function f, its contribution to the key rate is much
smaller than the first two terms of Eq. (39) due to the 1/n dependence. Therefore, for simplicity
of our method, we ignore the ¢/(f) term in our objective function for the purpose of constructing
min-tradeoff function. We make another simplification in the ¢(f) term by dropping the term
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related to log(2d% + 1) since it does not depend on the min-tradeoff function. With all these
simplifications, we would like to consider the following objective function:

L(f) = f(qo) — \/2111 \/1—210g(8acce/4)\/2+ [Max(f) — Min(f)]?
(42)

- %\/111(2)\/1 - 210g(5acce/4)\/1 + g[Max(f) — Min(f)]2.

Since a min-tradeoff function f can be fully specified by a vector f, it is the case that Max(f) =
max(f) := max, f(x) and similarly, Min(f) = min(f) := min, f(z) (see Eq. (14) for defini-
tions). This leads to the following optimization problem

max}mize fq— co\/l + 2 [max(f) — min(f)]?
43
subject to Zf ) Tr(pMz) < W(p) Vp € D(Q;), (43)

where ¢, ¢; are two constants to be set for generality, and {M,} is the POVM used for testing.
In particular, the set of values, co = 2vIn2/1 — 2log(cacce/4)//N,c1 = ﬁ, correspond to
the optimization of Eq. (42). We emphasize that in deriving this simplified expression, we have
made a heuristic choice. As we will show later, any vector f returned by this optimization gives a
valid min-tradeoff function. This means that our heuristic choice does not affect the correctness
of a min-tradeoff function. However, it might give sub-optimal min-tradeoff functions that lead
to looser key rates. We note that it is possible to make further improvements, particularly for
optimizing the min-tradeoff function for Theorem 5.

The reason that we introduce two constants cy and c; is to make our algorithm general
enough to allow the construction of crossover min-tradeoff function (which is defined later in
Definition 6) as well as the normal min-tradeoff function in the statements of EAT. If our
algorithm is used to find a crossover min-tradeoff function g, which can be used to reconstruct
a min-tradeoff function f by Egs. (52) and (53), then Var(f) is upper bounded by = [I\/Iax( ) —
Min(g)]? according to Eq. (57). Moreover, g(q') = f(q) for every q € P(X), where q is
renormalized after removing the position corresponding to the | symbol from q. Thus, it is
the case that the problem for finding a crossover min-tradeoff function still has the form of
Eq. (43). For crossover min-tradeoff functions, these two constants take the following values:
co = 2vIn2\/1 — 2log(cacce/4) /\/1, c1 = 1/3/27.

The optimization problem in Eq. (43) has an infinite number of constraints that we cannot
really handle since the constraint needs to be held for every density operator. However, we can
use the Fenchel duality (see Section F.2) to show it is the dual problem of some primal problem
that we can actually solve. Let {M, : x € X'} denote the relevant bipartite POVM of a protocol.
Section F.3 presents a detailed derivation of the primal-dual problem relation including strong
duality. The primal problem corresponding to Eq. (43) is

minimize W (p \/ {ZS } (4¢2)

23
subject to  Tr(p) =1
— &(x) < Tr(pMz) — qo(x) < &(2) (44)

ZE(:C) < 2¢pcy

p>0, ¢cRY.
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We note that the primal problem in Eq. (44) is very similar to the primal problem in the
asymptotic case in Eq. (22), but the difference is that the state p is not required to reproduce the
statistics go exactly. Instead there is a penalty term in the objective function when Tr[pM,] #
go(x) and the additional constraint ensures that the penalty term is well-defined. We also note
that one may need to use the perturbed version of W. The same perturbation procedure used
for Algorithm 1 is applicable here for the function W. For simplicity of the presentation, we
ignore the perturbation here.

To solve the primal problem in Eq. (44), it is often useful to use the gradient information.
As the gradient of W (p) is already discussed in the previous algorithm (including necessary

2
perturbation), we just write the derivative of \/c% - [Zj f(j)} /(4c?) with respect to £(k) here
as

0 9 )2 1 1 ,
YA R Zf(]) /(4c}) = — 22 - ZE(]) . (45)
agac)J (X&) i 1[5, €0)P/ )
We can follow a similar two-step procedure as in [28] to solve the primal problem in Eq. (44).
In the first step, we try to obtain a near-optimal solution p* and in the second step, we solve the
dual problem of the linearization of the objective function at the point p*. The dual problem
of the linearization at a point p* € D(Q;) is

max}mize f-q — co\/l + 3 [max(f) — min(f)]2

(46)

subject to Zf(m)Mx < VW (p*) .

x
We rewrite this problem as an SDP by introducing slack variables u, v, t:
- Can — ¢
masmise 1 @

subject to Z fx)M, < VW (p*)

: (47)

vl < f <uwul
t—co cocr(u — v) >0,
coct(u —v) t+ co -

We now present our second algorithm for constructing min-tradeoff function in Algorithm 2.

Algorithm 2 The second algorithm for constructing min-tradeoff functions
Inputs:

qo A given probability distribution in P(X)
co, C1 Two constants related to the EAT correction terms
{M, :x € X} Bipartite POVM used for testing
Output:
y* A vector in RI¥l which defines a min-tradeoff function by f(q) := (g, y*).

Algorithm:

1. Use either the Frank-Wolfe method or an interior-point method to solve Eq. (44) and
obtain a nearly optimal solution p*.

2. Solve the dual SDP problem of the linearization at the point p* in Eq. (47) to obtain
y =1
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Our next task is to show that Algorithm 2 constructs a valid min-tradeoff function.

Proposition 4 (Correctness). Assuming that >, f(x)M, < VW (p*) is satisfied, the min-
tradeoff function f constructed from f = y* returned by Algorithm 2 is a valid min-tradeoff
function.

Proof. From the assumption ), f(z)M, < VW (p*), it follows that for any p € D(Q;),

> f(@) Tr(pM,) < Te(pVW (p¥)) < W(p), (48)

where the last inequality follows from the linearization of the function W at the point p* since W
is a convex function. We note that this is exactly the condition for a valid min-tradeoff function
since the left-hand side is the min-tradeoff function evaluated at the statistics produced by
a state p and the right-hand side is the conditional entropy evaluated at the state p. As this
inequality is true for any state, it follows that f(q) < min,cyx,(q) H(Si|P;R), for every g € P(X)
such that ¥;(q) # (0. We also note that if ¥;(g) = (), the minimum on the right-hand side of
Eq. (9) is defined as oo [16] so that f(q) < min,cx,q) H(Si|PR), = oo is still satisfied in this
case. O

Remark 11. Due to the numerical precision of any solver, > f(x)M, < VIW(p*) may not be
exactly satisfied. In implementation, we relax this constraint by >, f(z)M, +e1 < VW (p*)
for some small € that is slightly larger than the solver precision. By doing so, we make the value
f(q) smaller than it could be if there were no numerical precision issue. Thus, the correctness
is guaranteed even when one takes into account of the numerical precision.

Remark 12. By taking into account some second-order correction terms in the objective func-
tion, as we will see later, Algorithm 2 can produce similar or better key rates than Algorithm 1
without optimizing the initial choice of gy € P(X'), which can save computational time. More-
over, it is also possible to optimize the choice of gy with this algorithm and choose the best
one among all selected choices of qo. In addition, as we mentioned previously, this algorithm
can be further improved since we made several simplifications and ignored some second-order
correction terms. While it is possible to do so, adding back more terms will definitely make the
optimization problem more complicated and thus a more sophisticated problem formulation is
potentially needed. We leave any potential improvement for a future work.

6.4 Crossover min-tradeoff function

In practice, the number of testing rounds is typically chosen to be a small fraction of the total
signals sent in the QKD protocol. When the number of test rounds becomes sufficiently smaller
than the total number of signals, the original version of the EAT (Proposition 8) is generally
dominated by the second-order term because it scales inversely with the testing probability
7. A solution for this issue is given in Ref. [17], where authors of [17] present the ‘crossover
min-tradeoff function’, which may be used to induce a proper min-tradeoff function that does
not generally become dominated by the second-order term when testing probability ~ is small.
For this reason, it is often advantageous to construct the crossover min-tradeoff function first
and then reconstruct a normal min-tradeoff function from the crossover version. We review
the definitions from [17] for completeness of our presentation and refer to [17, Section V.A] for
further discussion.
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Definition 5 (Channel with infrequent sampling). A channel with testing probability v € [0, 1]
is an EAT channel M; g,s,p,x, such that X = X' U{L} and that can be expressed as

Mi,Qi%SiPz‘Xi(') = ’VME%&%SiPiXi(') +(1- W)MlgﬁQniHSiPi(') ® ’J‘><J‘|Xi ’ (49)
where Mt never outputs the symbol L on X;.

In our case Mlgeéll 8P, is given by the protocol description where S; = A; and P; = leél
The testing map zef)tz .5, P,x; 18 given by S; = A;B; and P; = A; B; as per Protocol 3.
Definition 6 (Crossover min-tradeoff function). Let M; be a channel with testing probability ~

as defined above. The crossover min-tradeoff function for M; is an affine function g : P(X’) — R
satisfying

9(d') <  Juin /)H(Si|PiR)z/ vq' € P(X'), (50)

where the set of quantum states
i(a) = {vs.pxin = (M @ Tp) (wo.r) @ € D(Qs @ R) & [(MI™ @ Tp) (wan)]x, = q'}
(51)

We note that the difference between the crossover min-tradeoff function and the original
min-tradeoff function defined in Definition 2 is that we only require the testing rounds to give
the correct frequency distribution.

For each z € X, let ¢, € P(X) denote the frequency distribution with d,(x) = 1 and
dz(z') = 0 for all other 2’ € X such that 2/ # z. The crossover min-tradeoff function ¢
automatically defines a min-tradeoff function f : P(X) — R by [17]:

£(6,) = Max(g) + i{g«m ~Max(g)] Vre X (52)
£(61) = Max(g) . (53)

Moreover, we have the relations [17]:

Max(f) = Max(g) (54)
Min(f) = (1 = ~)Max(g) + —Min) (55)
Mins(f) > Min(g) (56)
Var(f) < i[Max@) ~ Min(g)]2. (57)

6.5 Procedure for key rate calculation

We now provide an instruction for the finite-key length ¢ calculation using Algorithm 1 and
Theorem 5.

1. We first pick a frequency distribution gy and then apply Algorithm 1 to construct a
crossover min-tradeoff function g. By solving the dual SDP of the linearized problem,
the algorithm returns us a list of dual variables, which are coefficients of the min-tradeoff
function g.

2. We construct the min-tradeoff function f needed for EAT by Eq. (52) and Eq. (53), and
then compute mingecg f(g) to get the first-order term h.
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3. We evaluate Max(g), Min(g) by simply taking the max and min of coefficients.

4. We apply Theorem 5 with the relations in Egs. (54) to (57) to obtain a lower bound. To
do so, we optimize the choice of 5 and § in Theorem 5 using MATLAB built-in fmincon
function. This optimization gives us the optimal second-order correction terms for the
given choice of min-tradeoff function.

5. We repeat this process with a different frequency distribution gg to generate a differ-
ent min-tradeoff function. We optimize the choice of min-tradeoff functions in a simple
heuristic way by picking several different qq’s.

Similarly, we can use Algorithm 2 and Theorem 5. The procedure is similar to the above
except that we do not need to optimize the initial choice gqg (although one can still do it if it
can give a better choice of the min-tradeoff functions). To apply Theorem 15, we also have a
similar procedure except that we optimize the choice of a in the statement of Theorem 15 with
MATLAB built-in fminbnd function.

7 Examples

We first present examples with announcements based on only seeded randomness and then
consider an example with more sophisticated announcements. In the first example, we apply
our method to the entanglement-based BB84 protocol with an ideal entangled photon source.
In the second example, we provide a finite key analysis of six-state four-state protocol [32].
We use both these two examples to demonstrate the effectiveness of our method, compare
performances of two algorithms and compare two versions of the EAT (smoothed min-entropy
versus sandwiched Rényi entropy). In the third example, we then show the key rates of high-
dimensional protocols with two mutually unbiased bases (MUBs), i.e. analogs of BB84 using
qudit systems. We show that for these protocols the Entropy Accumulation Theorem can
outperform the postselection technique [15]. In the last example, we show the key rates of the
entanglement-based BB84 with a realistic entangled photon source.

In all examples, for the purpose of illustration, we make the following choices in the numerics.
We set € = epa = €pc = €gA = % x 1078, To apply Theorem 5, we set £gc = & + epa and
€acc = E€sec + €gc. To apply Theorem 15, we set €,cc = € 4+ epa + €gc. This results in both
cases using the same value of €, and thus providing the same security guarantee (namely,
guaranteeing the same e,cc-secure key). In all examples, to estimate the cost of error correction
leak. ., we set leak.,. = nfgcH(Z|Z) + log(2/erc), where fgc is the inefficiency of an error
correction code and H(Z|Z) is the von Neumann entropy of Alice’s key (in a single round)
conditioned on Bob’s guess Z. In the simulation, we set frc = 1.16 for all examples.

We also remark that our implementation allows us to define the acceptance set Q (see
Protocol 1) as Q = {F € P(X) : HF - FHl < &}, where F is the expected frequency distribution
in an honest implementation and & is the acceptance threshold. As mentioned in Section 4.2.1,
key rates should decrease as the & grows. We present an example of this scaling for qubit-based
BB84 in Section 7.1 and in other examples we specify the choice for & we have chosen.

We highlight that we optimize both 8 and § in the statement of Theorem 5 when we use the
key-length expression from this theorem. Similarly, we optimize the choice of « in the statement
of Theorem 15 when using it. As discussed previously, this optimization is done with MATLAB’s
fmincon function for the former case and fminbnd function for the latter case.
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7.1 Qubit-based BB384

We apply our method to analyze a simple entanglement-based BB84 example based on the
qubit implementation to compare different EAT statements, two algorithm variants for the
construction of min-tradeoff functions, and study the scaling of the rate as a function of the
size of our acceptance set. We assume that Alice’s system and Bob’s system are qubits and do
not consider loss for this example.

7.1.1 Protocol description and simulation

We consider the following setup for this protocol:

(1) Alice chooses the Z basis with a probability p, and the X basis with a probability 1 — p,.
Bob chooses to measure in the Z basis with a probability p, and in X basis with a
probability 1 — p,.

(2) Key-generation rounds are where they both choose Z basis. The testing rounds are where
they both choose X basis. They discard rounds with mismatched basis choices.

(3) They perform parameter estimation before error correction. For parameter estimation, we
use the phase error POVM {Ex, 1 —FEx} where Ex is the X-basis error operator. This
corresponds to statistics {e,, 1 — e, } where e, is the X-basis error rate.

We note that in this protocol setup, the testing probability + is given by the probability
that both Alice and Bob choose the X basis, that is, v = (1 — p,)?. The sifting factor for the
key rate is p?. We consider an efficient version of BB84 [44] by choosing p. to be close to 1.
This also corresponds to infrequent testing in our setup. We remark that since basis choices
are made based on seeded random numbers and they are chosen independently in each round,
their announcements trivially satisfy the Markov condition.

In our simulation, we use the depolarizing channel to model noises. The simulated state
that we use to calculate the observed statistics is

A L R L R L G R L

where |®1),[®7),|¥T) and |¥~) are Bell states, and @ is the quantum bit error rate. The
statistics gg that we need to give as an input to the min-tradeoff function construction algorithm
is then given by go(j) = Tr(p®™M;) for Alice and Bob’s joint POVM {M;}.

7.1.2 Results

When applying Algorithm 1 to the finite-key rate calculation, we optimize the min-tradeoff
functions by choosing different gp = (Q, 1 — Q) where @ is searched over the interval [0.005, 0.07]
with a step size 0.005. For each min-tradeoff function generated from a particular value of @),
we calculate the key rate, which is the key length ¢ divided by the total number of signals n.
We then choose the maximum key rate among all possible choices of min-tradeoff functions
generated in this way. This way of coarse-grained search over qq is a heuristic approach to
optimize the choice of min-tradeoff functions. We find these choices of gy in general give us
good results. However, a more sophisticated optimization over gy might potentially improve
the results presented here.

For Algorithm 2, we use the interior-point method from MATLAB’s fmincon function for the
first step and then use CVX for the linearized dual problem. We note that we can also use the
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Figure 2: Key rate versus the number of signals for the qubit BB84 protocol to compare two algorithms for
the generation of min-tradeoff functions. The quantum bit error rate is set to Q = 0.01 in the simulation,
and ¢; = 0.005 for defining the acceptance set Q. The red circle marker corresponds to Algorithm 1 while the
green star marker corresponds to Algorithm 2. The key rate formula is based on Theorem 5. Other protocol
parameters are optimized as described in the main text.

Frank-Wolfe algorithm for the first step instead of the and the interior-point method. When we
do so, results are similar (slightly worse) for this example.

For both algorithms, we optimize p, by optimizing v = (1 — p,)? = 10~* where k is chosen
from the interval [2,4] with a step size of 0.1. For block sizes larger than or equal to 1019, we
allow p, to be closer to 1 by searching k in the interval [3,7] with a step size of 0.2. Again,
those choices are heuristic and could be potentially improved. Nevertheless, they are sufficient
for our purpose.

In Figure 2, we compare the key rates obtained from these two algorithms with Theorem 5.
Interestingly, both algorithms give similar results while Algorithm 2 seems to be slightly better in
terms of the smallest number of signals for nonzero key rates. Intuitively, we expect Algorithm 2
to behave better as it takes into account some second-order correction terms, while Algorithm 1
only looks for the min-tradeoff function that gives the highest leading-order term. As we perform
an optimization of the choice of min-tradeoff function by different initial q¢’s for Algorithm 1,
we observe that the optimal finite key rate from Algorithm 1 is often given by a min-tradeoff
function that does not give the highest value for the leading-order term. Due to the optimization
of qo, the running time of Algorithm 1 is much longer than that of Algorithm 2.

In Figure 3, we compare key rates given by Theorems 5 and 15 when we use Algorithm 2.
One can see that Theorem 5 gives better key rates. This confirms our conjecture that the EAT
based on the sandwiched a-Rényi entropy is tighter than the EAT based on the smooth min-
entropy for lower-order correction terms. The intuition for this is that the Entropy Accumulation
Theorem for smooth entropies is first derived in terms of H, sandwiched Rényi entropies and
then converted to statements about smooth entropies [16, 17]. It follows that avoiding the
conversion to smooth entropies should only improve the key rate.

In Figure 4, we compare the key rate as a function of the size of the acceptance set, which is
relevant when designing practical protocols where there exists a tradeoff between completeness
and key rate. In Figure 4(a), it appears that the fluctuation of key rate per signal is minimal for
smaller number of signals and then separates as the signal length grows. In Figure 4(b), the key
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Figure 3: Key rate versus the number of signals for the qubit BB84 protocol to compare different second-order
correction terms using Algorithm 2. The quantum bit error rate is set to () = 0.01 in the simulation, and
¢ = 0.005 for defining the acceptance set Q. The blue circle marker corresponds to the key rate formula
given in Theorem 5 [29] while the magenta star marker corresponds to the key rate formula from Theorem 15
[17].

rate per signal is normalized to the case (; = 0 to look at this behaviour more closely. In this
case we indeed see that at sufficiently large block size the fraction between each change in (; is
relatively constant. However, at the smaller block sizes, there seems to be less of a fluctuation
between they key rates. It is possible this has to do with the relevance of the second-order term
in small block sizes, but it also may be a property of our algorithm. The ability to investigate
such properties with our numerics may be useful in designing protocols with small block size.

7.2 Six-state four-state protocol

Another interesting example is the six-state four-state protocol [32]. In the free space imple-
mentation of QKD protocols with the polarization encoding, there is naturally one axis that
is stable against turbulence while other axes are slowly drifting. The idea of reference-frame-
independent QKD [45] was motivated to address this issue and it was shown that such a protocol
can be robust to slow drifts. The basic idea is that if the reference frame drift can be described
by a unitary rotation, by using the information from an additional basis, one can effectively
undo this unitary rotation. Here we consider the six-state four-state protocol [32] which has the
reference-frame-independent feature. In particular, we consider the entanglement-based version
and assume Alice and Bob have qubits. We do not consider losses in this example.

7.2.1 Protocol and simulation

We analyze the entanglement-based version of the six-state four-state protocol [32] assuming
that Alice and Bob each receive a qubit in each round for simplicity of calculation. In this
protocol, Alice measures the state in one of the X,Y and Z bases according to the probability
distribution ((1 —p.)/2,(1 — p.)/2,p.), while Bob measures in one of X and Z bases with the
probability distribution (1 — p.,p,). Similarly to the previous qubit BB84 example, when both
Alice and Bob choose the Z basis, this round is used for key generation. When Alice chooses
X or Y basis and Bob chooses X basis, this round is used for parameter estimation. All other
rounds are discarded. We consider an efficient version by setting p, to be close to 1. In the
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Figure 4: (a) Key rate versus the number of signals for the qubit BB84 protocol for different ‘sizes’ of
acceptance set controlled by parameter (;. (b) The fraction of the key rate per signal (KPS) at {; = 0
achieved for other values of (;. In both subplots, the quantum bit error rate is set to Q = 0.01 in the
simulation. Other protocol parameters as described in the main text.

testing step of the protocol, we use the POVM that contains error rates in the XX and Y.X
bases.

For the simulation, we assume the Z basis is free of misalignment. The misalignment happens
in the X-Y plane of the Bloch sphere. Thus, on top of the qubit depolarizing channel, we also
apply a unitary rotation along the Z axis to Bob’s qubit in order to model the misalignment.
We choose the angle of rotation to be 11° in the simulation. The state used to obtain the
observed statistics from this simulation is

psim — (]lA ®6waz)pdp(]l,4 ®e—z’002)7 (59)

where o7 is the Pauli-Z matrix, € is the angle of rotation and pP is the state given in Eq. (58)
(that is, the simulated state in the qubit-based BB84 example).

7.2.2 Results

In the application of Algorithm 1 to the finite-key rate calculation, we optimize the min-tradeoff
functions by choosing different gg’s. We adopt a heuristic approach to optimize the choice of
min-tradeoff functions. Each qg is created by choosing a different depolarizing probability @,
which is searched over the interval [0.005,0.07] with a step size 0.005. It is a heuristic choice
that serves our purpose. For each min-tradeoff function generated from a particular value of @,
we calculate the key rate and then choose the maximum key rate among them. For Algorithm 2,
we use same procedure as for the qubit BB84 example in Section 7.1 including the optimization
over the choice of p,.

In Figure 5, we compare two algorithms for the min-tradeoff function construction. For this
plot, similar to qubit-based BB84 example, we perform additional initial point q¢ optimization
for Algorithm 1 while we do not optimize qo for Algorithm 2. Like Figure 2, both algorithms
give similar key rates.

In Figure 6, we compare key rates for Theorems 5 and 15 and observe the same behavior
as the qubit-based BB84 example in Figure 3. As explained in the qubit-based BB84 example
in Figure 3, this behavior is not surprising since the sandwiched Rényi entropy was used in
the middle step of the proofs of Theorems 1 and 11 in Refs. [16, 17] before converting to the
smooth min-entropy by an additional inequality. One would expect that bypassing the smooth
min-entropy gives tighter key rates due to the removal of an inequality.
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Figure 5:  Key rate versus the number of signals for the six-state four-state protocol with two algorithms.
The quantum bit error rate is set to @ = 0.01 in the simulation, and (; = 0.005 for defining the acceptance
set Q. This plot is obtained by using the key rate formula given in Theorem 5 [29]. The red circle marker
corresponds to the min-tradeoff function construction by Algorithm 1 while the green star marker corresponds
to the min-tradeoff function construction by Algorithm 2.

7.3 High-dimensional 2-MUB protocol

To demonstrate an advantage of our approach in the EAT framework, we analyze an interesting
family of protocols which are the high-dimensional analog of the BB84 protocol. In BB84,
two mutually unbiased bases (MUBs) are used. We consider qudit systems with 2 MUBs. We
compare our calculation with the postselection technique [15] combined with the numerical
approach of [42]. We use this example to demonstrate that EAT can give better key rates
compared to the postselection technique [15], especially when the dimension dim( 4p5) in the
protocol is large. The key idea is that the reduction via the post-selection technique involves a
security parameter scaling exponentially in the dimension, which leads to a correction to the key
length. This correction term does not arise when applying the EAT. While perhaps intuitive, it
is unclear how to prove this results in an advantage at all blocklengths and all dimensions and,
to the best of our knowledge, this is the first work that has discussed this difference in security
proof methods or numerically investigated them.

7.3.1 Protocol and simulation

To properly define the protocol setup, recall that the discrete Weyl operators are defined as
d—1
Uk = 3_w™ |s + (sl (60)
s=0
for j,k € {0,1,...,d — 1} where w = €*™/¢ is a dth root of unity. We note that Up; is the
generalized Pauli-Z matrix and Ujg is the generalized Pauli-X matrix. We define the qudit
version of Z and X operators as Z := Uy, and X := Uyg. The generalized Bell states are
1 4l
— Y wFs, s+ 5) = LUK [@oo) - (61)
Vd z:(:) !
In the 2-MUB protocol, Alice measures in the eigenbasis of either Up; or Uyy. Bob similarly
measures in the eigenbasis of either Uy, or Uj,. The eigenbasis of the operator Z := Up is

|Pj) =
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Figure 6: Key rate versus the number of signals for the six-state four-state protocol with different second-
order correction terms. The quantum bit error rate is set to Q = 0.01 in the simulation, and {; = 0.005 for
defining the acceptance set Q. This plot is obtained by using Algorithm 2. The red circle marker corresponds
to the key rate formula given in Theorem 5 [29] while the green star marker corresponds to the key rate
formula from Theorem 15 [17].

the computational basis {|s) : 0 < s < d — 1}. The eigenbasis of the operator X := Ujq is

{l5) : 0 < j < d—1} where

=3 (62)
’ s=0 \/&

They each choose to measure in the Z basis with the probability p, and choose to measure
in the X basis with the probability 1 — p,. In the classical phase, Alice and Bob announce
their basis choices and discard rounds with mismatched bases. We allow an asymmetric basis
choice, i.e., setting p, close to 1. In this protocol, all public announcements are based on seeded
randomness. For simplicity of calculation, the testing rounds are those when they both choose
X basis and the key generation rounds are rounds When they both choose Z basis.

It is interesting to note that the state |®gg) = \f > s |8, 8) is invariant under any Uj, ® U7y
In an honest implementation, the source is supposed to prepare the state |®gg), and then to
distribute one half to Alice and the other half to Bob. If the quantum channel is ideal, then
they are supposed to obtain perfectly correlated results just like the qubit case.

Following the reasoning of [46, 47], Alice’s and Bob’s joint density operator can be taken as
diagonal in the generalized Bell basis:

PAB = Z Ajke [P X Pkl (63)

where

(Z (sj— kmodd)+q(()]1')_1> (64)

with qj(lk) being the ith entry of the error vector g;j. See also [48] for a detailed discussion. For
our purpose of simulating the frequency distribution gg needed for Algorithm 1 or Algorithm 2,
we take the simulation state p*’3 used to generate the full statistics as pSiB = pB%.

We follow the simulation in [48] by considering the following observation for error vector g

in each basis U, which is based on the natural generalization of the qubit depolarizing channel
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with a depolarizing probability Q:

gix(Q) :={1-Q,Q/(d—1),...,Q/(d —1)}. (65)
7.3.2 Results
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Figure 7:  2-MUB protocols with qudits for various values of dimension d. The depolarizing probability is
set to @ = 0.01 in the simulation. The calculation is done with Algorithm 2 and the finite-key rate formula
is from Theorem 5 [29]. The calculation of postselection technique is done using the numerical approach of
[42] in combination of [15]. For simplicity in implementing the post-selection technique code, we use (; = 0
in these plots. The asymptotic key rate formula is given in [33, 48].

In Figure 7, we compare our results using Theorem 5 [29] with results obtained by the
postselection technique [15] for 2-MUB protocols in dimensions d = 2,3,5 and 7. For simplicity
in implementation of the post-selection technique, we use {; = 0 in this simulation, which we
stress means the protocol is ~ 1-complete at reasonable block sizes (See Definition 4) and thus
not practical.'> We note that 2-MUB protocols exist in any dimensions d > 2 and our proof
method can work for any dimension. Here, we restrict to prime dimensions due to our choice
of data simulation method. For both EAT and the postselection technique, we optimize the
probability of choosing Z basis. The probability of testing is set to v = (1 — p.)?. We optimize
the probability of choosing Z-basis in the same way as in the qubit-based BB84 example.

It can be seen that both EAT and postselection technique can approach the expected asymp-
totic key rate in the infinite-key limit. Also, our method based on EAT outperforms the post-
selection technique for 2-MUB protocols in any dimensions. We also observe that for larger
dimensions, our method can give much higher key rate than the postselection technique for
small block sizes. This makes our method attractive since small block sizes are of particular
interests for experimental implementations.

In the same plot, we also show the asymptotic key rate for 2-MUB protocol. The asymptotic
key rate formula is given in [33, 48]. Both our method and the postselection technique can
approach the asymptotic key rate for sufficiently large block size. We also note that for block
size larger than 10'7, there seems to be a small constant deviation from the asymptotic key
rate in both postselection technique and our method. This deviation is mainly due to our
optimization over p,, which is done by choosing a set of values. The asymptotic key rate
formula that we use assumes that we can set p, to be arbitrarily close to 1 such that the sifting
factor is 1. On the other hand, numerical optimization over p, in our method cannot take p, too

12This is not to imply the post-selection technique cannot be used more generally.
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close to one. The reason for our EAT method is that our testing probability is set to be (1—p,)2.
When the testing probability is small, the variance of the min-tradeoff function, Var(f), becomes
large as shown in Eq. (57). Since Var(f) shows up in the second-order correction term, for a
fixed block size, there is always a limit on how small the testing probability v can be before we
start to lose key rates due to its adverse effect on the second-order correction term. For a fair
comparison between our EAT approach and the postselection technique, we also use the same
optimization of p, in the calculation with the postselection technique.

7.4 BB84 with a realistic spontaneous parametric downconversion source

We consider an example where the Markov chain conditions are not simply based on seeded
randomness. This example considers an optical implementation of entanglement-based BB84.
The photon-pair source is a spontaneous parametric downconversion source where there is a
non-negligible probability that the source emits vacuum or more than one photon pair. Due to
photon loss during the transmission and non-unity detector efficiencies, there are no-detection
events. In the protocol, Alice and Bob announce these events and discard the corresponding
rounds. We need to verify that this type of announcements do not violate the Markov chain
conditions.

7.4.1 Protocol and simulation method

In this protocol, a type-II parametric down-conversion (PDC) source emits a state with polar-
ization encoding [49, 50] which is

1) = (cosh(x)) > 3 v T tanh™ () ) (66)
n=0

where |®),  is the state of an n-photon pair which can be written as

1 n m
|<I>n>:\/mmz::0(—l) In —m,m),|m,n —m),. (67)

The average number of photon pairs generated by one pump pulse is 2\, where A\ = sinh(x).
In this protocol, Alice and Bob each have a set of single-photon detectors. We consider the
BB84 detector setup with a passive basis choice; that is, each measurement setup consists of an
initial 50/50 beam splitter and each output port of this beam splitter is directed to a polarizing
beam splitter with two single-photon detectors. We assume Alice’s two detectors have the same
detector efficiency 14 and the same dark count probability Yp4. Similarly, we assume that Bob’s
two detectors have the same detector efficiency np and the same dark count probability Yyp.
Using the similar choice as in other examples, whenever Alice and Bob choose X-basis, the
round is used for testing. The key generation round is when they both choose Z-basis. Their
probabilities of choosing Z basis are p,4 and p,p, respectively. The probability of testing is set
toy = (1 _pzA)(l _sz)'

Our simulation is based on [50]. In this simulation, there are three main contributions
to quantum bit error rate: (i) background counts of detectors, which are random noises with
eop = 1/2; (ii) intrinsic detector error ey, which is the probability that a photon enters the
erroneous detector and is used to characterized the alignment and stability of optical system
between Alice’s and Bob’s detection systems; (iii) errors due to multiphoton-pair states: (a)
Alice and Bob may detect different photon pairs and (b) double clicks from detectors. Alice
and Bob assign a random bit for each double-click event in order to use the squashing model
[51, 52].
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In particular, the overall gain, @), as a function of the average number of photons, A, in
each mode, dark counts and detector efficiencies is given by [50, Eq. (9)]

1—Yoa 1—-Yon (1—-Yoa)(1—Yon)

=1- — + : 68
@ (I4+naX)  (I4+ns\)  (1+na\+ 08N —nans))? (68)

The overall quantum bit error rate (E)) is given by [50, Eq. (10)]

2(eg — eq)nanpA(1 4+ N)

E\Qy = - ‘
A@x = eoQx (14+7aN) (1 +naN) (1 + naX + 1\ —nansA)

(69)

To reduce the number of free parameters in the protocol setup, we set p.4 = p.g = p, and the
testing probability is set to 7 = (1 — p.)2. We optimize the choice of p, in the same way as in
Section 7.1.

7.4.2 Assumption on announcements

We need to verify for Markov chain conditions that the probability of a detection event only
depends on the total photon number, but not on the particular n-photon state. We show that
this holds when Alice’s (Bob’s) detectors consist of two single-photon detectors with an identical
detection efficiency n4 (ng), and a basis-independent dark count probability Yp4 (Yop). We note
that the measurement performed by Bob (Alice) is block diagonal in the total photon number
basis, as is the case in all discrete-variable protocols.

Under our assumption about the detectors, we can treat all the imperfections of detectors
as a part of the quantum channel and then assume ideal detectors in our analysis. Doing so
only strengthens Eve’s power. After assigning double-click events to random bits, we note that
the measurement setup in this protocol admits a squashing model [51, 52]. In our analysis, we
can use the effective qubit measurement for Alice (Bob) as the target measurement. This target
measurement acts on the Hilbert space that consists of a one-dimensional vacuum space and a
two-dimensional qubit space. In particular, the announcement about detection and no-detection
corresponds to the POVM {Mget, Myo-det }» Which is defined as

Mdet = (70)

o o O

0 0 1
10 ) M, no-det = 0
01 0

o O O
o O O

where they are represented in the basis {|vac),|0),|1)}. Here, |vac) is the vacuum state and
|0),|1) are the computational basis states of a qubit. Clearly, this POVM is weekly dependent
according to Definition 3. Thus, this announcement is allowed in applying Theorem 5.

7.4.3 Results

In Figure 8, we show the key rate of this protocol for different distances (L in kilometers)
between Alice and Bob. We assume that the source is located in the middle and at an equal
distance from Alice and Bob. We choose detector efficiencies n4 = ng = 0.8 and dark counts
Yoa = Yo = 1077 for the simulation in this plot."> We also set the intrinsic detector error
eq as 1%. On the one hand, we can see that our method works for optical implementations
from this figure. On the other hand, as the distance between Alice and Bob increases, the

13This choice of detector parameters may be realized by superconducting nanowire single-photon detectors.
However, the purpose here is to demonstrate that our method can handle some imperfections and loss. Our
method also has limitations in the amount of loss it can handle.
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Figure 8: Key rate per signal sent versus the number of signals for BB84 with a spontaneous parametric
downconversion source for various distances between Alice and Bob. This plot is obtained with Algorithm 1 and
Theorem 5. The acceptance set threshold {; = 0.005 is used for defining the acceptance set Q. Parameters
are specified in the main text.

minimal number of signals for positive key rate also increases significantly, and the key rate
drops quickly. In our key rate expression from Theorem 5 (also from Theorem 15), the term
—n~ylog(]A]) decreases the key length and becomes more problematic for this protocol since the
entropy only accumulates in rounds where both Alice and Bob successfully detected photons.
However, this term does not scale with the probability of detection. For long distances, this
seems to suggest that the cost for parameter estimation is higher than the entropy accumulated
from rounds with successful detection. Unfortunately, this counter-intuitive effect comes from
the limitation of our proof method in dealing with parameter estimation registers. We hope
that a better approach to handle the information leakage from the parameter estimation step
can be found in the future to significantly improve the key rate.

8 Discussion and Conclusion

In this work, we have adapted the EAT to entanglement-based device-dependent QKD protocols.
To do so, we introduced new tools. First, we constructed new sufficient conditions on the public
announcements of the protocol to guarantee the Markov conditions necessary for the EAT.
These conditions capture the intuition that if Eve would always know some information for
each round of the protocol, then announcing that information cannot change the security. The
interesting point is that this guarantees the Markov conditions on Eve’s optimal attack.
Second, we proposed two variants of a numerical algorithm to construct min-tradeoff func-
tions, both of which are efficient and one which considers second-order effects. Both methods
build off of previous work [27, 28], but the ability to construct min-tradeoff functions that take
into account second-order correction information is novel and we expect it could be useful in
other settings. We note this second-order correction algorithm relies on using Fenchel duality,
which to the best of our knowledge has not been used in quantum information theory previously.
Third, we derived our key length bound (Theorem 5) using Dupuis’ privacy amplification
for sandwiched Rényi entropies H] [29]. In that work, Dupuis demonstrates one can obtain
simpler error exponents for privacy amplification using the Rényi version of the EAT along
with his Rényi leftover hashing lemma [29, Theorem 9] than if one were to apply the smooth
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min-entropy leftover hashing lemma [13]. Here we have shown an alternative advantage: by
avoiding the conversion of the Rényi EAT into smooth min-entropy terms, we can tighten our
bound on the key rate.

We then apply our methods to several examples. First, we applied it to ideal qubit-based
BB84 and six-state four-state protocols where we show the application of both our min-tradeoff
construction algorithms and that using our Rényi entropy rate improves the finite-size key rate
to considering the smooth min-entropy rate, at least in the current proof method. We next
considered the high-dimensional two mutually unbiased bases protocols which exemplified an
improvement in the key rate over the postselection technique [15], an alternative proof method
for coherent-attack security which is limited in how it scales with respect to the dimension of
Alice and Bob’s quantum states. This confirms that there is a regime in which the postselection
technique is “loose”, further suggesting the importance of the application of the EAT. Lastly,
we demonstrate our method for an optical implementation. This example demonstrates that
our method is also applicable to practical protocols instead of restricting to theoretically simple
ones. On the other hand, due to unsatisfactory results in small block sizes, we also observe that
the EAT currently appears to require more improvements in handling loss and noise in order to
have good key rates for experimentally feasible block sizes.

Given these results, it is natural to consider where improvements might be made or fur-
ther avenues to explore. First and foremost, we note that we were restricted to considering
entanglement-based protocols, as we need the entanglement-based protocol framework to use
our algorithms. In previous work [42], this has not been limiting as we could use the source-
replacement scheme [53, 33] to convert prepare-and-measure protocols to entanglement-based
ones. However, it is not clear how the source-replacement scheme interacts with the Markov
chain requirements for EAT. This has been partially resolved in concurrent work [24, 25]. Sec-
ond, we have seen that while the EAT scales well in terms of the dimension of the states, it
seems limited by loss and noise. In particular, the ability to handling high loss parameter regime
is of particular interest for realistic implementations. As such, a natural question is whether
the EAT can be more robust to loss and noise, at least in the device-dependent setting. We
note follow-up work [54] has numerical results that show the (generalised) EAT scales worse in
loss than for i.i.d. collective attacks. This mathematically makes sense as coherent attacks are
more general. However, to the best of our knowledge, no example of such an attack separating
the cases is known, so an optimistic researcher could still hope for further improvements.
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A A Sufficient Condition for the Markov Chain Condition

In this section, we prove Theorem 2 from the main text which gives sufficient conditions for
ensuring the Markov chain conditions hold on the optimal attack. We note the statement in
this section (Proposition 5) includes an additional equivalent condition which is quick to verify
and so may be of use.

Recall that we consider EAT channels with a special tensor product structure. We consider
n CPTP maps M, : Q; — S; P;X; acting in tensor product on the n independent systems {Q; };.
The maps are defined by the POVM {M,,} such that

Mi(p) = > Tr[pMy) |s, p)s, pls, p, © |t(s:p)Xt(5, )] x, - (71)

87p

From these we define the corresponding EAT channels M; : R;_1 — R;S; P;X; acting on the
quantum systems R; = Q' |, as M; = M; ® Lon, (see main text for further details). In this
case, it is simple to prove that the output state of the protocol pPSnPRXTE = Mio---o M, ®
Zr(pror) takes on the simple form

n
pseprxne = QM @ Lp(pgre) (72)
i=1
where Ry = Q7.
We now want to prove the following proposition.

Proposition 5. Let {M, : s € S,p € P} be the POVM associated to a given quantum-to-
classical CPTP map /K/lvZ Qi — SiPX; and let My, := ) M, correspond to the POVM
elements of the map Trg, x, oni 1 Qi — P;. If either condition (A) or condition (B) below holds
for each CPTP map Mi, then without loss of generality the optimal attack by an eavesdropper
is of a block-diagonal form such that the Markov chain conditions, Eq. (8), hold and so the EAT
may be applied (Theorem 1).

(A) There exists a decomposition Q; = @, V* of the space Q; into orthogonal subspaces {V }y
such that

1) For all (s,p) € S x P, Mg, is block diagonal: Mg, = P MS(A), where MS(A) acts on
p 7 A Msp D
the subspace V.

(2) Forallp € P, M, is block diagonal and proportional to the identity in each subspace:
there exist constants m;} € [0,1] such that M, = @, m;‘ L1yn, where Lya is the

identity operator on V.
(B) Foralls €S, p,p) € P, My, and My commute: [Mg,, My] = 0.
Furthermore, (A) and (B) are equivalent.

Remark 13. The statement of Theorem 2 just states condition (A) in Proposition 5 under
the name of ‘weakly dependent’ (Definition 3), which is of primary interest. While equivalent,
condition (B) is stated here as it could be of use when one knows the measurement operators,
as it is then easy to check condition (B) to determine if Proposition 5 may be applied.

One way to prove the EAT theorem applies under condition (A) or condition (B) would be to
show the output state in Eq. (72) satisfies the Markov chain conditions, but this does not work in
general. Instead, we show that we can assume the initial state is of a certain block diagonal form
without loss of generality due to the block diagonal structure of the EAT channels (Lemma 1).
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Then we show that this block diagonal form satisfies the Markov chain conditions (Proof of
Proposition 5), and, as assuming this form was without loss of generality, this is sufficient. The
reduction to a quantum state with block-diagonal structure is well-known in discrete-variable
QKD where the measurement operators that model single-photon detectors are block diagonal
in the total photon number basis. In such a setting, this block diagonal structure implies Eve’s
optimal attack includes implementing a QND measurement on the total number of photons
before sending out the states, thereby resulting in the state being block-diagonal without loss
of generality. One may view Lemma 1 and Proposition 5 as a generalization of such a method,
but with the further insight that such structure implies the Markov chain conditions hold.

Lemma 1. Let each MZ be a quantum-to-classical CPTP map whose associated POVM elements
are block diagonal; i.e., for each i there exists a decomposition Qi = @, VA such that Mg, =

D, M§;‘) with MS(;‘) acting on V>. Then for any initial state pQrE, there exists another state
vQui such that

(1) the state vgngr has the block diagonal form

voreay = > pere(N) @ [Nl (73)
A=(A1,+An)
where Eve’s registers E' = (E,A1,---Ay,) are composed of a quantum memory E and n

classical registers A; indicating the subspace, so that, for all X, the state Trg[pgre(N)] ds
defined on VX := @, VN, and

(2) the output states vsnpnxpE and pspprxpp are related by
Trap[vspppxpEAy] = psprpxpe - (74)

Proof. To construct the state vgnp from the state pgrp, we consider the dephasing map A; :
Qi — Qil\;
Ai(p) =Y PapPA @ [AALy, (75)

where Py is a projector on the subspace V*. This map A; projects the state onto each subspace
VA without affecting the coherence inside the subspace V* and writes the result in A;. We
then define vgrp 1= vgrpar = (&Q; Ai ® Ig) (pQypE). The state vgnpar is indeed of the form
Eq. (73), as required.

Because of the block diagonal structure of the maps Mvi, it is simple to see that the dephasing
map does not affect the measurement statistics. We can observe that the maps A; and M, are
related by Try, o./{/Ivi oA; = ./{/lvZ oTrp, 0A; = Mvz Consequently, we have

Tran[vspprxnEan] = Trpn o (@ M; ® IEA;L) o <® A ® IE) (PqrE) (76)

_ (@ v ®IE> (vars) )
= PSMPrXTE- (78)
]

Proof of Proposition 5. Let pgrp be some initial state used in the EAT (Theorem 1). We

assume that the maps M; satisfy the condition (A) instead of the Markov chain conditions. Let
us show that the Markov chain conditions follow from this condition.
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Using the block diagonal structure of condition (A), we can use Lemma 1 to show that there
exists a block diagonal state vgn g with the same passing probability v[$2] = p[€2], which satisfies
HE i (SPIPME) pg > Hin (S7IPIE")y - Indeed, this follows by using Eq. (74) and the strong
subadditivity of smooth min-entropies. We conclude that whatever min-entropy lower-bound
statement holds for v@r g must also hold for PQIE-

To prove Proposition 5, we then show that the new state vgrp satisfies the Markov chain

conditions in Eq. (8). We can do this by showing that given the state vgi-1pi-1,, there exists a
1 1

recovery map Rp, g g which acts on Eve’s registers E' = (E, A7) and recovers the register P;,
i.e., R(Vgi-1pi-15) = Vgi-1pip- Since the POVM elements M), are proportional to the identity
1 1 1 1

in every subspace V*, the probability distribution of P; only depends on the subspace V?*, which
is indicated in Eve’s register A;. This means the variable P; can therefore be recovered from A;
by simply generating it with the distribution Prp(p|\) = mz’}. Moreover, as we have shown the
Markov chain conditions for vgn g and without loss of generality, Eve can only do better using
a state of the form v, we can conclude we may use the EAT (Theorem 1) to prove security.
Having shown that the Markov chain conditions follow from condition (A), it remains to
show that (A) and (B) are equivalent. To do so, we first note that the commutation relation
[Mp, Myy] = 0 in condition (B) is a direct consequence of the block diagonal conditions in (A).
Conversely, we note that by construction the POVM elements M,’s are linear combinations
of the measurement operators Mj),’s. Therefore, the commutation relation in condition (B)
implies the commutation relation [M,, M| = 0 for all p,p’ € P. This consequently implies the
existence of a joint basis that simultaneously diagonalizes the operators M,’s. We can thus find
an orthogonal decomposition V* so that M, =D, m; 1y/». Using the commutation relation in
condition (B) a second time implies that the operators My, must be block diagonal along the
same subspaces VA’s. ]

Remark 14. We note this proof does not change for Rényi entropies as they also satisfy strong
subadditivity.

B Security of QKD using EAT without Smoothing

In this appendix, we present the necessary technical lemmas and the resulting proof for The-
orem 5. The primary tool is Dupuis’ recent result on applying privacy amplification without
smoothing [29]. However, we will also need to prove a max-tradeoff function upper bound on
HI(S}|PI'E) pio- We note that in the original work [16] a max-tradeoff function upper bound

for H] is implied to be straightforward given the max-tradeoff result presented in said work
and simply not presented because upper bounding an alternative entropy will result in a tighter
bound on Hf,, [16, Footnote 13]. For completeness, we present our proof of such a bound.
Throughout this appendix we present results using the Greek letters (a, 3, ...) that will be ulti-
mately used in our key length security result rather than always using a for the Rényi entropy,
so that it is easier to see how the results combine. We refer to Section 2.1 for a summary of
common notations. We do however use A; and B; rather than S; and P; respectively from the

main text.

B.1 Background Rényi divergence results

Here we present the special cases of the Rényi entropy chain rules which we will need in this
section. We refer to Section 2.1 for basic entropic notation used in this work.

Theorem 7 ([55, Theorem 1]). Let papc € D(ABC), ¢ € D(C), «a, 5,7 € (1/2,1) U (1,00)
such that -%5 = 6€1 + ﬁ
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1. Case 1: If (a = 1)(B—=1)(y—1) >0, HE(AIBC),; < Ha(pascllte) — Hy(pBcllme) -

2. Case 2: If (a = 1)(B—1)(y—1) <0, Halpacllre) < HY(AIBC), + H,(ppcllro) |

Remark 15. In Ref. [55], the result is presented with the product (aw —1)(8 —1)(y — 1) to be
bounded by one rather than zero. If one checks the conditions used to derive the theorem ([55,
Propositions 7 and 8]), it only depends on the sign of the product. This has been realized in
previous works, e.g. [34].

Corollary 8 (Special Cases of Chain Rules). Let papc € D(ABC), 7¢ € D(C). Let
a,3,6,1,7,¢ € (1/2,1) U (1, 00).

1. Let (n —1)(6 —1)(¢—1) > 0, % =9 é and B be a trivial (one-dimensional)

1 T
register. Then Hg(A\C)p < Hy(pac||tc) + D¢(pcl|me) -

2. Let (a —1)(B—1)(0 — 1) < 0 and 327 = 2% + 5%, Then H}(AB|C), < HJ(A|BC), +
H}(B|C), .

Proof. Ttem 1 follows from Item 1 of Theorem 7 by noting if B is trivial, the B register may
be dropped. Because H,(ppc||tc) = —D~(pcl|| 1c ®7¢), the negative signs cancel. Dropping
the register B and setting 8 — §, a — 7, and v — ( completes the proof. Item 2 follows
from Item 2 of Theorem 7 by letting 7¢ be the optimizer for H](AB|C),. Then by definition,
HI,(B|C),, > H.,(pBc||Tc). Relabeling by o — 3, f — «, v — § completes the proof. O

B.2  Applying privacy amplification without smoothing

In Ref. [29], it was shown that privacy amplification could be performed without smoothing.
While it was stated as holding for strongly 2-universal hashing functions, it is straightforward
to show that the proof is the same for a general family of 2-universal hash functions. Recall
that a family of 2-universal hash functions is the pair (pp, F) where F is a set of functions from
discrete alphabet X" to discrete alphabet Z and py is a probability distribution over F such that
Prs[f(z) = f(2')] < |Z|7! for all z # 2’ € X. Altering notation to better fit for our purposes,

Theorem 8 of Ref. [29] is in terms of Efcr HpJ;E — le ® pEHl where péE is px g after the

hash function f has been applied to register X and Z = {0, 1}5. Using that announcing the
choice of hash function f € F will make the state block diagonal in the register F' that stores
this announcement, it is clear that

1 1
lpzer — pilz @ perli = > p(Fllohs — 71z @ prlh
{0, 1} ? 28 1{0,1}

1

so we state the result in the fashion more commonly used in QKD.

Proposition 6 (Special Case of [29, Theorem 8]). Let pxgp € D(XE) be a classical-quantum
state where X = CI¥l where X is some finite set. Let (g, F) be a family of two-universal hash
functions from X — Z and Z = {0,1}*. Let a € (1,2). Then

where F is the register storing the announcement of the hash function.

< 2%*1 . 2%(H2(X|E)p*£)
1

Y

1
PZEF — W]-Z & PEF

o1



From this we obtain the following corollary immediately.

Corollary 9. Let pypio € D(XE) be a classical-quantum state. Let esec = % 951,

l—« T
QT(H‘”(X|E)"4) where « € (1,2). Then for an e4.-secret key, the length of the key, ¢, must

satisfy the following bound:

1
(< H\(X|E), - aa_ - 10g<8 ) +2.
sec

Proof. Starting from how we defined egec:

2 loa (gt -
€sec < 22"2.27 (HQ(X|E)’) Z)

2 11—«
= log(esec) < o 2+

1— 2 1—
Y<Z_94
(0% 8] (0%

a 1
=(< H(X|E), + : _alog<€ ) +2.
sec

(HL(x1B), - 1)

")
Esec

Pulling a negative sign out of the {2~ term completes the proof. O

=

O‘Hg(X\E)pHog(

Remark 16. Note we added the % term in defining e¢e. because trace distance should be divided
by two for the operational interpretation.

B.3 Entropy Accumulation Theorem for upper bound on H;

In this section we prove an upper bound on Hg in terms of a max-tradeoff function. While
almost all of the work is done by [16], we split it into two pieces as we will need to use a chain
rule and also as it allows us to specify what results of [16] we use at each step. As explained
earlier, this result is implied to be expected to exist in some form in [16, Footnote 13]. We
present it in its entirety for rigour.

As we switched the secret and public register notation, we emphasize in the current notation
the Markov conditions are:

AT ' Bi'E« B, Vie{l,...,n}. (79)

We proceed by using the original entropy price function which we know is sub-optimal in the
second-order terms, but that will not matter for our purposes. For every ¢, we use a CPTP map
Di(Wx,) = ) (2| Wy, |z) [a)a]| © 7(2) p, 5, ,

zeX
where T(a:)DZ_E is such that H(Dﬂﬁi)T(x) =7 — f(0z), f is a min-tradeoff function, [gmin, Imax]
is the smallest real interval containing f(P(&X')) and § := (¢min + gmax)/2. This is possible by
letting 7(x) DD, be a mixture of the maximally entangled state and the maximally mixed state.
Following the argument from [16, Beginning of Proof of Proposition 4.5], this can be done if
|D;| < exp([|IVflleo]).- We also note the general definition p := (D), 0...0Dy)(p). With all of
this specified, we begin with our equivalent of Claim 4.6 of [16].

Lemma 2. Let 6 € [1/2,00). Assuming the Markov chain conditions are satisfied [Eq. (79)],
then
H (A7 | B} E)

oo < HI(ALDY|BYEDY )5, + nh —ng ,

where h € R that satisfies the conditions assumed in Theorem 1 and G is as defined above.
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Proof. First note that

1

0 — n n n o
ParxnBrEDY|Q = o[ nge:gz |27 X2Y| ® parprEan @ TI'D?(T(JJI)D,;D?) )
1
Note that Trp, (7(2i)p,35,) = ﬁ 15, for all ¢ and x; because 7(z;) is a mixture of the maximally

mixed and maximally entangled state. It follows we know that register is independent of the
rest of the registers and that

L

ParxpBrEDYIQ = [ Z |2 X2T| ® papBpE.ap ®Pp" - (80)

zP e

It follows the state is invariant under tracing off oy and re-appending it. Denote this map R.
By data-processing,

~Ds(papxpppny 1 Lagxy 80 ppy)m0 < = Ds(Rlpapxpp wpp)IR(Lag xp €0 05750 )i
== Dé(PA;LX;LB;LEE’fH]lA?X? ®EB;1E5§‘)E\Q , (81)

where & 5, e = 0y © pryy- This implies that H](A?X7|BPEDY)

mizer of the form & BrED!

P is obtained by a maxi-

Next we recall Lemma 3.1 of [16] (with terms moved around):

—Ds(pa,Bllla, ® o) + Hs(A2|A1B)y = —Ds(pa, a,8||1a,4, ® 0B) ,
for any op where
1 l-a 1 @
) <PfxlBUBa PiB)

VA1 A2B = V3 BPAs A1 BV A, p Where vap = T ia T NG -
2 2
tr (pAlBUBa pA1B>

=

Making the substitutions A, = A} X}, Ay = D}, B = B}ED] and letting o = O BrED] be the

optimizer of Hg(A’fXﬂB?Eﬁ?)ﬁm, we obtain

Hg(A?XﬂB?Em)ﬁm + Hé(D?‘A?X?B?Em)V = _D5(EA?XILD?B?EE?\Q‘|1AfoD{L ®EB?E5?)
< H}(AYX{'DY|B{ED)g, .

where the second inequality is by the definition of Hg. Now the goal is to simplify.
L. Hj(A}X7|B{EDY )y, = H)(A}|BYE),,
register and D) is independent of everything as shown in Eq. (80).

as [16, Lemma B.7] allows us to remove the X7

2. Hs(DP|AYX?BPEDY), = Hs(D}|D]X}), as [16, Eq. (46)] still holds because our v is of
the same form.

3. HI(ApX]D}|BYEDY)s,, = HI (A DY|BYEDY)5,, by [16, Eq. (43)], as the proof for this

equation still holds in our setting.

iars)
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Therefore we have simplified to
HJ(A}|BYE),, + Hs(D}[D{XT), < HI(A{DY|B{ED))p,, -

Using the fact that Hs(D}|DYX7), > ng — nh as before [16, Below Eq. (52)] and by pushing
that term over to the other side,

H}(A{|BYE),, < H}(A{D}|BYEDY )5, — ng +nh..
O
Theorem 10. Let § € (1/2,1), n € (1,1+2/V), ¢ € (1/2,1)U(1,00), such that 13 = 555+ 55
and (n —1)(6 —1)(¢ — 1) > 0. Assuming the Markov chain conditions are satzsﬁe [Eq. (7 ) ,
then
T An RN J n—1 2
H(5<A1’B1E)P|Q§nh_1_610g(p[9])+n Vv ;

where V 1= 2[||V f|loo | + 21log(1 + 2d4).

Proof. Combining Lemma 2 with [16, Lemma B.5] applied to p, which we can do by requiring
¢ € (1/2,1) and noting p = p[Q]p|n + (P — p[Q]p|a), one obtains

n|nn npn|pn L’ 0 1
H{(A}|BYE),, < H}(A{D}|B{ED)); — 5°1 IOg(p[Q]> +nh —ng

Next we use Theorem 8 Item 1 with the substitutions A = A} D}, C = B}EDY, 7¢ = PprED">
1
where we will require n € (1,1 + 1/log(1 + dadp)).

HJ(A} DY |BYEDY); < Hy(AYDY|BYEDY )5 + Dy Py iy 1Py p57) = H(AT DY |BYEDY )7 .
where the equality is by positive definiteness of Rényi divergences. This gives us

H](A}|BLE)

0 1
o < Hy( A DYBLEDY )y — 52 tow( o )+ mh — g
We just need to bound the H,, term, which follows the same type of argument as leading to [16,
Eq. (40)], as noted at the end of the proof of [16, Proposition 4.5]. We have

H,(A}DY|BTEDY); <> sup Hy(A;D;i|BiD;R) ;o) (w)

i WR;_1R

<Y sup H(A;iDi|BiDiR)pom;)w) + n(n — 1) log?(1 + 2dadp)
i YRi_1R
_ -1
< Z sup H(AzDz’BzDzR)(DZoMZ)(w) + nLVz y
i YRR 4
where the first line is because the Markov conditions are satisfied even including the D;D;
registers due to our assumption that the Markov conditions in Eq. (79) hold'* so we can apply
[16, Corollary 3.5], the second is by applying [16, Lemma B.9] which we can do by our restriction
on 7, and the third is by definition of V. Lastly one can show H(AiDi|BiEiR)(DiOMi)(W) <9
[16, End of proof of Proposition 4.5]. Combining these points gets us our theorem. O

We omit the proof of this implication; see the proof of [16, Proposition 4.5] which contains proof of this.
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B.4 QKD security proof with Rényi entropies

We now can present the proof of Theorem 5. In the main text we present physical and virtual
QKD protocols (Protocol 1 and Protocol 2 respectively). As explained in the main text, they
are equivalent and so the following security proof holds for both. From a technical viewpoint,
we use the EAT which holds for sequential processes, so the security is most directly proven for
the virtual QKD protocol because it is sequential.

Proof of Theorem 5. By the equivalence of Protocol 1 and Protocol 2, which is by construction,
proving the security of Protocol 1 is equivalent to proving the security of Protocol 2. We refer
to Protocol 2 in the proof, but this is just for the ease of the reader to link to the main text
and Protocol 2’s sequential presentation. Let €)' be the event that Protocol 3 does not abort
(i.e. ) is satisfied) and error correction verification accepts (i.e. hash(Z) = hash(Z)). Let ©”
be the event that Protocol 2 does not abort and error correction verification passes. Let pjon
be the output of the Protocol 2 conditioned on not aborting and error correction verification
passing and pj be the output of Protocol 3 conditioned on not aborting and error correction
verification passing.

Fundamentally, we are interested in the entropy of the raw key which excludes the registers
discarded in the general sifting step or the registers used for parameter estimation. As defined
in Protocol 2, Z = A} \ (As U A7). However, we note that Alice announces A in Protocol 2,
making it part of what is conditioned on, and Ag is determined entirely by the registers ;Vf,
B{‘, and T7'. In other words, it is clear by Protocol 2 that there exists a deterministic function
f which can reconstruct Ag, A7 using a map of the form D (sp) 1)l @ [pXpl () [s)s| ® [p)p| ®
|f(s,p)Xf(s,p)[z 7, Therefore, by [16, Lemma B.7],

HJ(Z|A}B{T{"ATCE);, = HY(AT|A{ B{T{' ATCE)

ﬁ‘Q// ﬁlﬂll *

We can handle the classical communication cost of error correction by [34, Eq. (5.96)]:
HY(A| A} BT ArCE)p, > HL(AY| A} BY T AT E) 0, — leakey, (82)
= H}(A}|A"B"T"ATE), , — leake,, (83)

ﬁlnu ﬁlﬂu

lafeX

where C' is the register storing the classical communication due to error correction, and the
equality comes from noting that PR AnBnrn Xp Bl = ,62711 AnBrrp XD Bl We stress that Bob’s
private register, F?, for both the EAT and the QKD protocol, is excluded in the equality as
they differ. We note that A7 is conditioned upon as Alice publicly announced it, but X7 is not
conditioned upon as Bob computes it locally and does not need to announce it unless aborting.

With all of this addressed, the entropy term that we would like to calculate to perform

privacy amplification is
HY(AY| A B{ T ATE) - (84)

This imposes one major difficulty: We need to find a way to relate this term to the term
HE(Z?E?M"B”T 1'E)pq on the left-hand side of Eq. (20), where the Entropy Accumulation
Theorem can be applied.

Following derivations in the DI-QKD setting [18], but also handling the A register, we use
the following series of claims:

HJ(AY|A} BYT{"ATE),,, > HL(AT|A} B T{"AT B E)

Py Py
> H}(A By A7|A{BYT]'E),,, — H} (B A7| AT BYT'E),
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The first inequality is the data processing inequality for sandwiched Rényi entropies [34, Corol-
lary 5.5] for the specific choice of tracing out the B register. The second inequality is Case 2 of
Theorem 8 with the substitutions A = A, B = ArBY, C = A’fé’foE , where we also demand
€ (1,2), § € (1/2,1). The last inequality is again using the data-processing inequality for
the Hg term and [16, Lemma B.7] for the Hg term using that A7 may be generated using a
deterministic mapping from A} and T
As Eq. (85) includes the term in Eq. (84), we need to bound the Hg term in Eq. (85). We
will do this using Theorem 10. We use the replacements A; = A7 B;, B; = T;, and F = FE,
from which it is clear how to define the EAT maps for this process. We note it is okay to
use A7 as we may treat it as if it were actually n registers where it is 1 whenever T; # 0.
The Markov conditions trivially hold since T; uses seeded randomness. Then using the fact
that A7.B; =L x L except when T; = 1 which happens with probability v, we construct the
max-tradeoff function analytically by the following observation:

H(A7,Bi|TiR') pmy(w) < H(ATBil Ti) my ()
= (1= H(A7,Bi|T; = 0) pyw) + YH (AT B3l Ti = 1) pty ()
< ylog |4 x B] (36)
where A and B are the alphabets of private outcomes Bob utilizes during parameter estimation.
This tells us we can let the max-tradeoff function fiax(q) = 7 log|A x B| for all g € P(X). This

also implies ||V fmax||coc = 0. Note that for Theorem 10 to hold, we require ¢ € (1/2,1), which
is why we demanded this in the first chain rule. Therefore, using Theorem 10 we get

H} (A7 BY|T]'E),,, <nylog|Ax B| - 10g(ace) + n(n — 1)log(1 +2ds)  (87)

1-4¢
where we have replaced p[Q)] with p[Q] and then assumed e, < p[€)'].1> We have also defined
ds = (|A[+1)(IB] +1).

Combining Eq. (85) and Eq. (87),

HL(AV|AYBY T AT E), o, > HY(AVBY| AV BT E),,,, — nylog | A x B
5

+16

log(eacc) - ”(77 - 1) 10g(1 + 2d5) .

We now apply the equivalent of Theorem 4 to the Hg term. We can do this by our restriction on
[ earlier along with noting on the relevant marginal that any frequency distribution g accepted
in the event €’ is by definition also accepted in the event €2 so the value of h will hold. Therefore,
the only formal change in Theorem 4 is using the replacement ega — €,cc. Therefore, we have
that either the input state aborts with probability greater than 1 — g, or

(B—1)In2 2 B
pm,>nh—n 5 Vv —B_l -~

H)(AY|A} BT ATE)

—nylog|A x B| + log(€acc)

1-90
—n(n—1)log(1+ 2dg) .

Grouping terms, the €,.. correction term is of the form W}‘;_é)log(gacc). Then, plugging

this back into Eq. (83) and applying the leftover hash lemma for non-smooth entropies [29],
Theorem 9, resolves everything except that one has many conditions on «, 3, 9,7,7, (.

15Note in principle this is a free parameter, but it does imply a lower bound on the probability that the input
will pass parameter estimation and error correction verification, which is why we label it €,cc for accept.
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To get the simplified conditions on «,f,d,v,7n,( in the theorem, note the conditions on
a, 3,0 are satisfied for 8 € (1,2),§ € (1/2,1),a = %ﬁﬁa' The conditions on § € (1/2,1),7n €
(1,1 4+ log™ 1 (1 + ds)),¢ € (1/2,1) U (1,00) are satisfied for the whole relevant range so long
as ( = %ﬁ;ﬁ(sn, which does not enter into our key length. Finally, we note that n > 1,
log(1+2dg) > 1, so —n(n — 1)log(1 + 2dg) < 0, so this term is always a penalty on the key
rate. In principle we would need to minimize 7, but noting that —n(n—1) log(1 + 2dg) goes to 0
as 1) goes to 1, and 7 is free to tend towards 1, we choose n such that —n(n—1) log(1 + 2dg) = —1.

Lastly, we need to explain the security claim in the statement of the theorem. There are
two cases. Either p[Q] < €acc o1 p[Q] > cace. If p[Q] < €ace, then for that input, the security
is trivially bounded by eacc by using Eq. (2) with the replacement Pr(accept) = p[Q] < eacc.
Therefore the focus is on the case p[2] > €acc. First we consider the secrecy. Starting from the
subnormalized state'S pg, g where Sy := h(Z) is the hashed key, h is the hash function, and
F' is the announcement of the hash function,

1 _ 1 _
§HPSAEF —[Sal M s, ®pEF|1 = §P[Ql]||PSAF‘Q/ —[Sal 1, ®pEF |11 < Pl ]esec < Esec

where we started from the subnormalized state, normalized it by the condition of passing, and
in the last line used that Theorem 9 tells us the trace norm divided by two is at most egec.
Therefore any input such that p[Q'] > eacc, the key is egec-secret. Finally, we need to address
correctness which is an upper bound on Pr[S4 # Sp &Q']. By the analysis of error correction
verification using 2-universal hash functions [13], egc is exactly what bounds this term, so
we have the key is egc-correct. Therefore, when p[Q'] > eace, the key is g + epc-secure.
Combining these points, we have the protocol is max{eacc, £sec + €pc }-secure. Finally, noting
that if £,cc < eRc+Egec YOu could increase to £,cc = €pc +Egec t0 increase the key length without
changing the security claim, so without loss of generality €acc > €pc + €sec. As such, we can

just say the protocol is g4cc-secure. U

We remark on an alternative key length that may be obtained largely following the same
proof that allows us to express things in terms of egs directly. This does not seem to provide
a clear advantage over the previous proof. As such, we note that the use of [16, Lemma B.5]
could presumably be replaced by [56, Lemma 10] for the smoothed version, but we omit such a
proof in this work.

Proposition 7. Consider any QKD protocol which follows Protocol 1 and satisfies Assump-
tion 1. €gA,€secs€EC € (0,1], €RCrob € [0,1], such that ega > esec + €rc. Let h such that
f(q@) > h for all g € Q where f is the min-tradeoff function generated by Algorithm 1 or Algo-
rithm 2.

Let 5 € (1,2), 0 € (1/2,1) and o = %ﬁ/gé. The QKD protocol is ega-secure for key length

¢ <nh —leakey, — nWW —n(B—1)2Kg — nylog|A x B
P gena) ¢ log(esee - (1— pcaan)) + 1 )
CEDIE) a1 ’
where
V =4/Var(f)+2+ log(Qd?g + 1)
Ky = 5= ;)3hl22(6—1)(10gds+MaX(f)—Minz(f)) In (2lods M) Mins(1) 1 ¢2)

16Subnormalization is due to aborting the protocol on the input.
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where A and B are the alphabets of private outcomes for Alice’s and Bob’s announcements
excluding the symbol L, respectively, ds = (|A|+1)(|B|+1), leak.,. is the amount of information
leakage during the error correction step.

Proof. We largely follow the previous proof with some modifications which we explain. We start
at Eq. (83). First we note that pio = p[Q'|Qpir + (pjo — P12 par), where [Q|Q] denotes
the event Q' occurring conditioned on € occurring, i.e. the probability that error correction
succeeds given we pass parameter estimation.!” Moreover, since ultimately o > 1 will always
hold on the conditions that complete the proof, we can apply [16, Lemma B.5, Eq. (80)] to
determine

AN An pnamTA AN An pnam T4 - 1
HY(A X B Ty ArE), > HAY A B TY A ), — s

— | T Snen— a
> HJ(AT|A"B"T{"ATE) p, + o1 log(1 — erciob),

where the second inequality follows from the assumption p[Q/|Q] > 1 — egcob-'® Everything
through Eq. (87) is the same argument but with pio- The only change this results in is that any
term with €,cc — €ga. Since we consider pj, we can apply Theorem 4 directly, so we replace
€acc 10 previous proof with ega again. Combining things and simplifying the greek alphabet
parameters is the largely the same as before. This completes the proof.

As for the security claim. We split into two cases in the same fashion. In the case p[{2] <
egpA, the state is trivially egs secure. In the case p[Q2] > ega, we have identical analysis to
the previous case. The correctness argument is the same as before, so the security claim is
e = max{ega, Esec + ERC}- a

C Relation between Fixed-Length and Probabilistic Round-by-Round Param-
eter Estimation Protocols

In this appendix we provide the proof of Theorem 6. Effectively, we need to describe the QKD
protocol in enough detail that we can view the output as a (somewhat complicated) CQ state
whose probability of certain sequences can be determined using the structure of the protocol. To
do this, we first describe the general description of a device-dependent QKD protocol through
the parameter estimation step in the most explicit formal fashion, i.e. in terms of conditional
states. We then show how this relates to the output of the EAT subprotocol, and finally we
relate conditional states of these two cases. This allows us to determine exactly how the security
parameter relates in the two cases. We stress that the notation in this appendix slightly differs
from that of the rest of the paper so as to keep things concise. In this appendix, we use registers
QAQp instead of register @) to separate Alice’s and Bob’s registers. We try to keep the notation
as close to the main text for consistency.

7 As the notation is a slight abuse of notation from conditional probability which would have p[EC accepts|€],
we clarify. Recall one starts with the output after error correction p. We can partition the total state according
to the events error correction and parameter estimation pass, ', just parameter estimation passes, '\ €', and
everything else, so that p = p[Q]pjar + p[Q\ Qparar + (p — p[Q]pjr + p[Q\ Q]para’). Then by definition,
pra = p[Q " (p[Q]pjar + p[Y \ Qpjo\a)- Recalling Q' is Q and error correction passes, we can think of p[Q'|Q)] :=
p[€2]/p[€)] as the probability of error correction passing given parameter estimation.

18The choice of notation is as follows. The e-robustness of a protocol on an input p is the probability of it
aborting on that input [13]. Ideally, we want our error correction scheme to be 0-robust whenever parameter
estimation has passed, i.e. p[Q2'|Q2] = 1 is the ideal case. As such, the assumption we have made is roughly that
if parameter estimation passes, then the error correction will be egc rob-robust.
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As explained in Section 3.2, since we are considering device-dependent QKD protocols,
we may make the assumption that the measurements by Alice and Bob are performed in an
n-fold manner, i.e. EM = @%n where ®p : Q1Qp — CH*Bl where, following the notation of
Theorem 5, A x B is a joint finite alphabet of Alice and Bob’s outcomes for parameter estimation,
and we dropped the subscript ¢ from the Hilbert spaces as traditionally device-dependent QKD
assumes the dimension to be fixed in each round. Given this assumption, we may write the
output state of the measurement as

(EM O Tr)pay,an,) = Y. labNall ® bR @ et @ ple D)
(a .07 pT)
where a;, b; are outcomes of Alice’s and Bob’s private registers and outcomes of all public
registers of the ™" round are grouped as p;, and pg?’b{L’p ) is the (subnormalized) conditional
state of Eve.

Next Alice and Bob perform parameter estimation.!” Canonically the assumption is they
are going to pick a random subset of the n signals of size m and announce their respective
outcomes on those m rounds.?’ Finally they decide if they continue the protocol or not based
on those outcomes. That is, they have some set of observed sequences Q C X’"*" which they
accept on, where X’ is as defined in Section 6.4. It follows that one could split £7F as a channel
which generates which rounds to test, a map where they make their announcements, and a map
where they abort if the observations are not in a set of pre-agreed upon acceptable observations

Q:
5PE — EQ o gPE,arm o EPE,testgen )

Note that while fundamentally Q is a set of sequences of length m, z* € X"*™ it can
trivially be extended to a set of sequences of length n, 2} € (X’ U{L})*"™, which better matches
the EAT and is denoted 2. In the case that it is a set of sequences of length n, it only makes
sense for all sequences in 2 to have n —m of the entries be the 1 symbol. To match with EAT
we mean this event € than aligns properly with extending Q.

Having completed the explanation of the protocol, we can see the natural definitions for

these maps are:
1

gPE,testgen(a) — ‘T ’ Z |t’il><t711|
mlgneTy,
where Ty, = {x € {0,1}" : Hamming Weight(z) = m}.
EPBMM pappprp) = D XMl b, P X (0 B 4, pY) e @ lad Yad |

"74717”747 7
® [BXBE| @ )t @ plst )
where x(a;, b, ti,pi) = (a; x b;) € A x B when t; = 1 and otherwise equals L, i.e. x is the
deterministic announcement function due to testing that constructs z; € X.

19Tn Protocol 2, sifting and the key map happen each round along with parameter estimation. In Renner’s
original framework [13], it is not the case as the sifting and key map happen afterwards in the blockwise processing,
which is the reason for this discrepancy from the main text.

29This is equivalent to applying a random permutation and then performing parameter estimation on the first
m indices, but to match the EAT, we do not reformat in this manner. We note an alternative model one might
propose that seems to be intuitive is to perform probabilistic round-by-round testing, count the total number of
tests at the end, and then a posteriori treat the protocol as having picked that many tests. This does not fit into
a pre-existing universally composable security proof for fixed-length testing. In particular, it does not fit into the
security proof method of [13].
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E%pxp) = D | Xal| pxp |2i Nt
zPeQ

where we the event ) as the set of sequences of length n that satisfy Q as stated earlier.

Since p; is a function of (a;,b;,t;) by construction of Protocol 1 and z; is a function of
(a;, by, ti, pi), we are interested in the set {(af', b}, t}") such that =7 € Q with non-zero probability}.
Throughout, when we write a summation over something of the form “(af, b7,t7) : 27 € Q.,” we
are indicating the set of sequences that result in 7 € ). Therefore, combining all of this, we
find the output state after parameter estimation is

ﬁout :‘1’ Z ‘Xxn(a?v 7117 7117})711)><X><n(a7117 7117 7117p711)|X{L ® |a?><a7f’
(@ by t7) cap eQ
(a7,b7.p7)

® [bYX07] @ [PYXPT| @ 67X @ pp ;

where pout = (gFPE.amn o gPE testgen o eM ) Ze)(pgangeny)- We stress by construction of €2,
1 1

that any element of (af,b},t7) : o} € Q has t} € T,,,, which is why we don’t restrict the space
T™. We will define the final output after sifting and the key map (but prior to error correction)
as
1
out __
= D

[T (a7 br tn):ar €Q

M (ar, b 4,7 (M @ B ) @ L) |
1

A A A”’Lyi)’n, '3
® by )}(Br| @ [Tt @ [ @ pigt T

where hats denoted updated registers, and the reason that we can define x on the updated
sequence is that by assumption testing commutes with sifting and the key map, given the
registers T7".

This completes our account of the output state of parameter estimation in the fixed-length
device-dependent QKD protocol. However, we will need these extra definitions when comparing
to the output of the EAT protocol:

1
t Q t t _ t
o, = (ECOTR)(P™) = — B, (59)
TI' stub

Using the same notation as we did for the fixed-length device-dependent QKD protocol, it
is straightforward from the effective tensor product structure of device-dependent QKD (Sec-
tion 3.2) that the output of the EAT protocol can be written as:

P = Z

(G@7,b7 7 )P eQ

(@, by, 1, pl) oo™ @ B # b | @ lafad |
1

A A An’bn7 n
® [0 )(B1| @ Wikwt| @ x| @ pigt Y

Our interest is then proving the relation of p%4,. to p°“* to prove Theorem 6.

Proof of Theorem 6. Ultimately we need to argue about the probabilities of given sequences
conditioned on passing, so we start by simplifying the joint probability of the sequences. For
notational simplicity in this proof, we let

~

7 := (44, bi,p;) 1€ [n] and 3\‘9 = {(af, r1, t]) s 2 € Q}
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and 7, S|g are defined the same way but with the un-updated a;,b;. First consider P =
pQn Qn  E to the fixed-length protocol that satisfies data partitioning as in Protocol 1 (so that
we consider the same announcement structure between the two settings for fair comparison).
Then, for any non-zero probability sequence, we have:

Pr(af, ri’, t1) = Pr(ri, 1) = Pr(t7) Pr(ry) = Pr(r7)

|Ton|
where the first equality is because z7} is produced by a deterministic function of the other
sequences, the second equality is because ¢} is determined independent of the other sequences,
and the third equality is because t7 was uniformly chosen from the set 7,. Note that sifting
and the key map, while deterministic, are not bijective in general. However, since accepting or
not accepting a sequence is a deterministic function given x7 which is a deterministic function
of (r},t}) and doesn’t change under updating, we have

1
>, Prpn) = Y Prelafiy) = T > Pr(afrf, ) Pr(r]) .

(a7 FTLE)ES|o (a7t ES|g [ Tin] (a7 t)ES|n

Now we consider the EAT protocol. Note that the sequence 7 is an i.i.d. sequence generated
from sampling the distribution Q = (1 —+,~)”, whose probability is determined by the method
of types. Following the notation used in [40], we have Pr(t") = Q™(¢}') for any binary sequence
! sampled from @) n times. It follows,

Pr(rf, 17) = Pr(ty) Pr(ry) = Q"(#7) Pr(ry) ,
which, again using that acceptance is a deterministic function of (r¢,t}),

> Pt = Y Pr@@fpf ) Pr(rf, ey

(2,7t )P e (], Pt} )T EQ

= Y Q) Pr(alll ) Pr(r])

(@ ,r],t}) T eQ

where in the first line we stress we have kept the sum indexing over the non-updated registers,
so the sum is independent of how they get updated conditioned on z} € Q. By [40, Theorem
11.1.2], we know Q"(t}) = o~ H(f)=D(fillQ)) where f, is the frequency distribution over T
induced by t} (i.e. the type). Therefore, if ¢} has Hamming weight m, since m is defined as
m = yn, we have Q™(t}) = 277 as the relative entropy term is zero, where h(-) is the binary
entropy function. As a sequence will only be accepted if ¢} has Hamming weight m and 7 is
acceptable, we have that

PRI =Te| S0 Pr(al #L a0 [ A N L 6 @ )
(z?,f{‘,t?)esm
— Y Prl )
(277 1) €S|
— 2 ) ST Pr(af, ) Pr(e)

(27,77 t7)ES |0

= 2_”h(7)|Tm| Z

(27,77, t1)ES|Q

1

Tl Pr(z}|ry,t7) Pr(r])
m
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=M T | YD Pr(al, w0 [, (a2 @ )

(m?,'ﬁ{t,t?)és‘g

2 n ou
— 9—nh() <m>p ey,

where the last line is because there are (:1) n-length bit strings with Hamming weight m.

To see that pg‘fmg = pfgt, we make the following observations:

1. The set of sequences (af, b}, pT,t}) allowed by  is exactly the same in both cases.

2. For any tuple of sequences (af, b}, '), p(af, b}, pt') is the same for both protocols given
that p' is the same and the measurement and announcement procedures are the same—
it is just the distribution over Pr(¢}) that differs.

3. For every allowed tuple of sequences, the probability Pr(¢}) is a fixed (uniform) value.
Specifically, for allowed tuples of sequences, Pr(t}) = 27" for EAT, but Pr(t}) = |—}ﬂ‘

for fixed test length. While the fixed value differs in the two cases, it cancels under the
renormalization of conditioning the state on the allowed tuples of sequences.?!

It therefore follows under the renormalization that the distribution over the sequences in both
(af,b7,p7)

cases is identical (and pj for each sequence is the same too since both are based on
(al, b}, p}) followed by the introduction of an independent sequence and then deterministic
functions). O

Note this equivalence was able to be derived in effect because the testing in both cases is
independent and the probability is uniform over sequences contained in the event €2 in question
beyond the conditional probabilities that arise from the measurement, and since the measure-
ments and announcements are the same process in both cases, this is not altered.

Finally, we explain the derivation of the bound presented below Theorem 6:

log <5POEUXT [Q]) = log (&) + log (2—nh(’7) (Z) pout [Q])

62
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where the inequality follows from using v/27rn"/2e=" < nl < en™/2e=" [57] to bound ().

2'For a simple example, imagine we have the two states: p1 = ypoo |00)00| + xpo1 [01X01| + zp1o |10)10] +
zp11 [11}11]| and p2 = y'poo |00X00| + x'po1 |01X01] + z'p1o |10)X10] 4+ 2'p11 |11X11]. Say we condition only on
the strings of Hamming weight one. Then, we have pijo = S———-—(xpo1 [01)01] + zp10 [10)(10]) and pzjo =
m(x'pm |01X01] + 2'p10]10)10]). These conditional states are the same because the renormalization
cancels the fixed (but different) pre-factor = (resp. z’) for all the strings we are interested in.
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D Security of QKD using EAT with Smoothing

In this section we present the security proof for smooth min-entropy rather than sandwiched
Rényi entropies.

D.1 Background smooth entropy results

For completeness, in this section we present the max-tradeoff function and original version of
the EAT [16] for max-tradeoff functions which we make use of in the security proof in this
Section. Likewise, we give an account of the Leftover Hashing Lemma [13] and how it is applied
in Theorem 15.

We first state the min-tradeoff function in terms of smooth min-entropy.

Proposition 8 (Theorem V.2 of [17] (Special Case)). Consider EAT channels My, ..., M,, and
psyprxnE as defined in Eq. (T) such that it satisfies the Markov conditions [Eq. (8)]. Let h € R,

€ (1,2), f be a min-tradeoff function for My, ..., My, and let € € (0,1). Let S; always be
classical. Then, for any event Q C X™ that implies f(freq(X7)) = h,

- ol (a—1)In2_, 1 9
Hriin< 1 ‘Pl E)pm >nh—n 2 Ve — a—1 log EQP[Q]Q - n(a - 1) Ka (90)
holds for
V = \/Var(f) + 2+ log (243 + 1) (91)
1 . .
K, = 2(04—1)(10gds—l-Max(f)—l\/Img(f))1 3 2logdS+Max(f)—M|ng(f) 2 9
6(2— )?In2 n ( +6) (92)

where Max(f)), Min(f), Ming(f) and Var(f) are defined in Eq. (14) and ds = max;e[,) |Si| is
the maximum dimension of the systems S;.
Moreover, for a specific choice of o € (1,2) [17],
HZ (ST PIE),, > nh—cyn—¢

min PIQ

where ¢ and ¢ are functions of £, dg, p[Q], and properties of the tradeoff function as follows:

¢=v2m? <1og(2d?g +1)+4/2+ Var(f)) V1= 210g(Zol]) (93)

/ 35(1 — 2log(ep[$2])) olog ds+Max(f)~Mins;(£) 1,3 (2logds+Max(f)—Ming(f) n 62) .

o (log(Qd?9 +1)+ 2+ Var(f))2

(94)
Next we recall the notion of max-tradeoff function.

Definition 7. Following the notation of Section 3. An affine function f on P(X) is called
maz-tradeoff function f for an EAT Channel M; if it satisfies

f(q) = sup H(Si|PiR),, VqeP(X).
vexi(q)

We now state the EAT for max-tradeoff functions from [16].
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Theorem 11 (Part of Theorem 4.4 of [16]). Let My, ..., My, be EAT channels and pspppxpE
be of the form in Eq. (7) which satisfies the Markov conditions from Eq. (8). Let h € R, let
f be an affine maz-tradeoff function for My, ..., M,, and let € € (0,1). Then, for any event
Q C X" that implies f(freq(X7)) < h,

Hriax(s?|PlnE)Pm < nh + C\/ﬁ (95)

holds for ¢ = 2(log(1 + 2ds) + [||V flleo 1) /1 — 210g(£p[Q]), where ds := max;cpy {15}

This completes the statement of the EAT for max-tradeoff functions. We now turn our
attention to the Leftover Hashing Lemma (LHL). The LHL tells us that applying a two-universal
hash function to a somewhat secret string constructs a shorter e-secret key. The notion of secrecy
is measured by distance from uniformity given Eve’s side-information.

Theorem 12 (Corollary 5.6.1 of [13]). Let pxp € D(XE) be a classical-quantum state where
X = CP®l where X is some finite set. Let F be a family of two-universal hash functions from
¥ — {0,1} and e > 0. Then

< o4 2 s(HLL(X|B)~t-2)
1

1’ _;1 ®
9 PF(X)EF 110, 1}7] F(X)® PEF

From this we obtain the following corollary immediately.

Corollary 13. Let pxp € D(XE) be a classical-quantum state. Let eg¢. 1= 5’+27%(Hr€nin(X|E)472)
and & > 0. Let epp 1= €5ec — &’ > 0. Then for an e4..-secret key, the length of the key, £, must

satisfy the following bound:
/ 2
£ < HEju(X|B) — 2log( ) .
EPA

D.2 Technical lemmas for smooth entropy key rate

The following lemma shows that generating a classical register from the classical side information
does not change the value of the smooth min-entropy.

Lemma 3. For any CQ state pap = 3, pips ®i)il g and papc = i pips @il @1 f (DX f (1)l
with a given function f, it holds that

Hipin(A|B) = Hyyin (A|BC). (96)
Proof. This can be seen by defining isometry V : [i) 5 — |i) 5 |f(i))o. Then papc = VpapVT.
The result then holds by the fact that the smooth min-entropy is invariant under local isome-

tries [34, Corollary 6.11]. Note that this holds for any function f which may not necessarily be
deterministic one (c.f. [34, Egs. 6.77]). O

Lemma 4. Consider a CCQ state pxpe = Y (5, lz)z| @ |p)Xp| ® pg’p). Consider another

classical register Y which be constructed using a deterministic function on the registers X and
P,ie f:XxP =Y. That is, there exists an isometry, V = 32, .y [vXz| @ [p)p| @ | f (2, p))y
reconstructing Y from X and P. Then

min (Y X|PE)y vt = Hyin(X|PE), . (97)

min
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Proof. To prove this proposition, we simply prove

Hremn(YX|PE)VpVT > Hmln(X|PE)P ) (98)
Hrinn(YX|PE)VpVT < Hmln(X|PE)P : (99)

We start with Eq. (98) as it is straightforward using previous results. Namely, we see:

f]r&;nn(}/*XUD‘E‘)V,DVJr > Hy

mln(X’PE)VpVT X|PE) (100)

mln(
The first inequality comes from the fact that the entropy of a classical register is non-negative [34,
Lemma 6.17]. The equality follows from noting that Try (VpVT) = p. Therefore we can focus
on the other direction of the inequality.

By combining [34, Definitions 6.2 and 6.9] we note the definition of the smooth min-entropy
terms we are concerned with:

HE. (YX|PE = max max max{Ae€R:1ly ®1x @2  Mpp > 7
min ( ’ )VpVJT PEBE(VoVT) T ppeD. (PE) { Y X PE pYXPE}
(101)
mm(X|PE) = Imax = Imnax max {X eR: 1X & 27X]/\ZPE > ﬁXPE} s (102)
peB®(p) MppeD< (PE)

where D< is the set of sub-normalized states. Omne can see from these definitions it would
be sufficient to show the optimal solution for Hy;, (Y X|PE)y ,+ is a feasible solution for

H: . (X|PE), to prove Eq. (99). Suppose the optimal solution of Y X|PE)y ,y+ is taken
at (\, M pg, Py xpg) Where py x pg is chosen as a CCCQ state by [34, Lemma 6.13]. This gives

mll’l(

1y @ 1x @2 Mpp > pyxpp = 3. |yl ® [z)z| © [p)p| @ g™ . (103)
(y,x,p)

Applying the pinching map Ap(-) := 37, [p) (p| - [p) (p| on both sides, we get

S Iyl @ |a)z] @ pXpl @ 23 > S yy| @ |z)e] @ [pipl @ pYT,  (104)
(y,,p) (y,z,p)

with Mg) := (p|M pg|p). We can further ‘un-compute’ Y by applying V-V on both sides,

S la)a| @ [p)p| @ 23 > 3 |a)a| @ [p)p| @ pY CP ), (105)
(z,p) (z,p)

which is equivalent to

1x ®27* Z Ip)p| @ M%’) > VipyxprV - (106)
P

Since V1.V is a CPTNI map, we know that the purified distance cannot increase under this
map. Therefore,

P(V'ioyxpeVipxpE) < P(Byxpe: VoxpeV') <e, (107)

where the second inequality follows by the assumption of py xpg. Thus, it is the case that

(A2, [pXpl ®H(§), Viby xprV) is a feasible solution for HE,,(X|PE),, which implies Eq. (99).
O
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D.3 Entropy Accumulation subprotocol with smoothing

Here we present the equivalent of Theorem 4. The proof is the same as in the main text except
that we need to use the smooth min-entropy EAT (Proposition 8).

Theorem 14. Consider the entropy accumulation protocol defined in Protocol 3 where the
announcements A;’s and B;’s satisfy Assumption 1. Let Q = {z} € X™ : freq(z}) € Q} and p
be the output of the protocol. Let h such that f(q) > h for all q € Q where f is the min-tradeoff
function generated by Algorithm 1 or Algorithm 2. Then for any « € (1,2), ega,€ € (0,1),
etther the protocol aborts with probability greater than 1 — ega, or

: (BANE —1)In2
HE (DB AR BRI ) gy > i — (2= D102

V2 - 1

. - —n(a—1)2K, (108)

log
1 ° 222,

where V' and K, are given by Eqgs. (91) and (92) and we replace p[Q] by epa.

Moreover, the bound can be further optimized by using Eq. (90) and optimizing over c.

D.4 QKD security proof with smooth entropies

Here we present the equivalent of Theorem 5. The proof is similar, but we include it for
completeness.

Theorem 15. Consider any QKD protocol which follows Protocol 1 and satisfies Assumption 1.

Let &,epp, €5, €ace € (0,1) such that eaec > €+ epa + epc. Let h such that f(q) > h for all

q € Q where f is the min-tradeoff function generated by Algorithm 1 or Algorithm 2. For
€ (1,2), the QKD protocol is eacc-secure for key length

! < nh — leak —nw

€EC 2

—2y/mlog(l + 2ds)y/1 — 21og(5/4 - acc) -

V? —n(a—1)°K, — nylog(|Al|B|)
32

€ 8acc)

— log ( 0 (109)

_ s (1 1o (5/4)2> — 2log(2/epa)
where V and K,, are given by Egs. (91) and (92), A and B are the alphabets of private outcomes

Alice and Bob will announce excluding the symbol 1, ds = (JA| + 1)(|B| + 1), leak., is the
amount of information leaked during error correction.

€EC

Proof. By the equivalence of Protocol 1 and Protocol 2, which is by construction, proving the
security of Protocol 1 is equivalent to proving the security of Protocol 2. We refer to Protocol 2
in the proof, but this is just for the ease of the reader to link to the main text and Protocol 2’s
sequential presentation. Let €’ be the event that Protocol 3 does not abort (i.e. € is satisfied)
and error correction succeeds (i.e. hash(Z) = hash(Z)). Let Q" be the event that Protocol 2 does
not abort and error correction verification succeeds. Let pjg» be the output of the Protocol 2
conditioned on not aborting and error correction succeeding and pjgs be the output of Protocol 3
conditioned on not aborting and error correction being applied and succeeding.
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Fundamentally, we are interested in the entropy of the raw key which excludes the sifted
registers or the registers used for parameter estimation. As defined in Protocol 2, Z = A} \
(As U A7). However, we note that Alice announces AT, making it part of what is conditioned
on, and Ag is determined entirely by the registers A Bl, and T7'. Therefore, by Lemma 4,
we can conclude:

mln(Z|AanT{LATCE)p‘Q// mm(Al |AanT1nA7—CE)p|Q// .

We can handle the classical communication cost of error correction by [34, Lemma 6.17]:

Hyi (AY| AP BY T ATCE) o > Hio(AY | AT BI T ATE) 5., — leakey, (110)
= Hiy(A{|A" BT ATE), , — leakey, (111)

where C' is the register storing the classical communication due to error correction, and the

~ o )
equality comes from noting that PA TnBprnxy o = P A BTy X B We stress that Bob’s

private register, Bi , for both the EAT and the QKD protocol, is excluded in the equality as
they differ. We note that A7 is conditioned upon as Alice publicly announced it, but X7 is not
conditioned upon as Bob computes it locally and does not need to announce it unless aborting.

With all of this addressed, we can conclude that we would like to do privacy amplification
using the smooth min-entropy term:

AT AMBr T AL E) (112)

mln( Pl -

This 1mposes one major difficulty: we need to find a way to relate this to the term
HE, (A)BY \A”B"TlnE)pm, on the left-hand side of Eq. (108).
Following derivations in the DI-QKD setting [18], but also handling the A register, we use
the following series of claims:

min
>y (AY| A BT AT BTV ATE)

>HIA (AVBAr| AP BrTrE), , — HE/A (BYAT|AYBIT{'E),,,, —2log (1 — /11— (5—/4)2>

Pio max

min

> Hy o (A BY| AL BYTY ), o, — HIA(BYAT|T]E), , — 2log (1— 1—(5/4)2> . (113)

The first inequality holds by data-processing. The second inequality follows from [34, Eq.
(6.60)]. The third inequality comes from data-processing for the smooth max-entropy term
and applying Lemma 4 to remove A7 in the smooth min-entropy term. More specifically, the
strong subadditivity follows from the data-processing inequality of smooth max-entropy of [34,
Theorem 6.19] where we have applied the partial trace map on the side information.

Now all that is left is to bound the max-entropy term using the original version of EAT
(Theorem 11) [16]. To do this we use the EAT in the form of Theorem 11 with the replacements
S; = Ar.B;, P, —» T;, and E — E. We note it is okay to use A7 as we may treat it as if it
were actually n registers where it is | whenever T; # 0. The Markov conditions trivially hold
since T; uses seeded randomness. Then using the fact that Z'E‘Ei =1 x L except when T; =1
which happens with probability v, we construct the max-tradeoff function analytically by the
following observation:

H (A7, Bi|TiR') pmy(w) < H(AT,BilTi) pm,(w)
= (1 =) H(A7 Bi|T; = 0) py (w) + YH(AT Bi|Ti = 1), (w)
< ylog|A x B| (114)



where A and B are the alphabets of private outcomes Bob utilizes during parameter estimation.
This tells us we can let the max-tradeoff function fi,ax(q) = vlog|A x B| for all ¢ € P(X). This
also implies ||V fmax|lco = 0. Therefore, using this with Theorem 11 we get

HYA(BYAT|TIE),, < nylog|A x Bl + vn2log(1 + 2ds)\/1 - 2log(e/4 - eacc)  (115)

where we have assumed p[Q'] > €,cc, and dg := (JA|4+1)(|B|+1) using that |B;| = |B|+1, |A1.| =
|Al + 1.
We now put all of these together to get the following;:

mm(

AL\ AN BYTIATE), > Hilm (A BY| AL BYTIE) ,, — leake,, — nylog(|A x B])

—2y/mlog(1 + 2ds)y/1 — 2log(5/4 - acc)

—2log (1 s (5/4)2> . (116)

We now apply Theorem 14 to the right-hand-side min-entropy term (with appropriate choice of
£/4 and egp — €acc) SO that we have that either the input state aborts with probability greater
than 1 — e4cc Or

mm(Al |ATLB{LT1nA7~E)pm/
—1)In2
> nh —leak.,, — (0[2)HV2 —n(a —1)2K, — nylog(|A x Bl)
— — (117)
— 2v/nlog(1 + 2ds)\/1 —2log(£/4 - €acc) — 2log (1 —y/1— (5/4)2>
1 10 32
o — g (8 8&(:(:)2 ’

Applying the leftover hash lemma [13] (Theorem 13) completes the proof.

The proof of the security claim is nearly identical to the non-smooth case. We consider two
mutually exclusive and exhaustive cases. When p[€2] < eacc, then the output is trivially eucc-
secure. Now consider p[2]. Starting from the subnormalized state?? pg,pr where Sy := h(Z)
is the hashed key, h is the hash function, and F' is the announcement of the hash function,

1 _ 1 _
sllpsaer —154] ", ®perlh 250[9']HPSAEQ/ — 1S4l s, @ppEg

—§HPSAF‘Q/ - |'S'A|71 ]lSA ®PEF‘Q/||1 3

<€gec = €+ €PA

where the second inequality is by theorem 12 along with the definition of g, in Theorem 13
by choosing ¢/ — &. The final inequality is by the definition epp := &gec — €’ in Theorem 13.
The correctness argument is the same as in the unsmoothed proof. Therefore we the key is
max{€acc, € +Epa + e }-secure. As in the previous proofs, note that if €4cc < £+epa +£gc, you
could improve the key rate without changing the security claim by setting e,cc = €+ epa + €gcC.
This completes the proof. ]

223ubnormalization is due to aborting the protocol on the input
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E Key Rate Optimization Based on Quantum Conditional Entropy

We find a way to represent Eve’s conditional states in terms of Alice’s and Bob’s joint state
and express the quantum conditional entropy H (S;|P;R) with those conditional states. (We use
register R to refer to Eve’s register in a single round as depicted in Figure 1.) We then show this
function is convex. We write the objective function based on the quantum conditional entropy
as

W(p) = H(Si|P.R),, (118)

for p € D(Q;). Proposition 1 gives us a more explicit expression of W (p) in terms of p € D(Q;)
and Alice’s and Bob’s joint POVM. The convexity of W(p) is given in Proposition 9. We now
prove Proposition 1.

Proof of Proposition 1. Recall from the definition of conditional entropy that for a classical-
quantum state pg, PR Yosp|8)sls, @ [pXplp, ® p$P) | we have H(Si|PR) = e H(pE)) -

dop H(pg))), where p => pR’p We need to find the marginal states pg’p) = Trap[(Msp ®
1r)pg,r). Without loss of generality, we can write the purifying state as pg,r = [¥)(|, where
V) = /p@1g|®F) and |®T) =37, |5) ¢, /) g, from which we find

PP = Trg, [(Map ® 11)po,E]

= Trg,[(VPMap/p © Lr) [ @7 )07 (119)
= > (VoMyp/p)"

By the fact that for any operator A, (ATA) and (ATA)” have the same spectrum, it is the

case that H(p};”) = H([(PKsp)(Kapy/P)T) = H(KoppKy) = H(KyppK],) and a similar

expression holds for H (pg)). O

Proposition 9. The function W (p) is convez.

Proof. Let pg =3y p>\p6\2 be a convex decomposition of pg. We want to show that
> AW (p)) = W(pq) - (120)
A

Let P(.)ng be the purification of pa. From these, we define the state pgra = >_\ p)\paR @ | ANA 5,
which satisfies Trga[pgra] = pg- Then

ZPAW pQ Zp S’PR MRT R (p) POR 7 (121)
A
- H(S|PRA)M®IRA(PQRA) (122)
> HSIPR) g o) (123)
= W(pq) (124)

where pgr is the purification of pg and where the inequality comes from subadditivity because
the entropy will be minimized when Eve holds a purification of pg. O

The physical intuition of the proof is the fact that if Eve has a family of states pg\g that
she sends out with probability p(\), while keeping their purification, then that attack will be
suboptimal. This is because it is better to send out the average state pg = >_, p()\)pg‘ and keep
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the corresponding purification, as this produces the same measurement statistics and Eve holds
more information about the state.

As mentioned in the main text, we need to introduce a small perturbation to guarantee
that the gradient VIV (p) is well-defined for any p > 0. To do so, we introduced the perturbed
objective function We(p), which is

=S H (K5 (0)) = S H (Kg)) - (125)
$,p 2
Then the gradient VW, (p) always exists for all p > 0:
VIVe(p) = = 3 (K, [log K5, (0)] + Z K5 [log K5 ()] - (126)
$,p

By [28, Lemma 7], we know that
[Kan(p) = K50, S eld=1) and [[Kp(0) = Ki(p)||| < eld—1). (127)

By the continuity of von Neumann entropy (known as Fannes’ inequality), it holds for any
€€ (0,1/(e(d —1))] 2 and any density operator p,

[ (Kap(p) = H (K5y(0))| < ¢ and - [H (G (0) = H (K50))| <G (128)

with (. = €(d—1) log ﬁ. Thus we have Eq. (28) after taking the worst-case scenario among
all contributing terms.

F Proof for the Second Algorithm Construction

F.1 Basic definitions

For completeness, we review some basic definitions. In this appendix, f, g, h denote some general
functions. Readers are cautioned not to confuse them with min-tradeoff functions used in the
main text.

Definition 8 (Affine hull). For a set C' C R™, the affine hull of C, denoted by aff(C), is defined

as
k k
:{Zﬁimi::El,...,:vkEC,ZQizlfOTsomekeN}. (129)
i—1 i=1

We note that the affine hull is the smallest affine set that contains C.

Definition 9 (Relative interior). The relative interior of a set C' C R"™, denoted by relint(C) is
defined as
relint(C) = {z € C: B,(z)Naff(C) C C for some r > 0}, (130)

where By(x) is a ball centered at x with a radius r.

It is often convenient to let a function f be defined over the entire R™ and let it take the
value +oo outside its domain which is denoted by dom(f). It is thus interesting to talk about
the extended-value extension.

23Here e is the base of the natural logarithm.
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Definition 10 (Extended-value extension). If f : dom(f) C R"™ — R is convez, we define its
extended-value extension f:R" — RU {400} by

~ flx) x € dom(f
Flay={ 7/ () (131)
+oo = & dom(f).
It is sometimes useful to define the domain of an extension as
dom(f) = {z € R": f(z) < oo}. (132)

F.2 Fenchel duality

We review one form of duality called Fenchel duality that is relevant for our algorithm. See [58]
for details about Fenchel duality.

Definition 11 (Fenchel conjugate). The Fenchel conjugate of a function h : R™ — [—00, +00]
is the function h* : R"™ — [—o00, +00| defined by

h*(v) = sup {(v,z) — h(z)}. (133)
zeR™
We now state Fenchel’s duality theorem [58, Theorem 3.3.5] with the condition for strong
duality replaced by Eq. (136) according to [58, page 74, Exercise 20(e)].

Theorem 16 (Fenchel duality, [58, Theorem 3.3.5]). For given functions f : R"™ — (—o0, +o0]
and g : R™ — (—00,+00] and a (bounded) linear map A : R* — R™, let p,d € [—o0,+0o0] be
primal and dual values in the following Fenchel problems:

p= inf {f(2) +g(An)}. (134
d= vseuqu{—f*(ATv) —g*(—v)}. (135)

These values satisfy the weak duality p > d.
If f and g are convex and satisfy the condition

relint(dom(g)) N Arelint(dom(f)) # 0, (136)

where Arelint(dom(f)) = {Ax : x € relint(dom(f))}, then the strong duality holds; i.e., p = d,
and the supremum in the dual problem [Eq. (135)] is attained if d < +o0.

We note that although the formulation of this theorem is for unconstrained optimization,
one can easily handle constrained optimization by the extended-value extension. Similarly, one
can define an indicator function for a set C' by

0 ifzeC

do(@) = { x ifrgC (137)

and use this indicator function to convert a constraint set C into a part of the objective function.
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F.3  Deriving dual problem of Eq. (44)

In this section, let H be a Hilbert space and define a map that stores the measurement outcomes
of the POVM {M,} with associated alphabet X" for outcomes as

Dpa(0) = Y Tr(aMy)[N). (138)
AEX

Let W be the quantum conditional entropy function in Eq. (24). Let m = |X| be the number
of outcomes. We define the set

Faual :={f €R™: f - Ppa(p) < W(p) Vp € D(H)}. (139)

It is also easy to see that Fgua1 is a convex set. Moreover, we can write the indicator function
[see Eq. (137)] for the set Fgya1 in a useful way by the following lemma.

Lemma 5. Let 6r,,, be the indicator function for the set Fayq. Then,

sgp{<f, Pr(p)) = W(p) : p € Pos(H)} = 67,,,(f) Vf €R™. (140)

Proof. Let a(f) = sup, {{f @a4(p)) — W(p) : p € Pos(H)}.

If f € Faual, then (f, @ar(p)) — W(p) <0 for any p € D(H). As any positive operator can
be scaled from p € D(H) by a non-negative coefficient, it is the case that e < 0. Thus, a(f) =0
with p = 0.

If f ¢ Faual, then there exists pg € D(H) such that (f, Paq(po)) — W(po) > 0. Let
v =(f, Pam(po)) — W(po) and pg = Bpo with B > 0. We notice that W (5p) = W (p) for any
B > 0. Because ® a4 is linear, with pg, it is the case that a(f) > By. With 8 — oo, a(f) — oo.
Thus, Eq. (140) holds. O

To derive the dual problem of Eq. (44), we first compute the Fenchel conjugate of two
functions that will become useful.

Lemma 6. Forcy >0 and c; >0, let s:R— R U{+oo} be defined as
() = { G laPfed el < e, )
00 otherwise.
The Fenchel conjugate function of s is
s*(y) = co\/1 + Ty (142)
Proof. By Definition 11, the conjugate function of s is

s (y) = sup{xy — s(x)}
r€eR

= sup{zy +/cf — jz?/c} : |2] < coer}
z€R

By a simple calculation to optimize over z, it is easy to verify that Eq. (142) is indeed the
conjugate function of s.2* O

(143)

24To find the supremum, one can solve case by case for two cases: z > 0 and z < 0. For each case, one looks
for a solution of x where the derivative is zero by simple computation. Then, one verifies that both solutions in
these two cases lead to the same optimal value which is indeed the supremum.
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Lemma 7. Forco >0 and ¢; >0, let EA) : R™ = R U{+oo} be defined as

s(IAll/2) if 2 M) =

s otherwise,

EN) = { (144)

where s is defined in Lemma 6. Then & is a convex function and its conjugate function E*(f)

is E(f) = s*(max(f) — min(f)), that is,

E£°(f) = coy/1 + Glmax(f) — min(F)]? . (145)

Proof. The convexity of £ follows from the convexity of s and the convexity of the set {A €
R™ : > A(xz) = 0}. From Definition 11,

E(f) = sup {{(A f) —EN)}

AER™

= sup {0 £) = s(IA1/2) ZA (146)

= 0 L) = I/ (e AT < 201, M) = 0}
Let A4 be defined as Ay (z) = max(A(z),0) and A_ be defined as A_(z) = max(—A(z),0).
Then, it is clear that A = Ay — Ay and [|[A|; = [|[A4]|; + [[A=]|;. The condition >>, A(z) =0
implies A}, = A_[l, = SAll,- Ths,

&(f) = Asggm{(f,AH —{(F A2+ — I/ = 1ALl = A=l < coer, A > 0,A- > 0}
+
A_€ER™

= sup {(FA4) —vmin(f) + /e — 02/ 0 < v = [IAg]l, < coer Mg > 0}

= sup{ulmax(f) — min(f)] + A —v2/2:0<v< e}
= sup{ofmax(f) —min(f)] +y/ef —v2/cf : o] < corr)
= sup{vfmax(f) ~ min(f)] ~ s(v)}

— 5*(max(f) — min(f)).

(147)
In the second line above, we optimize A_ and the optimal value is achieved when A_ contains
a single nonzero entry in the position corresponding to min(f). In the third line, we optimize
A4 and the optimal value is achieved when A4 contains a single nonzero entry in the position
corresponding to max(f). In the fourth line, we drop the constraint v > 0 since the optimal
value is always achieved when v > 0 due to the fact max(f) — min(f) > 0. In the fifth line, we
use the definition of s. The last line follows from the definition of s*. O

Proposition 10. Let cg > 0 and ¢; > 0 be constants. For the problem

hyrimai(d@0) = minimize — W(p) + 1/} — lla0 — Paa(p) |}/ (4c})
subject to Tr(p) =1 (148)

lgo — Pa(p)ll; < 2cocr
p =0,
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its Fenchel dual problem is

hduai(qo) ::max}mize Q- f— co\/l + 2 [max(f) — min(f)]?

subject to - Pam(p) <Wi(p) Vp € D(H).

(149)

Moreover, if there exists o € D(H) such that ®aq(0) = qo, then hprimai(go) = haua(qo)-

Proof. We introduce the indicator function dpygg) for the set Pos(H) (see Eq. (137)). We
identify any p € Pos(H) as an element in R™ for n = 4dim(#)? by representing p with its real
and imaginary parts, and then applying an appropriate vectorization of p. Similarly, we abuse
the notation ® 4 and let it denote the corresponding linear map from R™ to R™ where m is
the number of POVM elements for this measurement map. To apply Theorem 16, we define
f(p) = W(p) + 0posr) (P); 9(A) = E(X — qo) and let ®pq play the role of A in the theorem. We
first calculate f* and g*:

[(2)= Sgp{<Z,p> — f(p)}

= sup{{Z, p) = W(p): p € Pos(H)} (150)
9°(f) = SL;p{<f’ A) —EA—qo)}

=sup{(f, X) + (f.q0) — £(X)}

=&°(f) + (£, q0)- (151)

Because Y, go(z) =1 and >, Paq(p)(x) =1 for Tr(p) = 1, one can use the definition of f
and & to rewrite the problem in Eq. (148) as

hprimal(qO) = plengn{f(p) + 5(@M(p) - QO)}

' (152)
— p1eann{f(p) +9(@m(p))}-

We then use the indicator function for the set Fgual and the conjugate function £* of £ to
rewrite Eq. (149) as
hdual(QO) = Sl}p{_<q07 _f> - g*(f) - 5}—dual (f)}

(153)
= St}p{—g*(—f) — 0 Fguu (F)}-

By Lemma 5, 07, (f) = sup,{(f, Pam(p)) — W(p) : p € Pos(H)}. Using this substitution, we

find
hauai(g0) = sup {=sup{(f. Qra(p) = W(p) : p € Pos(H)} — g™ (~f)}
= sup {—sup{(®ly((£).p) = W(p) : p € Pos(H)} — ¢"(—f)} (154)
fERm p
= sup (=@ (£) ~a" (=)}

Therefore, the optimization problem in Eq. (149) is the dual problem of the optimization prob-
lem in Eq. (148).
To show Aprimal(@0) = hdual(go), we just need to verify the condition

relint(dom(g)) N ® a4 relint(dom(f)) # 0. (155)
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From the definition of domain [see Eq. (132)],

dom(g) ={AeR™: Z)\(x) =1,|IA = qoll; < 2coc1}
z (156)
dom(f) ={peR":p >0}

It is clear that gy € relint(dom(g)). Moreover, there exists some ¢ > 0 such that (1 — €)go +
el/m € relint(dom(g)). We now show that (1 — €)go + €1/m € P aqrelint(dom(f)). By the
assumption, there exists o € D(H) such that ®aq(0) = qo. Then for any § > 0, it is the
case that Ds(o) € relint(dom(f)). In particular, D(o) € relint(dom(f)). Since ®aq(De(0)) =
(1—€)go+e€1/m, it is the case that (1—¢€)go+e€l/m € ®aqrelint(dom(f)). Therefore, Eq. (155)
holds. We conclude that hprimal(@o) = hdual(qo)- O

Since we establish that hprimai(@o) = hduai(go), we can now solve the primal problem in
Eq. (148). The difficulty is that the objective function is not differentiable at points where® a4 (p) =
qo- Since many standard solvers handle differentiable functions more effectively, we introduce a
slack variable and rewrite the problem to an equivalent one according to the following lemma.

Lemma 8. The following optimization problem

Poprimai(Qo) = minimize W(p) — \/C% - (Z 5(@)2/(46%)

p€
subject to £ < Pm(p) —qo <€
Zﬁ(x) S 26061 (157)
Tr(p) =1
p=0, £cRY

has the same optimal value as the problem in Eq. (148), that is, ﬁprimal(qg) = hprimai(Qo)-

Proof. We first notice that the function —y/c3 —2/(4c?) is a monotonically non-decreasing
function of 0 <t < 2cpc1. For § > 0,[[£l; = >, &(j). The condition —§ < ®aq(p) —qo < &
implies that & > 0 and ||€]|; > ||/go — ®aa(p)|l;. Thus, it is clear that Aprimai(qo) > Pprimal (qo)-
Let p* be an optimal solution for Apimai(qo) and let £*(j) = |qo(j) — Pam(p*)(j)|- Then
1€°1l; = llgo — Pama(p®)ll; < 2cocr. This implies, (p*, £*) is a feasible solution for hprimal(go) that
achieves the same objective function value as hprima1(go). Therefore, Aprimai(go) < Aprimal(qo)-
We conclude that Aprimal(@o) = Pprimal(qo)- O
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